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ASSESSING HIPAA: HOW FEDERAL MEDICAL
RECORD PRIVACY REGULATIONS CAN BE
IMPROVED

THURSDAY, MARCH 22, 2001

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ENERGY AND COMMERCE,
SUBCOMMITTEE ON HEALTH,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:05 a.m. In
Room 2123, Rayburn House Office Building, Hon. Michael Bilirakis
(chairman) presiding.

Members present: Representatives Bilirakis, Upton, Greenwood,
Whitfield, Ganske, Norwood, Shadegg, Bryant, Buyer, Pitts, Tauzin
(ex officio), Brown, Waxman, Barrett, Capps, Stupak, Engel, Wynn,
Green, and Dingell (ex officio).

Also present: Representative Markey.

Staff present: Marc Wheat, majority counsel; Brent Delmonte,
majority counsel; Kristi Gillis, legislative clerk; and John Ford, mi-
nority counsel.

Mr. BILIRAKIS. Can we have order please? Good morning. Today
the subcommittee tackles a very complex issue, the medical records
privacy rule issued last year by the outgoing administration.

This is an issue of great importance to both health care con-
sumers and the regulated community, and we will hear the views
of expert witnesses about whether the rule adequately balances the
interests involved.

Americans should feel secure in knowing that their medical
records are kept confidential in virtually every instance, unless dis-
closure of their record is authorized by the patients themselves.
The best way to ensure open and honest communication between
providers and patients is to guarantee that the information shared
during such exchanges is kept out of the public domain.

That being said, I have concerns that the regulation issued late
last year which is presently undergoing a comment period may not
strike the balance appropriately. For example, some local phar-
macists from our districts have said that the rule may prevent from
them filling prescriptions unless they have received a signed au-
thorization from the patient. While that requirement may sound
reasonable, we must think of the elderly shut-in who needs her son
or daughter to pick up her prescriptions. Under the rule, she could
not get her prescriptions filled without going to the pharmacy to fill
out the form and pick up the prescription in person. This may not
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be difficult for most people, but it could be a major problem for a
frail elderly individual.

Likewise, concerns have been raised about the burdens this may
place on small rural hospitals. I am told that the rule requires
them to keep written consent for 6 years. This raises several ques-
tions: Is it necessary to keep these records? Does this record-
keeping requirement help or hurt patients and providers? We
should be concerned if money that would otherwise be spent on pa-
tient care would be diverted to other efforts to comply with this
regulation. Whether that result is likely or possible is a question
we must explore today.

I would also like to explore why statutory authorization language
was dropped from the proposed rule. When the Clinton administra-
tion first proposed its regulations, there was no requirement to ob-
tain the specific consent of the patient before disclosing information
for treatment and payment. In fact, the proposed rule indicated
that such a requirement could impair care. Subsequently, however,
this provision was replaced by a requirement to obtain specific con-
sent. Certainly there are instances when specific consent should be
required before medical information is shared with others. How-
ever, it may not be necessary in other situations, such as when
calling patients, when scheduling appointments, or answering
questions about medication interactions when patients call pro-
viders.

Finally, I want to address one concern up front. We will not hear
today from an administration witness. When an initial inquiry was
made by us, the Department of Health and Human Services indi-
cated that it could not provide a witness to testify on the regulation
until the comment period ended. We have since learned that the
Department does not face any legal obstacle but, rather, that the
regulation issued by the previous administration is currently under
review and policy analysis by the new administration.

In light of the change in leadership at HHS and the complexity
of these issues, I understand the Department’s position. However,
I also appreciate very much the concerns raised by a number of our
colleagues. I know we will hear those concerns in opening state-
ments this morning from members who would like to hear from the
current administration on these important issues; and we all want
to hear from the current administration regarding these issues.

We have asked them to provide their views on this issue at a fu-
ture hearing, and we are making every effort to have that done be-
fore the April break.

In closing, I want to thank all of the witnesses who have ap-
peared today to help educate us on this very important subject.
Your input is vital to this committee’s ability to ensure the Federal
policies and medical records privacy truly serve the best interest of
the American people.

The Chair yields to Mr. Brown for an opening statement.

Mr. BROWN. I thank you Mr. Chairman. Not to disappoint, I
would like to point out that a lot of us are concerned that there
is not a witness from the Department of Health and Human Serv-
ices. We do welcome your willingness, in fact, to include a witness
from HHS to tell their side of the story and to get the input we
need from the key government agency that is working on this
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issue. I am confident that this lapse in cooperation with the minor-
ity is an aberration. Our relationship has been very good and will
continue to be, and we will continue to work well together.

I look forward to hearing from the impressive list of witnesses,
especially John Clough of Cleveland Clinic, who are in attendance
this morning. Medical records privacy, to be sure, is not a partisan
issue. I am confident that every member of this subcommittee fa-
vors strong privacy rules even if we disagree on some of the spe-
cifics. And discussing the current regulation need not, and I think
will not, be a partisan exercise.

Ironically, one of the major concerns I have heard about the pri-
vacy regulations is that they are too open to multiple interpretation
and the world there too vague. That is another way of saying that
the regulations are not prescriptive enough, that they are too flexi-
ble. You rarely hear that concern raised about government regula-
tion generally. Still, I think it is a valid concern based on my con-
versations with providers and with insurers.

There are provisions that need further clarification. That can be
accomplished without delaying implementation of the regulation.
There may be other provisions that need to be rewritten. That, too,
can be accomplished without undue delay in implementation of
these privacy regulations. If at all possible, we should try to resolve
any of these concerns with this legislation without undue delay in
implementation.

We have need of medical privacy protections. We are almost
there. And on behalf of every person who uses the health care sys-
tem in this country, we should do everything in our power in this
committee to complete the job.

That said, we need to listen with an open mind to the concerns
raised today by providers, by insurers, and other stakeholders. In
addition to concerns, I hope our witnesses will provide specific sug-
gestions on how to address these concerns, and the more explicit
the better. Again, our fundamental objective should be to publish
a set of objectives that are meaningful and realistic and to do so
as soon as possible. If that means modifying the current regula-
tions, there are mechanisms to do that. We should explore those
mechanisms before exposing consumers to serious breaches of their
personal privacy.

I thank you, Mr. Chairman.

Mr. BILIRAKIS. I thank the gentleman. The Chair recognizes the
gentleman from Indiana, Mr. Buyer, for an opening statement.

Mr. BUYER. I yield back my time.

Mr. BILIRAKIS. The Chair appreciates that. Mr. Waxman.

Mr. WAXMAN. Last year, the Clinton administration issued a
medical privacy rule that provides essential protection for Amer-
ican families. The rule is long overdue and it is a welcome step to-
ward establishing privacy rules that ensure the effective operation
of our health care system. We should be moving forward to put this
rule into effect and build on the solid foundation of privacy protec-
tions it establishes.

Unfortunately, we are now going in the wrong direction. This sit-
uation is accurately described in the title of Tuesday’s USA Today
editorial: Bogus Scare Tactics Delay Medical Privacy Reforms. I
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would like to ask unanimous consent that this be inserted in the
record.

Mr. BILIRAKIS. Without objection.

[The editorial follows:]

[Tuesday, March 20, 2001—USA Today]
BOGUS SCARE TACTICS DELAY MEDICAL-PRIVACY REFORMS

A couple of years ago, North Carolina resident Terri Seargent got a genetic test
showing that she is susceptible to a respiratory disease. When her employer learned
of the results, she got a pink slip.

Last year, a Maryland school board member’s medical records were sent to school
officials as part of an attack campaign. And more recently, a hacker downloaded
medical records from patients at the University of Washington Medical Center.

All of this and much more came in the wake of Congress’ decision back in 1996
to make protecting medical privacy a priority. Medical records once safely housed
in doctors’ offices were, lawmakers recognized, too easily collected, sold and dis-
closed in the Internet age. Since then, however, intense lobbying by groups that ben-
efit from the status quo has delayed reforms, leaving sensitive medical records ex-
posed to marketers, employers and others who want a peek.

Now those delays are being compounded by the Bush administration’s decision to
tzfafl;e a fresh look at new federal privacy rules—just weeks before they were to take
effect.

The history: The 1996 law gave Congress three years to develop privacy protec-
tions. When Congress missed the deadline, the law ordered federal regulators to
write rules.

Slated to take effect April 14, these regulations combat some of the worst privacy
abuses. For instance, HMOs and doctors would have to tell patients who is looking
at their records. They’d have to get written consent before sharing records with any-
one not involved in the treatment or payment for care. And patients could see their
records and fix mistakes.

Critics—mainly health insurers, pharmacists and marketers—argue that the reg-
ulations are needlessly heavy-handed and costly. They are circulating several horror
s}tlories to make their case. But most of these claims wither under scrutiny. Among
them:

 that hospitals might have to build soundproof walls between patients in recovery
rooms to avoid “inadvertent disclosure” of health information. Yet the rule re-
quires only that reasonable privacy safeguards be used, such as keeping voices

own.

¢ that husbands wouldn’t be able to pick up a prescription for their sick wives be-
cause of the restrictions on access to records. But the rules specifically allow
family members to pick up prescriptions.

 that quality care would suffer because of restrictions on what doctors can tell each
other. However, the restrictions are lifted when data are needed for patient
treatment.

More importantly, ensuring a modicum of privacy will go a long way toward im-
proving the quality of health care. Roughly one in six patients try to protect privacy
by, among other things, dodging doctors or lying to them, according to a 1999
Princeton Survey Research Associates poll. Forty percent won’t give doctors online
access to their medical records, a California HealthCare Foundation survey found.

Critics say the rules just need a fresh scrubbing. Indeed, the regulations could be
improved. That’s often the case with a new, complex set of rules. And that’s why
Congress specifically authorized regulators to fine-tune the privacy regulations as
needed “to permit compliance.”

Given their long opposition to any meaningful privacy protection, critics are more
likely looking for ways to weaken the regulations. They want, for instance, a federal
rule that overturns stronger state privacy mandates. The Bush administration has
given them until the end of this month to voice complaints, and has indicated it
might delay the regulations to accommodate them.

Five years after Congress promised better privacy protections for medical records,
it’s patients who need to be accommodated—not those lobbying for further delays.
Today’s debate: Medical records Critics work overtime to undermine pending regula-
tions.

Mr. WAXMAN. Well-funded interest groups are engaged in con-
certed efforts to unravel or put off altogether the privacy protec-
tions in the rule. The administration should be focused on working



5

with affected parties to answer questions and issue any guidance
necessary to ensure effective implementation of the rule. Instead,
Secretary Thompson reopened the rule for comment, raising the
possibility that implementation of the rule would be delayed be-
yond the April 14 effective date.

Congress should be looking at filling in the gaps in privacy pro-
tection, because even if this rule were put into effect, it does not
cover all entities that handle an individual’s health information
and it does not have effective enforcement mechanisms. So we
should be moving forward with steps, instead of looking for ways
to delay or weaken this regulation.

Let’s be clear about this. While almost every Member of Congress
pays lip service to the importance of privacy of medical records,
over a period of 20 years we have shown that we were uniquely un-
able to enact detailed legislation. That is precisely why the Con-
gress gave authority to the Department of Health and Human
Services to issue a rule if we have failed once again to act.

HHS has now done that. This medical privacy rule is the product
not only of many prior years of deliberation by Congress but exten-
sive public involvement as well. In fact, HHS received and consid-
eﬁed over 52,000 comments. There is no excuse to delay any fur-
ther.

Mr. BILIRAKIS. Would the gentleman please summarize?

Mr. WAXMAN. I will, Mr. Chairman. I just want to say that if we
do not have privacy protections in place, we are going to continue
to see 1 out of every 6 American adults take counterproductive
steps, such as giving inaccurate information to their physicians or
avoiding health care altogether, because of privacy fears.

And Americans are avoiding genetic testing because of concerns
about privacy and discrimination. I think some of the arguments
that have been used by the industry groups that are fighting this
have been almost laughable. They talk about things they would
like to do, like build news walls and so forth, even though the rule
says take reasonable efforts.

Mr. BiLIRAKIS. With all due——

Mr. WAXMAN. Mr. Chairman, I want to close my comments by
saying when these rules were pending, the Department of Health
and Human Services went to the Ways and Means Committee and
sent a representative to talk about this issue. They did not have
to stay away from commenting before the Congress because a rule
was pending. I don’t think Secretary Thompson should stay away
from Congress and use that as an excuse because a rule is pending.
We should be working with them.

[The prepared statement of Hon. Henry A. Waxman follows:]

PREPARED STATEMENT OF HON. HENRY A. WAXMAN, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF CALIFORNIA

Last December, the Clinton Administration issued a medical privacy rule that
provides essential protections for American families. The rule is a long-overdue and
welcome step toward establishing privacy rules that ensure the effective operation
of our health care system.

We should be moving forward to put this rule into effect and build on the solid
foundation of privacy protections it establishes. Unfortunately, we are now going in
the wrong direction. This situation is accurately described in the title of Tuesday’s
USA Today editorial: “Bogus Scare Tactics Delay Medical Privacy Reforms.” Well-
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funded interest groups are engaged in concerted efforts to unravel or put off alto-
gether the privacy protections in the rule.

The Administration should be focused on working with affected parties to answer
questions and issue any guidance necessary to ensure effective implementation of
the rule. Instead, Secretary Thompson re-opened the rule for comment, raising the
possibility that implementation of the rule will be delayed beyond the April 14 effec-
tive date.

Congress should be focused on filling the remaining gaps in privacy protection.
For example, we should be strengthening the regulation by covering all entities that
handle an individual’s health information, and augmenting the law’s enforcement
mechanisms. We should move forward with such steps instead of looking for ways
to delay or weaken the regulation.

Let’s be clear about this. While almost every Member of Congress pays lip service
to the importance of privacy of medical records, over a period of over 20 years, we
have shown that we are uniquely unable to enact detailed legislation. That is pre-
cisely why we gave the authority to HHS to issue a rule if we failed once again to
act. HHS has now done that.

This medical privacy rule is the product not only of many prior years of delibera-
tion by the Congress but extensive public involvement as well. In fact, HHS received
and considered over 52,000 comments. There is no excuse to delay further.

The current absence of privacy protection is not without consequences. A recent
survey showed that one out of every six American adults takes counterproductive
steps, such as giving inaccurate information to their physicians or avoiding health
care altogether, because of privacy fears. Other studies show that Americans are
avoiding genetic testing because of concerns about privacy and discrimination.

Increased confidence in health privacy protections will mean that more American
consumers will be willing to seek out health care that could prevent or result in
early screening of conditions that are significantly more costly to treat at later
stages.

I believe that policymakers should carefully examine the various questions that
have been raised regarding the rule. But I have heard no good argument for delay-
ing the rule during this process.

And as we go through this process, I urge that we avoid indulging silly hypo-
thetical scenarios that spread misinformation about the rule. We’ve heard a lot of
these in recent weeks.

For example, as pointed out by the USA Today editorial, the rule requires “rea-
sonable” safeguards to prevent inappropriate disclosures. Yet some are claiming this
means “hospitals might have to build soundproof walls between patients in recovery
rooms.” The rule also requires “reasonable efforts” to limit the disclosure of a pa-
tient’s health record to the minimum amount necessary. Yet at a recent industry
briefing for congressional staff, one speaker claimed this means covered entities
might have to “clip a microphone on every employee to record what he or she says
so we could audit that information.” These kinds of comments are difficult to take
seriously.

I hope that this hearing provides for a productive discussion of medical privacy
issues. Given that there are pressing questions regarding why Secretary Thompson
opened up the rule for additional comment and what his intentions are regarding
implementation, it would have made sense for the majority to ask the Secretary to
testify at this hearing. I want to note that I'm disappointed that this invitation was
not extended.

That said, I look forward to hearing from the witnesses who are before us today.

Mr. BILIRAKIS. The gentleman’s time has expired. Secretary
Thompson will appear before this committee or the full committee,
whatever the case may be, and respond regarding their position on
these regulations.

Dr. Norwood.

Mr. NorwoOD. Thank you very much, Mr. Chairman. I do appre-
ciate you holding this hearing. A few weeks ago the House took up
consideration of the regulations on ergonomics. Many of us felt that
the regulation on ergonomics was ill conceived and would have led
to a tremendous disruption in a range of industries. It did not
mean we do not believe that there is such a thing as repetitive mo-
tion syndrome. We did not believe that rule, that regulation was
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correct. We feel strongly that those regulations were the wrong
thing to do, and Congress voted to rescind the regulations.

So here we are this morning, considering another rule with the
potential to have a tremendous impact on a wide range of indus-
tries in the health care system. While I do not have feelings about
medical records privacy as strongly as I do about ergonomics, I feel
that we do not fully understand yet the potential negative impact
that privacy regulations can actually have on health care; and,
thus, an important hearing this morning, hearing from people who
are involved in it.

I hear the concerns many of our witnesses have expressed in
their testimony and I share some of those concerns. We may not
know just how extensive the difficulty in complying with and im-
plementing the privacy regulations are until the health care system
tries to meet them. Then we may find ourselves back here consid-
ering a revision or even rescinding those rules. I hope that is not
the case.

Let’s be clear about this. We all know how important medical pri-
vacy is, but it is equally important to do the rules and regulations
in a correct way so that we avoid as many of the pitfalls as we pos-
sibly can.

I thank you again for having this hearing and look forward to
hearing our witnesses and thank them for being here.

Mr. BILIRAKIS. I thank the gentleman.

Mr. Dingell, for an opening statement.

Mr. DINGELL. Mr. Chairman, thank you. First of all, I commend
you for holding this hearing. Second of all, I applaud your an-
nouncement that we will hear from the Secretary prior to the
Easter recess. I think that is very much in the public interest.

Mr. BILIRAKIS. Every effort is being made toward that end, sir.
We have not had a 100 percent assurance. That is certainly our
goal, and they know that.

Mr. DINGELL. I certainly commend you for that. I hope it will be
the strong position of this subcommittee and this committee that
until the Secretary has had an opportunity to explain these mat-
ters to the committee in great detail, that we will expect that the
rule or the regulation will not be set aside.

I would observe to you, Mr. Chairman, that the story of Pan-
dora’s box provides to us a useful analogy to the situation in which
we find ourselves. When a person’s medical privacy is taken from
them and their personal information is made available for use
against them, then that person is irretrievably injured. I would
point out that there is no hope whatsoever that once a person’s
medical information is released and put into the marketplace, that
there is no hope that that person has that it will not be used
against him in connection with employment, in connection with
purchase of large capital items, homes, refrigerators, things of that
kind, or in connection with retirement or insurance or any other
economic question which might affect that individual, including, I
would note again, his job.

So I think it is extremely important that if there is to be error
on this matter, that that error occur on the side of protecting the
privacy of an individual. Americans constantly come to me and talk
to me about protection of their privacy, their family’s privacy, their
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concerns about their medical privacy, and there are a large number
of people who constantly feel that there are people out there spying
on them. It isn’t necessary to spy on people. All you do is go to the
records, and the records are abundant, and it is very easy to get
the information without tapping telephones or things of that kind.

I can no longer tell American people that their personal records
or their personal information, medical, financial, or other, are ade-
quately protected and that they are safe in their personal privacy.
And I have regrets about that, because that is been a very impor-
tant component of being an American.

I have a long statement which I would put in the record. I will
conclude Mr. Chairman, by pointing out Americans distrust the
system, Americans are going and paying out of their own pocket for
medical care rather than utilize something which may finance their
medical care, but which might generate information which can be
used against them. This is a serious matter and Americans should
be able to have greater confidence in the system than they have
now.

I know, Mr. Bilirakis, Mr. Chairman, you will keep your word
and we will hear from HHS before the April break. I would observe
that if the Secretary puts these matters that he has discussed with
regard to this regulation into play and into motion prior to the time
he has been heard before this committee, I will regard it as a
breach of faith on his part and as an unfriendly act, not just to me
and to this committee, but also to each and every American who
is concerned about his or her medical privacy. And I will view it
as another example of this administration rushing to undo a large
number of regulations and steps which were taken that would pro-
tect the interests of the American people with regard to health,
with regard to personal privacy, with regard to protection of the en-
vironment and other matters. And I simply observe this, Mr. Sec-
retary: We will keep an eye on you and you will be judged by what
you are doing on this particular matter.

Thank you Mr. Chairman.

[The prepared statement of Hon. John D. Dingell follows:]

PREPARED STATEMENT OF HON. JOHN D. DINGELL, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF MICHIGAN

Mr. Chairman, the subject of this hearing is one of importance to every American.
According to a 1999 study by Princeton Research Associates, one in six Americans
has done something out of the ordinary to keep personal medical information con-
fidential. Improper disclosure of medical information can result in embarrassment,
discrimination, and denial of proper health care. According to another survey by
Louis Harris & Associates, twenty-seven percent of those polled believed their med-
ical information had been improperly disclosed. Eleven percent of consumers polled
said they or a family member paid out-of-pocket for health care in order to protect
their privacy.

There’s more. One survey estimated that seven percent of consumers chose not
to seek care because they did not want to jeopardize their job prospects or other life
opportunities. Sixty-three percent of respondents in another survey said they would
noic take genetic tests for diseases if insurers or employers could obtain the test re-
sult.

We will hear some complaints about the regulation today, but I want to remind
everyone that this rule provides important safeguards for people’s health. I am not
aware of any organization representing persons whose medical information would
be protected by this rule that has urged a delay in the implementation of this regu-
lation. Indeed, many providers support the regulation and support its implementa-
tion.
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I am pleased that we will hear from the American Nurses Association. Nurses are
the front line of our health care system. They are overworked. The nursing profes-
sion faces crucial recruitment and retention problems. If this regulation presented
some undue burden, or was vague, I think the nurses would tell us. What they will
tell us is that health care suffers without strong privacy protections.

We will also hear from the American Psychiatric Association. Each year, an esti-
mated 56 million Americans—one in five people—experience diagnosable mental dis-
orders. Too much of this goes untreated. Why? Effective psychotherapy depends
upon an atmosphere of confidence and trust in which the patient is willing to make
a frank and complete disclosure of facts, emotions, memories, and fears. Because of
the sensitive nature of the problems for which individuals may consult a
psychotherapist, disclosure of confidential communications made during counseling
sessions may cause embarrassment or disgrace. For this reason, the mere possibility
of disclosure may impede development of the confidential relationship necessary for
successful treatment.

Each profession that provides mental health treatment embraces confidentiality
as a core ethical principle. Confidentiality generally is considered to be a corner-
stone of a doctor-patient relationship. Therefore, the basic requirements of the regu-
lation are not new.

Changes in the health care industry and advances in technology present a com-
plex environment in which to implement the regulation. The regulation is character-
ized by a rule of reason and flexibility. Many of the concerns raised today are based
on worst-case, but unrealistic, scenarios. Simple common-sense implementation
should resolve these matters.

Where we go from here depends upon the Secretary. He has, unwisely in my judg-
ment, reopened this matter for comment. Moreover, I note that no witness from the
Department of Health and Human Services is before us today. I take Chairman Bili-
rakis at his word that we will hear from HHS before the April break.

Mr. BILIRAKIS. I appreciate the gentleman’s remarks. I would re-
iterate what I said earlier, and that is we have said to the Sec-
retary we want him here. We are going to do everything we can
to get him here before the April break. But I don’t want to mislead
the gentleman that we have 100 percent assurance that he will be
here. But you do have 100 percent assurance that that is what we
intend and that intention has gotten to and will continue to get to
the Secretary.

Mr. DINGELL. Mr. Chairman, if you would yield to me, I would
observe that I respect you, I view you as an honorable man and as
a capable chairman. The minority stands ready to assist you in as-
suring the cooperation of the Secretary, and we will show you a
number of things that we have found in times past to be useful in
assuring the presence of Secretaries who might have otherwise
some more recalcitrant approach to the business before us. I also
will assure you that we will seek to raise the pain level for the Sec-
retary if he does not wish to cooperate in this matter.

Mr. BILIRAKIS. That having been said, we will continue to do
what we intend to do here today, and that is to learn as much as
we can about this subject.

Mr. BiLIRAKIS. The Chair recognizes Mr. Upton.

Mr. UproN. Thank you, Mr. Chairman. I will submit my full
statement for the record.

Mr. BILIRAKIS. I might add that the opening statement of all
members will be made part of the record, without objection.

Mr. UpTON. Thank you. I would just note that I am behind your
efforts to get Secretary Thompson to testify on this very important
issue before the April break. It might also be somewhat revealing
to have now Florida resident and former Secretary Shalala come as
well. That might be appropriate. I would just like to note that as
I have talked to a number of providers and folks back in my dis-
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trict, this is a very important issue. I look forward to the testimony
and would like to submit comments from one of my administrators
back home as part of my statement as well, and I yield back the
balance of my time.

Mr. BiLIRAKIS. Without objection, that is the case.

[The prepared statement of Hon. Fred Upton and the information
referred to follow:]

PREPARED STATEMENT OF HON. FRED UPTON, A REPRESENTATIVE IN CONGRESS FROM
THE STATE OF MICHIGAN

Thank you, Mr. Chairman, for holding today’s hearing on the medical records pri-
vacy regulation mandated under the Health Insurance Portability and Account-
ability Act (HIPAA). I am sure that all of us here today would agree that our first
priority is the best interests of patients. But since the final regulation was issued
last December, I have heard from a number of health care providers in my district
who, while not questioning and in fact sharing the good intent behind the regula-
tion, have raised serious concerns about the practical effects of the regulation on
their ability to provide timely, coordinated acute and preventive care to their pa-
tients.

Last month, in fact, the two largest hospitals in my district gave me a fascinating
demonstration of their telehealth/telemedicine systems work to improve the quality,
coordination, and continuity of patient care. It’s clear that the electronic medical
record and beside hospital chart are the future of health care in this country as our
basic telecommunications infrastructure expands to bring 21st century medicine into
even isolated rural communities. The need for patient protections in this brave new
world are clear and pressing, but we must ensure that we “first do no harm” as we
structure and implement these protections.

PREPARED STATEMENT OF JAMES B. FALAHEE, JR., VICE PRESIDENT, LEGAL &
LEGISLATIVE RELATIONS, BRONSON HEALTHCARE GROUP, INC.

Bronson Healthcare Group (“Bronson”) is a medium sized health care system lo-
cated in Southwestern Michigan, in the Congressional District so ably served by
Congressman Fred Upton. Unlike some other health care systems, Bronson consists
not only of hospitals, but also employed providers and two health plans. As such,
Bronson is impacted by almost every element of the HIPAA regulations.

Bronson, like other health care providers, fully supports privacy rights and recog-
nizes their importance. There already exists an extensive body of case law and stat-
utory authority which currently protects personal privacy rights and has developed
over time. The new HIPAA regulations, in Bronson’s opinion, are an unnecessary
layering of very complicated and confusing regulations on top of the already exist-
ing, and working, statutes and case law.

Section 164.530(c)(1) of the new HIPAA regulations provides that a covered entity
must “have in place appropriate administrative, technical, and physical safeguards
to protect the privacy of protected health information.” The Department of Health
& Human Services could have confined its entire HIPAA regulations to this one
statement and left it at that. Bronson submits that it, and other covered entities,
already have in place appropriate administrative, technical, and physical safeguards
to protect privacy of protected health information. HHS need not have so intrusively
interfered with the current safeguards. The complex and prescriptive regulatory sys-
tem created by HIPAA is unworkable and not needed.

Bronson has a number of specific issues concerning HIPAA:

1. HIPAA does not supersede state law. Any health care provider or health plan
which operates in multiple states must determine whether the laws in the indi-
vidual states in which it operates are more restrictive than HIPAA. If so, pro-
viders need to customize their consents, authorizations, and documents to
match the more restrictive provisions of a state’s law. This will necessarily lead
to a patchwork of different privacy laws, depending on in which state you live.
Instead of such a patchwork, if HIPAA is retained, the HIPAA regulations
should be revised to include a federal preemption standard.

2. Bronson owns an indemnity insurance company and an HMO. We are concerned
as to whether all health plans will be ready for HIPAA implementation and the
transactions and code sets which go along with it. If all health plans do not



11

comply with the HIPAA requirements, the desired streamlining of the payment
processes will not be accomplished. We are also concerned that some plans may
go beyond HIPAA and require even more information than the standardized
transactions/code sets would require. This would defeat the uniformity goal of
HIPAA.

3. The HIPAA regulations require that only the minimum necessary personal health
information be disclosed. This is an unworkable requirement. Each time infor-
mation is requested or discussed, a health provider or covered entity must now
determine if the “minimum necessary” standard is met. This could present a
risk to patients if vital treatment information is delayed or denied.

4. The HIPAA regulations will place an onerous burden on individual physician pro-
viders and, even more so, on patients. The primary goal of the health care com-
munity should be to deliver high quality patient care. Bronson is concerned that
the HIPAA regulations will interfere with the delivery of such care. For exam-
ple, upon admission to its facilities or its physicians’ offices, Bronson will now
be required to give each patient (or patient representative) forms, notices, and
requests for authorization which will be, at a minimum, 10 pages long. We
question whether these forms, notices, and authorizations will be read and, if
read, will be understood by patients, their families, or authorized representa-
tives.

5. The exhaustive HIPAA regulations are yet another unfunded mandate on the
health care community. Bronson has not yet been able to calculate its cost of
implementation, but knows it will require hundreds of hours of training and
education, and the review and revision of over 800 contracts with vendors and
suppliers.

Bronson recommends that the Department of Health & Human Services develop
new, more streamlined regulations which address these and other comments raised
by those in the field. Bronson strongly recommends that HHS meet with health care
providers prior to formally responding to the comments it receives during March,
2001. A series of meetings between HHS, providers, and privacy advocates will go
a long way to mitigating the backlash which has occurred as a result of the Decem-
ber, 2000 HIPAA regulations. Bronson would be more than willing to participate in
such meetings.

Thank you for the opportunity to submit these comments. Bronson would be glad
to work with HHS and this committee to assure that personal health information
is protected, but that high quality patient care is not adversely impacted by such
privacy protections.

Mr. BILIRAKIS. Ms. Capps.

Ms. CAppS. Thank you, Mr. Chairman, for holding this hearing.
It is so important that this committee hear the testimony, because
the debates revolving around medical privacy and the role of the
Federal Government are central, I believe, to the very issue of ac-
cess to care. The single most important factor in providing quality
care and encouraging people to use it is trust. Patients must be
able to trust their health care providers, to trust them to make the
right decisions, to pay attention to their interests, to keep the par-
ticulars of their cases and lives in confidence. If this trust breaks
down, then people will avoid seeking medical attention until they
have no choice, and by then the options will be limited and the
costs excessive.

This committee has an obligation to the American people to pro-
tect that trust and to protect the rights of our constituents. And
this is why a Patient’s Bill of Rights is so important and this is
why adequate privacy regulations need to be put in place.

As we examine the proposed privacy regulations, I hope that
each member of this committee will remember that what is at
stake here is not the work of one administration or another, what
is at stake is the very confidence that Americans have in their doc-
tors, nurses, hospitals, health centers and other health care pro-
viders; that they be focused on treating their needs and not exploit-
ing their weaknesses.
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By and large, most health care providers have a very good track
record of protecting patients’ privacy. Doctors and nurses are rigor-
ously trained to be cautious with a patient’s personal information.
But we need to make sure that the pressures of the financial bot-
tom line do not tread on this critical right. On the other hand, we
also need to avoid discouraging medical research and overcompli-
cating our health care system. New, creative innovations can be es-
sential to providing the best care possible and they are dependent
on information about current medical conditions.

I don’t believe these goals have to be in conflict. I think it is pos-
sible to protect the rights of patients while enabling proper medical
research, and this should certainly be our objective. I believe that
the current proposed regulation is a good step in the right direc-
tion. Many of the concerns about the regulation can hopefully be
resolved from guidance of the Department of Health and Human
Services. I certainly hope that neither this committee nor the ad-
ministration will do anything that will weaken the protections for
patient privacy.

I look forward to hearing what my colleagues and the panelists
have to say about these regulations.

I want to particularly recognize Ms. Mary Foley, the President
of the American Nurses Associations. I am pleased she is here with
us to share the views of the nursing community. As a nurse myself,
I understand how important it is to include perspectives of nurses
on these issues. Nurses are the first line of defense on health care
matters and we need to make sure that our voices are heard in the
hearings and meetings with policymakers. I have tried to do this
in my stay in Congress and I am glad to see that the ANA is here
to do that now. I commend your efforts and I am interested in your
views on what we should do.

Mr. Chairman, I thank you for holding this hearing, I look for-
ward to working with you on this issue. And I know we will strive
together to do this in a bipartisan way.

Mr. BILIRAKIS. I thank the gentlelady for her statement.

Dr. Ganske for an opening statement.

Mr. GANSKE. Thank you, Mr. Chairman. We are here today be-
cause Congress couldn’t reach an agreement on the medical record
privacy regulations. So at Congress’ direction, the previous admin-
istration gave the Department of Health and Human Services the
job of creating new rules. The complexity of the result reflects the
complexity of the problems we face.

In crafting rules for the health care industry, courts, banks and
insurers, HHS attempted to balance the conflicting demands for
privacy and productivity. Initially the rules covered only informa-
tion maintained or transmitted electronically. Not good enough,
critics shouted. So HHS extended the rules to paper files and infor-
mation transmitted orally. Too far, shouted different critics.

HHS received over 52,000 comments on its privacy rules. What
they found was that outlawing hacking and malevolent use of per-
sonal information is simple. Enforcing those bans is hard. In each
instance, they found they had produced an exceedingly complex
compromise that is assaulted as too loose by privacy advocates and
too onerous by industry. Writing rules prohibiting the infringement
of privacy without denying doctors and researchers the benefits of
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the information technology is difficult. So is drawing lines telling
the health care industry what they can share, what they can’t, and
with whom they can do so. How much should patients know before
medical researchers tap into their records? Does it make sense that
business can share your personal data with their affiliates?

Conflict between society’s need to know and individuals’ right to
privacy isn’t new. As HHS said in December when it tested the
rules, quote: “we expect insurers and the government to reduce
fraud, we expect to be protected from epidemics, and we expect
medical research to produce miracles. We expect the police to ap-
prehend suspects and we expect to pay for our care by credit card.

“all these activities involve the disclosure of health information
to someone other than our physician. We have expectations as a so-
ciety that conflict with individuals’ views about the privacy of
health information,” unquote.

Well, while recognizing that conflict, the implementations of the
final rule was delayed by the Bush administration. Mr. Chairman,
I note that we don’t have today a representative from the hospital
community, so with your permission, Mr. Chairman, I would like
to introduce a letter into the record from the Iowa Hospital Asso-
ciation regarding the final medical record privacy rule.

Mr. BiLiraKIS. Without objection, that is the case.

[The information referred to follows:]

Towa HOSPITAL ASSOCIATION
March 16, 2001

The Honorable ToMMY G. THOMPSON

Secretary, U.S. Department of Health and Human Services
Hubert H. Humphrey Building

200 Independence Avenue, S.W.

Washington, D.C. 20201

DEAR SECRETARY THOMPSON: The Iowa Hospital Association (IHA) is pleased with
your recent announcement that you will open a public comment period on the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) privacy rules.
THA is a statewide membership services organization that advocates for 116 commu-
nity hospitals and health systems as well as the patients and communities they
serve.

Towa hospitals and health systems have been proponents of standardization of
electronic transactions related to health care and support the administrative sim-
plification provisions of HIPAA. Iowa hospitals and health systems also take very
seriously the privacy of the patients and communities they serve and have a long-
standing commitment to safeguarding this privacy while delivering high-quality
health care to their patients.

The Department of Health and Human Services (HHS) final rule on privacy will
have significant impact on the day-to-day operations of Iowa hospitals and health
systems. Hospitals and health systems will have to invest substantial resources to
comply with this overly complex and pervasive regulation. Iowa hospitals and health
systems today face an emerging crisis in workforce shortages and the significant
regulatory burden of the HIPAA privacy rules will heighten this crisis. In addition,
the lingering financial burdens imposed by the Medicare payment cuts of the Bal-
anced Budget Act (BBA) of 1997 have severely strained the financial resources of
our hospitals and health systems.

IHA respectfully requests that HHS suspend the April 14, 2001 effective
date and significantly rewrite the HIPAA privacy rules. IHA believes that it
is appropriate for your department to reexamine these regulations to ensure that
implementation of privacy standards does not hinder the ability of hospitals and
health systems to deliver high quality health care and does not put hospitals and
health systems in further financial jeopardy. There is a balance that must be
achieved between delivering cost-effective, quality health care and protecting patient
privacy.

We suggest the rule be substituted by a simpler version. In keeping with the
original intent of the legislation—to streamline health care administration—the rule
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should focus on the potential misuse of information by employers and health insur-
ers. Consent should be required only for such non-medical use.

The following are comments and recommendations of IHA on the final privacy
rules.

GENERAL COMMENTS

The final privacy rule threatens the balance between the cost-effective delivery of
high quality care and patient privacy in a number of ways:

Scope

The Department of Health and Human Services’ authorization to adopt privacy
rules under HIPAA is limited. Under the act, confidentiality regulations are to apply
only to electronic transactions and the data elements for such transactions, and to
assure the privacy of health information exchanged electronically. The final privacy
rule applies privacy standards to all uses and disclosures of protected health
infonnation—electronic, written, and oral—far exceeding the Department of Health
and Human Services’ statutory authority. The result is a regulation that:

» Is so complex that it is extremely difficult, if not impossible to determine how to
achieve efficient compliance.

¢ Creates significant barriers to current treatment and quality improvement activi-
ties.

* Conflicts with the clear cost-savings intent of the administrative simplification
section of HIPAA.

Costs

The Department of Health and Human Services needs to analyze and assess how
compliance with the privacy rule will impact the cost of caring for patients. The esti-
mated cost impact of the final privacy rule on hospitals and health systems needs
to be calculated and weighed against the benefits of the rule. The American Hos-
pital Association has estimated that the total cost to hospitals and health systems
complying with the final privacy regulations will be up to $22.5 billion over five
years.

The Department of Health and Human Services must recognize the tremendous
burden placed on health care providers who are now facing simultaneous implemen-
tation of multiple, complex federal and state regulations. Hospitals and health sys-
tems over the last few years have had to address Y2K system problems, make sig-
nificant changes to their patient data collection, coding and billing systems to imple-
ment prospective payment systems for Medicare skilled nursing care, home health
care, and outpatient care, in addition to facing changes to a variety of other regula-
tions significantly impacting their day-to-day operations.

In addition, Iowa hospitals and health systems face critical shortages in nursing
and in personnel in other clinical areas. The staffing issues associated with imple-
menting the privacy regulations need to be considered. Implementation of the pri-
vacy rule as published will further add to providers’ already overwhelmed adminis-
trative and information systems and represents yet another unfunded mandate.

Implementation Schedule

The final privacy rule requires all health care providers to implement the privacy
standards two years after their effective date. Since the regulations are extremely
complex and extensive, this schedule is not practical.

Further, serious consideration should be given to coordination of the privacy rule
implementation deadlines with the implementation deadlines of the other HIPAA
regulations. HIPAA included numerous components affecting privacy, security, and
administrative simplification. Not all of the regulations to implement these provi-
sions have been developed. Final implementation of all of these provisions should
be synchronized to assure that providers in responding to multiple interrelated reg-
ulatory provisions do not incur additional costs. IHA would suggest that implemen-
tation of the HIPAA provisions regarding privacy, security, and administrative sim-
plification not occur until at least two years following the promulgation of the final
set of relevant regulations.

Preemption

The final regulations fail to preempt conflicting state laws. The American Hos-
ital Association’s cost estimates for this provision alone over a five-year period are
5372 million. THA is concerned that state laws that are contrary or more stringent
will cause considerable confusion. It is not uncommon for health systems to operate
hospitals and other health care facilities in multiple states, to serve patients from
other states, and to provide care under arrangements with health plans that serve
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populations from several states. Addressing the many different state rules will be
extraordinarily difficult for individual providers and will lead to confusion as to
what rules apply. The lack of clear preemption complicates the ability for providers
to develop clear and consistent privacy policies. Providers must not only comply with
multiple state requirements, but now also understand how the federal rules relate
to state requirements.

Peer Review Protection

Provisions in the final regulations may threaten peer review protections. Peer re-
view protections are intended to foster a comprehensive, quality system for the ef-
fective reduction of medical/health care errors and other factors that contribute to
unintended adverse patient outcomes in a health care organization. This environ-
ment encourages recognition and acknowledgment of risks to patient safety and
medical/health care errors; the initiation of actions to reduce these risks; the inter-
nal reporting of what has been found and the actions taken; a focus on processes
and systems; and minimization of individual blame or retribution for involvement
in a medical/health care error. It encourages organizational learning about medical/
health care errors and supports the sharing of that knowledge to effect behavioral
changes in itself and other health care organizations to improve patient safety. The
final regulations should be reviewed to make sure that notice and authorization pro-
visions do not hinder the development of internal safety reporting and quality im-
provement initiatives.

Notice, Consent, and Authorization

Notice and consent requirements added to the final rule will significantly com-
plicate compliance efforts and activities. These components represent a significant
departure from the proposed regulations in that the final privacy rules require a
consent for uses and disclosures of protected health information for purposes of
treatment, payment, and health care operations. A separate authorization to use
and disclose protected health information for “other purposes” must be obtained sep-
arately from the consent. The terms “consent” and “authorization” do not overlap
and differ substantially in their content. Notices regarding privacy must be added
to such things as appointment reminders. All of these requirements add administra-
tive costs with little or no benefit to patients. Hospitals and health systems are al-
ready required by both federal and state governments to post numerous notices and
to provide written notice of various rights and responsibilities. Instead of requiring
yet more notices and more paperwork, the regulations should allow hospitals and
health systems to incorporate appropriate notification regarding privacy into exist-
ing notices and patient rights’ materials.

Minimum Necessary Disclosure

While the final privacy rule tempered the “minimum necessary disclosure” limita-
tion among health care providers, it continues to pose a significant and costly bar-
rier to compliance with the privacy rule. This standard is 1ll-defined in the privacy
rule and will likely result in numerous and varied interpretations. Hospitals and
health systems are required to develop criteria to limit the amount of information
disclosed and to evaluate each and every disclosure against these criteria. Hospitals
and health systems are required to train all employees regarding these criteria and
to establish a “privacy officer” to ensure responsible implementation. Again, these
specific requirements impose significant personnel requirements and administrative
costs, and redirects a caregivers time away from patient care.

Business Associates

In the final privacy rule, the Department of Health and Human Services is hold-
ing covered entities responsible for the protection of personal health information by
their business associates. The legal work and costs associated with implementing
this provision will be overwhelming. Hospitals and health systems will have to re-
negotiate contract provisions that ensure that these business associates protect the
information that is released to them in the normal course of health care operations.
It would be more appropriate if the regulations held all parties accountable for their
own improper disclosure of personal health information. Hospitals and health sys-
tems should not be responsible for the improper disclosure of personal health infor-
mation by other organizations.

Quality Improvement & Statewide Data Collection Efforts

Centralized data collection activities both by state hospital associations or state
government intended to produce comparative incidence rates, patient outcome meas-
ures, and utilization and cost data heavily utilized by management in hospitals and
health systems, are threatened by the privacy rules as written. Further, the inclu-
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sion of patient county and zip code as protected health information may limit the
ability to use discharge data for quality improvement and community health surveil-
lance activities. These activities are important to hospitals and health. systems that
seelé to develop integrated services in response to patient and community health
needs.

RECOMMENDATIONS

As published, the final privacy rules are unworkable and will cost the health care
community billions of dollars to attempt compliance at a time when hospitals and
health systems are experiencing severely restricted resources, both capital and
workforce. The costs of implementing the final privacy rules far outweigh any poten-
tial long-term savings through administrative simplification. The rule also requires
an unrealistic timeframe for implementation and has not been coordinated with the
related HIPAA rules affecting security and administrative simplification. Therefore,
THA recommends the following steps be taken to reform the new privacy rule in a
manner that safeguards both patient privacy and patient care.

1. Suspend the final privacy rule prior to its April 14, 2001, effective date.

2. The Department of Health and Human Services should consult with hospitals
and health systems on site at their facilities to discuss the practical implementation
issues and problems that have been identified in order to reasonably resolve as
many of these issues as possible prior to implementation of the privacy standards.
THA could facilitate Department of Health and Human Services’ staff visits to hos-
pitals and health systems within Iowa.

3. The Department of Health and Human Services should appropriately narrow
the scope of the regulation to apply privacy standards addressing the subjects out-
lined in the statute to the individually identifiable health information used in con-
nection with electronic transactions as outlined in the statute.

4. The Department of Health and Human Services should revise the HIPAA regu-
lation implementation schedule according to the following principles:

e No health care provider should be required to begin implementation of HIPAA
until all HIPAA privacy, security, and administrative simplification regulations
have been finalized.

* A single, uniform date of compliance should be established at least two years after
promulgation of all HIPAA final regulations to allow a sufficient and reasonable
time period in which to implement.

5. Statewide data collection and use efforts, that have been in operation for years
with safeguards taken to protect health information, should be provided safe harbor
in the final privacy regulations.

Again, we are pleased that you are allowing for public comment on the final pri-
vacy rules and are hopeful that this first step will lead to fundamental reform of
the privacy rules. IHA is committed to working with HHS to develop privacy rules
that not only safeguard patient privacy, but also ensure delivery of cost-effective,
quality patient care. Please contact Perry Meyer, Tracy Warner or Maureen
Hockmuth at THA at 515/288-1955 if you have any questions.

Sincerely,
STEPHEN F. BRENTON
President

cc: Iowa Congressional Delegation

Mr. BILIRAKIS. And at the same time I would ask unanimous con-
sent that I might introduce a letter from the Florida Hospital Asso-
ciation, as well as statements and written testimony from the
American Council of Life Insurance, and from the Health Insurance
Portability Biotechnology Industry Organization. Without objection,
that would be the case.

[The information referred to follows:]

FLORIDA HOSPITAL ASSOCIATION
March 16,2001

The Honorable MICHAEL BILIRAKIS
Room 2269 Rayburn House Office Building
U.S. House of Representatives
Washington, DC 20515

DEAR REPRESENTATIVE BILIRAKIS: The Florida Hospital Association, which rep-
resents 230 not-for-profit, investor-owned and government hospitals and health Sys-
tems, seeks your help in an urgent and time-sensitive matter. We ask that you con-
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tact Health and Human Services Secretary Tommy Thompson to request that he
delay the April 14, 2001, effective date of the privacy rules promulgated under the
Health Care Portability and Accountability Act (HIPAA). FHA members are deeply
concerned about the regulation and request that you join with us and ask the Sec-
retary to fix the rule.

Florida’s hospitals are committed to safeguarding the Privacy of patients’ medical
information. However, we are extremely concerned about the effect the final HIPAA
medical privacy rules will have on hospitals. The rules are so complex and prescrip-
tive in many areas that they will be both unworkable and unreasonably costly. The
rules were reopened for public comment on March 1, 2001. HHS must receive your
request no later than March 30, 2001. Time is short.

We believe that patients have the right to every consideration of privacy, includ-
ing the right to review and understand their medical records. However, in their cur-
rent form the HIPAA privacy rules are so complex and prescriptive that they are
both unworkable and excessively costly. They will hinder the ability of providers and
families of patients to coordinate the care for patients.

Florida’s hospitals need your help: Please ask HHS to delay the rules and
fix them.

Sincerely,
CHARLES F. PIERCE, JR.
President, FHA Orlando

PREPARED STATEMENT OF THE AMERICAN COUNCIL OF LIFE INSURERS

This testimony on Assessing HIPAA: How Federal Medical Privacy Regulations
Can Be Improved is submitted to the House Commerce Subcommittee on Health on
behalf of the American Council of Life Insurers (the ACLI). The ACLI is a national
trade association whose 435 member companies represent 73 percent of the life in-
surance and 86.9 percent of the long term care insurance in force in the United
States. The ACLI also represents 73 percent of the companies that provide disability
income insurance. The ACLI appreciates the opportunity to submit this statement.

The ACLI strongly supports the underlying goal of the Standards for Privacy of
Individually Identifiable Health Information (the Regulation) issued by the Depart-
ment of Health and Human Services (the Department)—protecting individually
identifiable health information. Life, disability income, and long term care insurers
understand their responsibility to protect their customers’ health information. ACLI
member companies are strongly committed to the principle that individuals have a
legitimate interest in the proper collection and handling of their medical informa-
tion and that insurers have an obligation to assure individuals of the confidentiality
of this information. Several years ago, the ACLI Board of Directors adopted the
“Confidentiality of Medical Information Principles of Support.” These Principles
were recently strengthened providing ACLI support for prohibitions on the sharing
of medical information for marketing and for determining eligibility for credit. (A
copy of the Principles is attached.)

The ACLI believes that the Regulation’s goal of protecting individually identifiable
health information may be achieved in a manner consistent with the significant
public interest in maintaining the life, disability income, and long term care insur-
ance markets which meet the private insurance needs of millions of American con-
sumers. By their very nature, the businesses of life, disability income, and long term
care insurance involve personal and confidential relationships. However, insurers
selling these lines of coverage must be able to obtain and use their customers’
health information in order to perform legitimate insurance business functions, such
as underwriting and claims evaluation. The performance of these functions is essen-
tial to insurers’ ability to serve and fulfill their contractual obligations to their exist-
ing and prospective customers.

The Regulation will have a significant and direct impact on the manner in which
life, disability income, and long term care insurers do business. Although life and
disability income insurers are not “covered entities” under the Regulation, their
ability to obtain individually identifiable health information will be subject to the
Regulation’s disclosure requirements and limitations. This is true because life and
disability income insurers often must obtain individually identifiable health infor-
mation from health care providers which are “covered entities” under the Regula-
tion. Covered entities may only disclose protected health information as permitted
under the Regulation.

Long term care insurers are covered entities under the Regulation. As such, they
are subject to the full ambit of the Regulation’s requirements regarding access, use
and disclosure of individually identifiable health information. In addition, like life
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and disability income insurers, long term care insurers’ ability to obtain individually
identifiable health information from other covered entities (health care providers) is
subject to the Regulation’s disclosure limitations and requirements.

A number of changes were made in the final Regulation in response to concerns
raised by the ACLI in connection with the proposed regulation’s disclosure require-
ments. However, there continue to be ambiguities in some provisions of the final
Regulation which could be construed to limit covered entities’ disclosure of individ-
ually identifiable health information to life, disability income, and long term care
insurers. This would limit these insurers’ access to and use of health information
critical to their ability to perform fundamental insurance business functions, such
as underwriting and claims evaluations.

Below are more detailed explanations of the manner in which life, disability in-
come, and long term care insurers use protected health information and ambiguities
in the Regulation which could be construed to jeopardize legitimate and essential
uses of that information by life, disability income, and long term care insurers.

WAYS IN WHICH LIFE, DISABILITY INCOME, AND LONG TERM CARE INSURERS USE
INDIVIDUALLY IDENTIFIABLE HEALTH INFORMATION

The process of risk classification is a system of classifying proposed insureds by
level of risk. It enables insurers to group together people with similar characteristics
and to calculate a premium based on that group’s level of risk. Those with similar
risks pay the same premiums. Risk classification provides the fundamental frame-
work for the current private insurance system in the United States. It is essential
to insurers’ ability to determine premiums which are: (1) adequate to pay their cus-
tomers’ future claims; and (2) fair relative to the risk posed by proposed insureds.

The price of life, disability income and long term care insurance is generally based
on the proposed insured’s gender, age, present and past state of health, possibly his
or her job or hobby, and the type and amount of coverage sought. Much of this infor-
mation is provided directly by the proposed insured. Depending on the proposed in-
sured’s age, medical history, and the amount of insurance applied for, the insurer
may also need information from the individual’s medical records. In this event,
when the insurer’s sales representative takes the consumer’s application for insur-
ance, he will request that the applicant sign an authorization, provided by the in-
surer, authorizing the insurance company to: (1) obtain his health information from
his doctor or from a hospital where he has been treated; and (2) use that informa-
tion to, among other things, underwrite that individual’s application for coverage.
Based on this information, the insurer groups insureds into pools so that they can
share the financial risk presented by dying prematurely, becoming disabled, or
needing long term care.

If a company is unable to gather accurate information or have access to informa-
tion already known to the proposed insured, an individual with a serious health con-
dition, with a greater than average risk, could knowingly purchase a policy for
standard premium rates. This is known as adverse selection. While a few cases of
adverse selection might not have a significant negative impact on the life, disability
income, or long term care insurance markets, multiple cases industry-wide would
likely have such an effect. This would be particularly true if individuals were to be
legally permitted to withhold or restrict access to medical information significant to
their likelihood of dying prematurely, becoming disabled or requiring long term care.
The major negative consequence of adverse selection would be to drive up costs for
future customers which could price many American families out of the life, disability
income, and long term care insurance markets.

Most life and long term care insurance and much disability income insurance is
individually underwritten. As part of the underwriting process, insurers selling life,
disability income, and long term care insurance rely on an applicant’s individually
identifiable health information to determine the risk that he or she represents.
Therefore, medical information is a key and essential component in the process of
risk classification.

Once a life, disability income, or long term care insurer has an individual’s health
information, the insurer controls and limits who sees it. At the same time, insurers
must use and disclose individually identifiable health information to perform legiti-
mate, core insurance business functions. Insurers that sell life, disability income,
and long term care insurance must use individually identifiable health information
to perform essential functions associated with an insurance contract. These basic
functions include, in addition to underwriting, key activities such as claims evalua-
tion and policy administration. In addition, insurers must also use individually iden-
tifiable health information to perform important business functions not necessarily
directly related to a particular insurance contract, but essential to the administra-
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tion of servicing of insurance policies generally, such as, for example, development
and maintenance of computer systems.

Also life disability income, and long term care insurers must disclose individually
identifiable health information in order to comply with various regulatory/legal
mandates and in furtherance of certain public policy goals such as the detection and
deterrence of fraud. Activities in connection with ordinary proposed and con-
summated business transactions, such as reinsurance treaties and mergers and ac-
quisitions, also necessitate insurers’ use and disclosure of such information. Life,
disability income, and long term care insurers must disclose individually identifiable
health to: (1) state insurance departments in connection with general regulatory
oversight of insurers (including regular market conduct and financial examinations
of insurers); (2) self-regulatory organizations, such as the Insurance Marketplace
Standards Association (IMSA), concerned with insurers’ market conduct; and (3)
state insurance guaranty funds, which seek to satisfy policyholder claims in the
event of impairment or insolvency of an insurer or to facilitate rehabilitations or lig-
uidations. Limitations on these disclosures would operate counter to the consumer
protection purpose of these disclosure requirements.

Life, disability income, and long term care insurers need to (and in fact, in some
states are required to) disclose individually identifiable health information in order
to protect against or to prevent actual or potential fraud. Such disclosures are made
to law enforcement agencies, state insurance departments, the Medial Information
Bureau (MIB), or outside attorneys or investigators who work for the insurer. Again,
any limitation on an insurer’s ability to make these disclosures would undermine
the public policy goal of reducing fraud, the cost of which is ultimately borne by con-
sumers.

AMBIGUITIES RAISED BY THE FINAL REGULATION

The following summarizes ACLI member companies’ major concerns with the Reg-
ulation listed in order of their importance. As indicated above, ACLI member com-
panies’ most fundamental and critical concerns relate to the Regulation’s likely sig-
nificant and adverse impact on their ability o obtain protected health information,
critical to the business of insurance, from health care providers.

ACLI member companies are very concerned by a number of ambiguities in rela-
tion to the minimum necessary standard set forth in Sections 164.502(b) and
164.514(d). Medical underwriting on the basis of individually identifiable health in-
formation lies at the core of the present systems of life, disability income, and long
term care insurance. In order for insurers to be able to fairly and prudently under-
write, they must be able to access and use protected health information relevant to
the proposed insured’s likelihood of dying prematurely, becoming disabled, or requir-
ing long term care. Insurers must also be able to access protected health informa-
tion to pay claims for benefits submitted under existing life, disability income, and
long term care insurance policies.

Life and disability income insurers are concerned by Sections 164.502(b)(1) and
164.514(d)(3) which would require a covered entity to only disclose the minimum
amount of information which it believes to be necessary to accomplish the purpose
for which the information is requested. It does not appear to be the intent of the
drafters of the Regulation, nor would it make practical sense, to subject to this
standard disclosures of protected health information made pursuant to the author-
ization of the individual, the type of authorization used by life and disability income
insurers. However, because this is not entirely clear, life and disability income in-
surers are concerned that covered entity health care providers will construe the
minimum necessary rule to require them to disclose as little information as possible
to life and disability income insurers. As a result, life and disability income insurers
are likely to be denied access to information essential to their ability to make fair
and prudent underwriting decisions and appropriate claims evaluations, among
other things.

Long term care insurers are also concerned by the minimum necessary require-
ments of Sections 164.502(b) and 164.514(d). They are particularly concerned that
the language of Section 164.502(b)(2)(ii) may be construed by covered entity health
care providers to subject disclosures of protected health information to covered enti-
ty long term care insurers to the minimum necessary standard. Like life and dis-
ability income insurers, long term care insurers strongly believe that health care
providers are not in a position to know what information is needed to underwrite
an application for insurance coverage or to evaluate a claim; nor does the health
care provider bear the financial risk of issuance of an insurance policy.

Long term care insurers are also concerned that under Section 164.504(d), they
may only request the minimum amount of information necessary to accomplish the
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purpose for which the information is requested. At the inception of the underwriting
process for a long term care insurance policy, it is generally impossible for a long
term care insurer to know what information may be in a proposed insured’s medical
record that may be relevant to the individual’s likelihood of requiring long term care
in the future. Until the long term care insurer sees the individual’s entire medical
file, it often does not know what is the minimum amount of information necessary
to underwrite an application for coverage. Unfortunately, the Regulation is very un-
clear as to how its requirements in relation to the minimum necessary standard will
interface with the requirements governing covered entities’ right to use and disclose
an individual’s entire medical record.

Concerns of life and disability income insurers, as well as long term care insurers,
in relation to the minimum necessary requirements, are exacerbated by the lack of
clarity in Section 164.514(d)(5) permitting a covered entity to disclose, use, and re-
quest an individual’s entire medical record. They are concerned by the ambiguity as
to the intended interplay between this provision and those provisions articulating
the minimum necessary standard.

The nature and level of justification required for a disclosure or use of an entire
medical file to be “specifically justified” is unclear. Moreover, at the inception of the
underwriting process, it is impossible for the insurer to know what information is
in the individual’s medical file that is likely to be material to the individual dying
prematurely, becoming disabled, or requiring long term care. Finally, there is no
practical reason why an individual should not be able to authorize the use or disclo-
sure of his or her entire medical record and why that authorization should not ap-
propriately govern the actions of the covered entity.

Section 164.514(d) should be clarified to provide that an authorization for use or
disclosure of an entire medical file is “specifically justified” if it is submitted in con-
nection with the underwriting of an application for insurance coverage or evaluation
of a claim for insurance benefits. It should also be made clear that under these cir-
cumstances, the authorization for use or disclosure of the entire medical file takes
precedence over any requirements in relation to the minimum necessary standard.

Life, disability income, and long term care insurers are very concerned that ambi-
guity in the language of Section 164.522, relating to agreements to restrict use and
disclosure of information, will also have a “chilling effect” on doctors’ and hospitals’
disclosure of protected health information to life, disability income, and long term
care insurers. They believe that if this section is not clarified, it may be construed
to permit and uphold agreements to withhold protected health information which
is material to underwriting and claims evaluations by life, disability income, and
long term care insurers. Since there is no requirement that the covered entity pro-
vide notice to the effect that information is being withheld pursuant to such an
agreement, the insurer receiving other protected health information from the health
care provider is likely not to know that the restricted information existed in the first
place or that any information is being withheld. If this practice were to become
widespread, it could cause adverse selection. It could significantly undermine the
underwriting and claims processes, jeopardizing the current private systems of life,
disability income, and long term care insurance. It would legalize actions which con-
stitute fraud and material misrepresentation under current law.

Although the actual words of the Regulation only require covered entities to per-
mit an individual to request restriction of the use or disclosure of protected health
information to carry out treatment, payment, and health care operations, insurers
are concerned that health care providers that enter into such agreements will treat
disclosures to life, disability income, and long term care insurers no differently from
uses or disclosures for purposes of treatment, payment, or health care operations.
This concern is exacerbated by the fact that disclosures to life, disability income,
and long term care insurers are not included in the list of situations under which
agreements to restrict are not effective set forth in Section 164.522(a)(1)(v). Further-
more, ACLI member companies are very concerned by this section of the Regula-
tion’s clear sanctioning of segregation of certain parts of individuals’ medical
records.

ACLI member companies have a number of concerns in relation to the authoriza-
tion requirements set forth in Section 164.508. They are concerned by the level of
specificity required in authorization forms by Section 164.508(c)(i) which prescribes
that the information to be used or disclosed be identified in a “...specific and mean-
ingful fashion.” As discussed above, is it generally impossible for life, disability in-
come, and long term care insurers to know “up front” what information in an indi-
vidual’s medical record they may need to underwrite appropriately. Moreover, this
degree of specificity gives rise to concern that insurers will have to “tailor” author-
ization forms for each individual in order to obtain necessary underwriting and
claims information. This would be very expensive.
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Life, disability income, and long term care insurers have grave concern with the
Regulation’s provisions relating to an individual’s right to revoke an authorization
set forth in Section 164.508(b)(5). Contrary to its apparent intent, Section
165.508(b)(5) fails to adequately protect insurers against fraud and material mis-
representation in origination of insurance policies or in the payment of claims. This
is true because this section fails to provide life and disability income insurers, which
are not covered entities, any protection for having taken action in reliance on an
authorization; and it fails to clearly limit individuals’ right to revoke authorizations
obtained as a condition of obtaining insurance coverage or payment of claims.

ACLI member companies are concerned by the definition of “psychotherapy notes”
set forth in Section 164.501 and the limitations on conditioning enrollment and
claims payments based on provision of an authorization, articulated in Section
164.508(b)(4). Member companies are very concerned that the definition of “psycho-
therapy notes,” for example, does not exclude a “diagnosis”, but only excludes a
summary of diagnosis. The Best Principles for Health Privacy, recently published by
the Health Privacy Project at Georgetown University states: “The phrase ‘psycho-
therapy notes’ includes only the personal notes taken by a mental health profes-
sional. The notes do not include diagnostic and treatment information, signs and
symptoms, or progress notes, which may be shared in the same manner as other
clinical information.” Accordingly, the ACLI urges clarification of the definition of
psychotherapy notes.

Long term care insurers also are gravely concerned that the definition of “psycho-
therapy notes,” coupled with Section 164.508(b)’s prohibition on conditioning enroll-
ment or claims payments on provision of authorization in relation to psychotherapy
notes, will result in long term care insurers having to issue coverage and pay claims
even if they only receive incomplete information, in relation to the individual’s con-
dition. For example, the long term care insurer may only receive a “summary of”
the diagnosis, but not the diagnosis.

Long term care insurers are also very concerned by the ambiguity of Section
164.508(e) which provides implementation specifications for authorizations re-
quested by a covered entity for disclosures of protected health information by other
covered entities. This provision was not in the Regulation as proposed. There is sig-
nificant concern that it may be construed by covered entities health care providers
to inappropriately require a “super” authorization as a prerequisite to disclosure of
protected health information to covered entity long term care insurers. It also gives
rise to concern because of the reference to it in Section 164.502(b)(2)(ii) which could
be construed to subject disclosures of protected health information to long term care
insurers to the minimum necessary requirement.

The ACLI urges deletion of Section 164.508(e). Not only is it beyond the scope of
the Regulation as proposed, but it may be inappropriately construed to require spe-
cial authorizations for disclosure of protected health information to long term care
insurers and to inappropriately subject such disclosure of protected health informa-
tion to long term care insurers to the minimum necessary standard.

Other ACLI member company concerns with the Regulation, include the following:

There is concern that the requirements imposed on “hybrid entities” by Section
164.504(b) will require member companies to create firewalls, between different di-
visions of a single company and within single divisions of a company, that will be
very difficult to enforce and jeopardize member companies’ activities in relation to
the detection and prevention of material misrepresentation and fraud in the incep-
tion of life, disability income, and long term care insurance contracts.

The rules in relation to de-identification of protected health information, set forth
in Section 164.514, are particularly troublesome to long term care insurers. They are
concerned that these rules will jeopardize their ability to perform studies critical to
future policy design and experience rating, among other things. There is particular
concern with the requirements in Section 164.514 (b)(2)(i))(B) and (C) which require
gemoval of specified information concerning geographic subdivisions and elements of

ates.

The definitions of “health care operations” and “payment” set forth in Section
164.501, are also of significant concern to long term care insurers. These definitions
fail to include within their scope fundamental insurance business functions of long
term care insurers. Not only will long term care insurers be required to obtain au-
thorizations to use protected health information to perform these basic insurance
business activities, but they will be vulnerable to revocation of those authorizations.

Long term care insurers are concerned by the apparent requirement of a written
contract in every instance where they disclose protected health information to a
business associate working on its behalf. While there is no question that the long
term care insurer must always receive assurance that the business associate is safe-
guarding protected health information disclosed to it by a covered entity, long term
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care insurers are hopeful that an exception to the written contract rule may be pro-
vided for instances where the risk of improper disclosure is low.

There is concern with Section 160.203 which provides that “(a) standard, require-
ment, or implementation specification adopted under this subchapter that is con-
trary to a provisions of State law preempts the provision of State law. This general
rule applies, except if one or more of the following conditions is met:...(b) The pro-
vision of State law relates to the privacy of health information and is more stringent
than a standard, requirement, or implementation specification adopted under sub-
part E or part 164 of this subchapter.” ACLI member companies are concerned
about having to make a determination as to which law (state law or the HHS regu-
lation) is “more stringent,” and their resulting vulnerability to challenge for their
decisions. This is particularly troubling, given that, unlike the proposed regulation,
the final Regulation withdrew a provision that would have required HHS to re-
sponds to requests for advisory opinions regarding state preemption issues. Accord-
ing to testimony presented to the Senate Health, Education, Labor and Pensions
Committee by the United States General Accounting Office, “HHS officials con-
cluded that the volume of requests for such opinions was likely to be so great as
to overwhelm the Department’s capacity to provide technical assistance in other
areas. However, they did not consider it unduly burdensome or unreasonable for en-
tities covered by the regulation to perform this analysis...” We are concerned that
the Department has determined that it does not have the resources to make deter-
minations on preemption, yet the industry is expected to do so.

CONCLUSION

The ACLI recommends that the Regulation’s ambiguities that could be construed
to restrict life, disability income and long term care insurers access to and use of
protected health information be clarified. ACLI staff will be pleased to respond to
any concerns or questions raised by members of the subcommittee.

CONFIDENTIALITY OF MEDICAL INFORMATION
PRINCIPLES OF SUPPORT

Life, disability income, and long-term care insurers have a long history of dealing
with highly sensitive personal information, including medical information, in a pro-
fessional and appropriate manner. The life insurance industry is proud of its record
of protecting the confidentiality of this information. The industry believes that indi-
viduals have a legitimate interest in the proper collection and use of individually
identifiable medical information about them and that insurers must continue to
handle such medical information in a confidential manner. The industry supports
the following principles:

1. Medical information to be collected from third parties for underwriting life, dis-
ability income and long-term care insurance coverages should be collected only
with the authorization of the individual.

2. In general, any redisclosure of medical information to third parties should only
be made with the authorization of the individual.

3. Any redisclosure of medical information made without the individual’s authoriza-
fion should only be made in limited circumstances, such as when required by
aw.

4. Medical information will not be shared for marketing purposes.

5. Under no circumstances will an insurance company share an individual=s med-
ical information with a financial company, such as a bank, in determining eligi-
bility for a loan or other credit—even if the insurance company and the finan-
cial company are commonly owned.

6. Upon request, individuals should be entitled to learn of any redisclosures of med-
ical information pertaining to them which may have been made to third parties.

7. All permissible redisclosures should contain only such medical information as was
authorized by the individual to be disclosed or which was otherwise permitted
or required by law to be disclosed. Similarly, the recipient of the medical infor-
mation should generally be prohibited from making further redisclosures with-
out the authorization of the individual.

8. Upon request, individuals should be entitled to have access and correction rights
regarding medical information collected about them from third parties in con-
nection with any application they make for life, disability income or long-term
care insurance coverage.

9. Individuals should be entitled to receive, upon request, a notice which describes
the insurer’s medical information confidentiality practices.
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10. Insurance companies providing life, disability income and long-term care cov-
erages should document their medical information confidentiality policies and
adopt internal operating procedures to restrict access to medical information to
only those who are aware of these internal policies and who have a legitimate
business reason to have access to such information.

11. If an insurer improperly discloses medical information about an individual, it
could be subject to a civil action for actual damages in a court of law.

12. State legislation seeking to implement these principles should be uniform. Any
federal legislation to implement the foregoing principles should preempt all
other state requirements.

PREPARED STATEMENT OF THE BIOTECHNOLOGY INDUSTRY ORGANIZATION

The Biotechnology Industry Organization (“BIO”) is pleased to have the oppor-
tunity to submit testimony expressing our concerns about the federal medical pri-
vacy regulation issued under the Health Insurance Portability and Accountability
Act of 19961 (HIPAA) published on December 28, 2000.2 BIO represents more than
950 biotechnology companies, academic institutions, state biotechnology centers, and
related organizations in all 50 US states and 33 other nations. BIO’s members are
in the business of conducting and sponsoring research designed to discover medi-
cines, diagnostics, and innovative new forms of therapy. These companies provide
a home base for researchers who are committed to finding ways to use science to
meet unmet medical needs. For most BIO members, research is their business; only
a handful have products approved for marketing. These companies are sustained by
their prospective patients’ hope and faith in their research enterprise, and by Amer-
icans’ willingness to invest in that hope.

BIO’s long-standing role as a proponent of federal legislation and regulations to
safeguard the confidentiality of medical information stems from the recognition that
(1) the availability of sensitive and detailed medical information about individuals
is indispensable for biomedical research, and (2) this availability depends on pa-
tients’ trust and confidence that researchers will use medical information respon-
sibly and protect it from misuse. BIO’s members have long endorsed the principles
of respect for the medical privacy of individual patients and strong laws with incen-
tives for all concerned to protect medical information from abuse and unauthorized
disclosure. Researchers work hard to maintain the trust and confidence of the pa-
tients who make themselves available for research.

BIO’s members also believe, however, that patients are counting on them to vigor-
ously pursue their research objectives. BIO believes that the public interest in the
discoveries and findings of research is as strong as the public interest in medical
privacy. We note that since the enactment of HIPAA, the public debate and hearing
record amply document that no one—from patient groups to privacy advocates, pro-
viders, payers, and government officials—advocates that research should be made
more difficult or costly by the legal framework that we establish to protect medical
privacy.

BIO is pleased that the final regulation published on December 28, 2000 makes
some significant improvements over the proposed rule regarding issues critical to
the conduct of research. Our purpose in submitting this testimony is to express our
great concern that the regulation still imposes significant new administrative bur-
dens on those covered entities that choose to collaborate in our research activities,
and we do not believe that these burdens are warranted in the context of the
HIPAA administrative simplification regulations. Traditionally, a majority of clinical
research sponsored by biotechnology companies involves collection of data by inves-
tigators associated with academic medical centers or other institutions that are “cov-
ered entities” that are required to comply with the new regulation. BIO is deeply
concerned that the additional costs of the significant new administrative require-
ments, together with the new civil and criminal liability to which they are exposed,
may have the unintended consequence of making these institutions reluctant to host
sponsored research, or incur greater cost and risk to do so.

In particular, we are concerned that as they scramble to meet the aggressive time-
table for bringing their patient care and reimbursement activities into compliance
over the next two years, these entities may not have the time and resources to meet
the new requirements for research—imposed by the regulation including developing
the new forms, implementing the new review criteria and modifying the duties of

1Pub. L. No. 104-191 (Aug. 21, 1996) (amending the Social Security Act (“SSA”) by adding
Part C of Title XI, codified at 42 U.S.C. §§1320d et seq.).
265 Fed. Reg. 82462 (Dec. 28, 2000).
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Institutional Review Boards (IRBs). Research will suffer if biotechnology companies
are unable to count on the collaboration of academic scientists and hospitals. In ad-
dition to these general concerns, BIO would like to offer comments on specific re-
search issues directly affected by the medical privacy regulation.

Regulation of Clinical Research. Research activities of biotechnology companies al-
ready are subject to the regulations of the Food and Drug Administration (FDA),
the state laws that apply to every research site where we collect information about
research participants, as well as the federal regulations that govern the IRBs re-
sponsible for reviewing each of the projects where data are collected from patients
that are receiving care or participating in research at an academic institution.3 Re-
search protocols typically involve data collected from individuals recruited by inves-
tigators affiliated with multiple separate institutions. As a result of the Common
Rule, therefore, even without the new HIPAA requirements, the research protocols
that companies sponsor, including the arrangements for safeguarding the privacy of
participants and protecting the confidentiality of the data that is collected, are inde-
pendently reviewed by IRBs at each institution where data are collected.

Nevertheless, to the already duplicative regime in existence under the Common
Rule, the regulation adds new requirements. Specifically, it mandates a new privacy
authorization form that addresses separate legal issues from the informed consent
form under which each research participant agrees to participate in research and
acknowledges the potential risks. For example, the form addresses whether the re-
search participant agrees that information from the treatment that is part of the
research protocol can be made available to the researcher. No deviations are allowed
from any of the elements that are required to be in this new form unless the IRB
specifically “waives” the form of authorization using a complex and subjective set
of criteria. Nothing about this process is related to the privacy of individuals’ infor-
mation transmitted in connection with the transactions specified in the HIPAA stat-
ute. This new research review requirement is simply a modification of the Common
Rule to add privacy as a separate risk factor with its own IRB review, separate from
the IRB’s consideration of other risks to research participants. The desirability of
such a proposal must be addressed in the context of a broader consideration of the
current federal research regulations, not added to the duties of academic medical
centers and other covered entities involved in research as part of HIPAA.

De-Identified Information. Much useful research can be structured to protect pri-
vacy by creating incentives to use databases of de-identified information—informa-
tion that does not identify an individual. Notwithstanding the Secretary’s acknowl-
edgement of this fact, the “safe harbor” criteria in the regulation for creating a de-
identified database seem to be calculated to create data that are useless for research
purposes. As a result, the regulation seems likely to have the incongruous result of
encouraging researchers to seek review by an IRB, or to set up what the regulation
calls a “privacy board” so that they can obtain data that are appropriate for re-
search. BIO believes that de-identification appropriate to the researcher’s proposed
and permitted use of the data can be an effective means of protecting the confiden-
tiality of data subjects. The regulation’s use of a one-size-fits-all set of standards
will deter people from taking these measures seriously in the research context.

Post-Marketing Surveillance. BIO also is concerned that the regulation misunder-
stands the FDA regulatory scheme under which doctors and hospitals voluntarily
report information about product outcomes to companies that are responsible for col-
lecting information and reporting to FDA any “adverse events.” Companies collect
information about unexpected events—often from health care providers—to detect
which actually may be “adverse” events associated with use of a particular drug. By
defining the permissible disclosure so strictly, and imposing serious penalties for in-
fractions, the regulation may cause providers to be very conservative in selecting the
few incidents to report.

The regulation permits reporting only of “adverse events” and such reports must
be made to the entity “required to report” them. As such, the provider must make
subjective determinations about whether events are “adverse”. The provider also
must look beyond the name of the manufacturer on the label to ensure that the
manufacturer is the entity “required or directed” by FDA to collect and report ad-
verse events. It would be a terrible unintended consequence if, in the name of com-
plying with federal privacy laws, providers were hesitant to report unusual out-
comes to the manufacturer whose “800” number is on the product label, because of
an uncertainty about whether or not the event is truly “adverse” or the labeled man-
ufacturer is the entity required to collect and report events.

3These federal research regulations are known as the “Common Rule” because they have been
adopted and codified by 16 federal agencies that are involved in conducting or supporting re-
search with human research participants.



25

The same problem arises in connection with exposure registries that are used to
more systematically collect information on use of products by special sub-popu-
lations in order to identify any issues that may not have been detectable in the clin-
ical trials that supported product approval. In some cases, FDA has authority to re-
quire or direct the manufacturer to operate these registries (e.g., fast-track approv-
als). In other cases, the manufacturer may be willing to conduct a registry and FDA
may support the idea, but FDA does not have authority to “require or direct” the
manufacturer to do so. The privacy regulation says that covered entities may par-
ticipate in the registries that FDA has “required or directed” but not in those that
manufacturers voluntarily operate—even if they operate them consistent with the
FDA’s guidance documents regarding registries. We see no indication in Congress’
enactment of the HIPAA administrative simplification requirements—including its
provision for the Secretary to issue regulations protecting the privacy of medical in-
formation—that Congress wished the Secretary to use HIPAA’s civil and criminal
penalties in a manner that would cause providers to be leery of participating in our
nation’T system for monitoring the safety and efficacy of prescription pharma-
ceuticals.

BIO urges a delay in the effective date of the regulations. A two year deadline
for each of the separately issued elements of HIPAA has the potential to be harmful
to research conducted with covered entities. Because requirements such as privacy
and security are so closely related, most of the final arrangements for compliance
with privacy cannot be addressed until the other is finalized.

BIO also supports changes that would help facilitate critical medical research. We
are living in an era of enormous promise and potential clinical breakthroughs as sci-
entists use genetic knowledge to improve our medical interventions. Decades of re-
sponsible science under the Common Rule has shown that protecting the confiden-
tiality of data and promoting medical research are mutually attainable goals. Per-
haps the time has come to reexamine the Common Rule to ensure that it still pro-
vides the kind of comprehensive protection for research participants that is integral
to the conduct of high quality research. There have been many changes in our re-
search infrastructure and our science since the Common Rule was adopted. BIO
looks forward to working with the Committee as it pursues that goal.

Thank you.

Mr;) BiLirRAKIS. Has the gentleman completed his opening state-
ment?

Mr. GANSKE. I yield back.

Mr. BiLIRAKIS. Thank you. Mr. Stupak.

Mr. STUPAK. Thank you, Mr. Chairman. Let me mention part of
my statement. I am disappointed that we did not hear from HHS
or HCFA here today, because I believe there has been a great deal
of misinformation spread about the final regulation put forth by
the Clinton Administration. But I don’t think anyone can argue
with the fact that we do need uniform effective Federal guidelines
in protecting an individual’s right to privacy. People should not
yield the right to privacy simply because they go to a doctor, con-
tract an illness, take a diagnostic test, or suffer from a chronic dis-
ease.

Consensus does exist on the need for fair information practices
from the health record. The bottom line is that medical records be-
long to the patient and should not be disclosed without their con-
sent.

I look forward to this meeting and I hope we do get people from
HCFA and HHS here to explain their implementations of the rule.
I note that the subject matter of the hearing today is how to im-
prove the medical record privacy regulations. If they are really not
implemented yet, maybe we have the cart before the horse here, so
I wish we had HCFA and HHS here.

So with that, I yield back my time, Mr. Chairman.

Mr. BILIRAKIS. I thank the gentleman.

Mr. Pitts for an opening statement.
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Mr. PiTTs. Thank you, Mr. Chairman. Thank you for holding this
important hearing today on Federal medical record privacy. The re-
cent growth in medical and computer technology and the con-
tinuing changes in technology have made health information an es-
sential tool in our country’s health care system. When I was young,
our family went to our family doctor for nearly all of our medical
care. Today, patients see a variety of health care practitioners, in-
cluding specialists and alternative care providers. In this new envi-
ronment, practitioners must be able to share and communicate
about a patient’s medical information. Accurate available health in-
formation is extremely vital to determining the best treatment for
a patient.

Health information also is critical for basic insurance payments.
Public and private payers need personal identifiable patient infor-
mation primarily to pay billions of health care claims each year.

I recognize concerns with the confidentiality of their health infor-
mation and agree that these concerns must be addressed, and that
is why I do believe that we have need to have some standards pro-
tecting patients’ medical records. However, as we work to protect
individuals’ identifiable health information, we must also make
sure it is available for basic insurance and health plan functions.

Mr. Chairman, while I believe Congress has the responsibility to
address consumer concerns, I also believe we must be careful not
to adopt legislation that could undermine the health care industry’s
ability to provide these consumers with high-quality and affordable
health care.

Again, I look forward to hearing from our distinguished panel of
witnesses their thoughts today on the current medical privacy reg-
ulation and how we can improve it.

Thank you, Mr. Chairman.

Mr. BILIRAKIS. The gentleman from Wisconsin, Mr. Barrett.

Mr. BARRETT. Thank you very much, Mr. Chairman, and thank
you for holding this hearing on this exceedingly difficult issue. I be-
lieve that the Clinton administration made a good-faith effort to
address this issue after Congress failed to perform the duty it as-
signed itself. And I think that we have to be cognizant of that, that
we were given the first kick at the cat and decided we would rather
stand back and let somebody else do it.

So I have to give them credit for moving forward on the issue.
At the same time, I think some opponents and critics of the rule
have raised some serious questions which we must consider in the
context of these rules. But the overriding concern that I have is
that the privacy issue is real and the privacy issue is not going
away. So we can run but we cannot hide when it comes to this
issue. At some point we have to failings up to it. And I am glad
that we have so many people here today to tell us their perspective
on it and it is frankly much easier for me to learn when I am lis-
tening than when I am talking so I would yield back the balance
of the time.

Mr. BILIRAKIS. The Chair thanks the gentleman for that. Mr.
Greenwood for an opening statements.

Mr. GREENWOOD. Thank you, Mr. Chairman, for holding this
hearing, and I thank the witnesses for appearing today. I appre-
ciate this committee’s resolve in addressing this important con-
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sumer protection issue. Today I will introduce legislation to secure
the confidentiality of patients’ medical information. I do so because
the final regulations promulgated by the Clinton administration
currently under review by the Bush administration are in my opin-
ion woefully inadequate. In fact, I consider them an abject failure.
The final rule does not preempt State law. It imposes a silly con-
struct for patient authorization for the use and disclosure of infor-
mation that has little to do with privacy. It increases dramatically
paperwork requirements on already burdened providers. The rule
may increase medical errors and, therefore, unnecessary injury and
death. It will likely inhibit medical research that benefits all Amer-
icans and it runs counter to Congress’s efforts to double the budget
of the NIH to improve clinical research, to expand patient access
to clinical trials, to speed delivery of safe drugs, devices and bio-
logics to consumers, and to bring Medicare into the 21st centry by
covering prescription drugs.

Each witness here today will testify that the regulations are ei-
ther unacceptable because they are onerous, or need to be ex-
panded because they are inadequate. Quite frankly, that is not
good enough. The final rule Secretary Shalala issued on December
28 fails health consumers and it fails America. It should be re-
jecte&l, and comprehensive legislation should be enacted in its
stead.

Janlori Goldman from Georgetown University will testify today
that the final rule is a good starting point. She will say that all
we need to do as a deliberative body is to build on the regulation’s
primal construct and we will seal the job of protecting medical
health. I respect Ms. Goldman. I have worked closely with her, but
I respectfully disagree with her on this point. The fact is, the final
regulation embraces a dying concept in our society, one that em-
braces with bleary eyes a vision of the past that says we need only
to lock medical files in crypts and file cabinets to ensure that our
most intimate secrets remain undisclosed.

It is a dismal vision that fails to capitalize on new information
technology that, while frightening to some, has the potential to pro-
tect our personal data better than any lockbox and skeleton key
ever could. The regulation embraces a concept that artificial geo-
graphic boundaries are relevant in the Internet world and a global
economy. It states that accidents of geography should determine
relative data security. This vision ignores advances in research pro-
tections and encryption technology as no more relevant today than
buggy whips and butter churns. It embraces an uneven patchwork
quilt of differing standards that will leave consumers and providers
confused, pondering the question of why we can’t capitalize on new-
found wonders of computer security, enhanced accountability, and
secured trust. It will harm, not help consumers.

Finally, the regulation ignores the concept of the commerce
clause embodied in our Constitution. For these reasons, we should
lift our eyes from what we sought to secure in the past to what we
might achieve in the future. We ought to reject this privacy rule
and seek to bridge differences between Republicans and Democrats,
liberals and conservatives, in order to find common ground that
truly secures our most intimate secrets while advancing medical
science. This rule seeks to lock in place where we have been, not



28

where we need to go. Other than that I think they are fine, Mr.
Chairman.

Mr. BILIRAKIS. The gentleman’s time has expired.

Mr. Green for an opening statement.

Mr. GREEN. Thank you, Mr. Chairman. I appreciate Mr. Green-
wood’s support for those regulations. Mr. Chairman, I will not give
my total opening statement because I would like to hear from our
panel, but obviously I disagree with my colleague. I think medical
privacy is a very import issue and one that requires input from
many different parties. I am pleased to see such a diverse group
of witnesses today. I do wish a member from HHS was here, and
hopefully before the Easter district work period we will be able to
have someone.

Keeping personal information medical private has been the cor-
nerstone of the medical profession since the dawn of time. When
taking the Hippocratic oath, the doctor promises, “Whatever in con-
nection with my professional service I see or hear...I will not di-
vulge as reckoning that all such shall be kept secret.”

Unfortunately, medical information is no longer stored in filing
cabinets in an office. Advances in technology mean that these
records are on computers and they can be transferred very easily
and accessed with a few keystrokes. We have heard the horror sto-
ries. What worries me is that 1 in 6 patients withhold information
from their doctors because they fear it will not be protected. With-
out adequate information, doctors are hobbled in their ability to di-
agnose and treat patients, and the result is the patients risk an un-
detected and untreated condition which could escalate to even more
painful and costly illnesses.

There is a need for medical privacy regulations. I share my col-
league from Pennsylvania’s concern, and hopefully we can work to-
gether. I know there are groups on both sides of the aisle who want
to see some changes, but I would hope this administration would
not take civil steps to kill this medical privacy regulation. We saw
what happened with the ergonomics rule that we took 10 years to
create. We see what is happening with a number of regulations on
environment. This is not setting a pattern for the bipartisan efforts
that President Bush talked about. But I would hope that if we do
need to make some changes in the regulations, that we can work
together.

And I yield back my time.

Mr. BIiLIRAKIS. The Chair thanks the gentleman.

Mr. Bryant.

Mr. BRYANT. Thank you, Mr. Chairman. I apologize for shuffling
back and forth, but I am trying in the same day—I am trying to
learn about medical privacy as much as possible, and electricity in
California upstairs. And I also thank you for having this hearing
and my consideration of wanting to hear from this panel.

I will yield back my time, but probably the main reason I came
back was to hear Mr. Markey’s statement.

Mr. BILIRAKIS. Yes. Mr. Markey has been patiently waiting. Mr.
Markey is not a member of the subcommittee, but has requested
to make a very short opening statement. Without objection, he will
now be recognized.
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Mr. MARKEY. Thank you, Mr. Chairman. Thank you for your
courtesy. Obviously the reason why so many members and so many
Americans are now concerned is that over the last couple of weeks
there have been a startling number of decisions that have been
made by the Bush administration which have given us cause to be
concerned about what could now happen to these privacy regula-
tions. The gentleman from Texas, Mr. Green, alluded to the worker
safety rules. Obviously there was a decision made on CO2, whether
or not it is a pollutant, which helps to dramatically increase the
problem of greenhouse gases causing global warming problems.
And then there is the arsenic decision that was just made, you
know. And obviously if they can make a decision on arsenic, then
they can definitely make a decision on privacy that hurts public
health and safety.

Until this week EPA stood for the Environmental Protection
Agency. Now it stands for “Eat Plenty of Arsenic.” There is abso-
lutely no rationale for making that kind of a change. There is a
Dickensian quality to the wires that have been installed over the
last 10 years in this country: It is the best of wires and it is the
worst of wires, simultaneously. It can enable and ennoble or it can
degrade or debase simultaneously. We just cannot pretend that it
is all good. It is not.

All that information in your financial records, in your health
records, in everything else you do, can now be compiled into a dig-
ital dossier that allows some company to know more about you
than you know about yourself. But, moreover, when it comes to
your health care records, it makes it possible for them to basically
spread information that only you want to know. You might not
have told anyone else in your family, much less everyone else in
town, every company that is out there. So you should have a right
to be able to protect yourself. I think that basically is the core right
that we should all have. If there is a bottom-line core privacy right
that we have should have, it is to our own medical information, our
own DNA, who we are. We should be able to control that.

And whether or not you are on ESPN.Com or bought a book at
Amazon.com, we can debate over that; but over who we are, who
our family members are, husbands, wives, children, mothers, fa-
thers, you know, we should have a right to know that it is going
to be protected.

So you have these information reapers now who are out there
trying to gather this profile that they will be able to make money
off of, replacing the information-keepers that we grew up with, that
nurse, that doctor in the hometown, who we knew was never going
to tell anyone about it. But the privacy peepers now do not just
kind of learn a little secret about you, they also make money off
of it. That is the fear: The more they learn about you is the more
money they make. And that is why America is afraid, because they
might ultimately decide in large numbers not to get the health care
treatment which they need.

And that is why privacy is going to be the civil rights issue of
the next generations. Because this wire, this new digital built
stream, makes it possible for all of this information to be gathered
about people.
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Now, on April 15, we have tax day. On April 14, HHS has to
make a decision as to whether or not they are going to protect
America’s privacy. Now, I say “No Taxation Without Implementa-
tion” of the health care privacy regulations. I think it would be a
tragedy if people in the same week lost their privacy and had to
pay their taxes. And in the long run, the loss of privacy would be
a much greater harm for these families to suffer when it came to
all of the medical secrets that they have.

So, Mr. Chairman, I don’t think we are going to have a more im-
portant hearing this year, and I hope that HHS does the right
thing for the American people on this subject.

I yield back the balance of my time.

Mr. BILIRAKIS. I thank the gentleman. I note that we are happy
that he did not insist as to privacy on his opening statement. But
he has been a strong supporter of privacy throughout the years. I
know ﬁive have heard an awful lot from Mr. Markey on this subject
as well.

Mr. MARKEY. Mr. Chairman, I have a letter from 50 Members to
the Secretary of HHS on the subject. Could I insert it in the
record?

Mr. BILIRAKIS. I suppose there is no problem with your inserting
that into the record. That will be the case.

[The letter referred to follows:]

CONGRESS OF THE UNITED STATES
WASHINGTON, DC 20515
March 20, 2001
The Honorable ToMMY THOMPSON
Secretary of Health and Human Services
U.S. Department of Health and Human Services
200 Independence Avenue, SW
Washington, DC 20201

DEAR SECRETARY THOMPSON: We are writing to express our concern with the re-
cent decision to open a new 30-day comment period on the final medical information
privacy standards mandated by the Health Insurance Portability and Accountability
Act (HIPAA). The health privacy of Americans has been on hold for far too long,
and we respectfully urge you to put these important privacy protections into effect
night away.

This long-overdue regulation establishes for the first time a fundamental right to
medical privacy. This new standard includes access to one’s own medical records,
a requirement of notice of how health information is going to be used and shared,
a requirement of consent for use and disclosure, and limitations on employer access
to personal health information.

At this point, further delay of these crucial protections would be a major setback
in years of effort to grant Americans the privacy they have demanded for so long.
Americans have waited long enough for privacy protections, and every day that this
rule is not in effect, the confidentiality of their patient records are at risk. There-
fore, we urge you not to delay these protections any further.

The process of developing the current regulation has been open and extensive.
HIPAA, which passed with strong bipartisan support in both Houses in 1996, in-
cluded a three-year deadline for Congress to pass a comprehensive medical privacy
law. Understanding the importance of this issue, Congress built in a back-up plan
giving the Secretary of Health and Human Services (HHS) the authority to promul-
gate a health privacy regulation in the absence of legislation by August 1999.

Over the years that this regulation was developed, the views of Congress and in-
terested parties were given ample consideration. In September 1997, the Secretary
of HHS presented recommendations to Congress for legislation on medical privacy.
Subsequently, several bills were introduced but no law was passed. HHS then
issued a proposed rule in November 1999, and even extended the comment period
by 45 days at the request of industry and consumer groups. The Department then
corllsidered more than 52,000 comment letters over ten months before issuing a final
rule.
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We recognize that special circumstances may arise from time to time that are not
fully anticipated in the regulation. For this reason, HHS is authorized in section 262
of HIPAA to work with the healthcare industry, providers, and consumers to resolve
potential problems with compliance on a case-by-case basis. However, this process
cannot begin until the covered entities move forward with implementing the rule.

We strongly urge you to hold the line on medical privacy by allowing the regula-
tion to take effect on April 14th as originally provided. Americans have waited too
long for these critical privacy protections—they shouldn’t have to wait any longer.

Sincerely,

EDWARD J. MARKEY, Member of Congress; EDWARD M. KENNEDY, United States Sen-
ate; HENRY WAXMAN, Member of Congress; PATRICK LEAHY, United States Senate;
JOHN D. DINGELL, Member of Congress; CHRISTOPHER J. DODD, United States Sen-
ate; RICHARD A. GEPHARDT, Member of Congress; THOMAS A. DASCHEL, United
States Senate; GARY A. CONDIT, Member of Congress; ToM HARKIN, United States
Senate; EDOLPHUS TOWNS, Member of Congress; JEFF BINGAMAN, United States
Senate; BILL LUTHER, Member of Congress; JACK REED, United States Senate;
RosA L. DELAURO, Member of Congress; HILLARY RODHAM CLINTON, United States
Senate; PETE FORTNEY STARK, Member of Congress; JOHN F. KERRY, United States
Senate; JIM MCDERMOTT, Member of Congress; JOHN D. ROCKEFELLER, United
States Senate; JAMES P. MORAN, Member of Congress; ROBERT G. TORRICELLI,
United States Senate; JANICE D. SCHAKOWSKY, Member of Congress; DANIEL K.
INOUYE, United States Senate; GEORGE MILLER, Member of Congress; DANIEL A.
AKRAKA, United States Senate; JOHN P. MURTHA, Member of Congress; JON
CORZINE, United States Senate; DENNIS KUCINICH, Member of Congress; PATSY
MINK, Member of Congress; MAURICE HINCHEY, Member of Congress; DALE E. KiL-
DEE, Member of Congress; JOHN F. TIERNEY, Member of Congress; JAMES P.
MCGOVERN, Member of Congress; ANNA EsHOO0, Member of Congress; LUCILLE
ROYBAL-ALLARD, Member of Congress; SHELLEY BERKLEY, Member of Congress;
JERROLD NADLER, Member of Congress; JOSE SERRANO, Member of Congress;
CAROLYN B. MALONEY, Member of Congress; ELEANOR HOLMES NORTON, Member
of Congress; JIM TURNER, Member of Congress; WM. LACY CLAY, Member of Con-
gress; BoB FILNER, Member of Congress; ROBERT A. BORSKI, Member of Congress;
SHERROD BROWN, Member of Congress; PAUL WELLSTONE, United States Senate;
JULIA CARSON, Member of Congress; and JOHN EDWARDS, United States Senate.

Mr. BiLIRAKIS. All right. We are going to break now. I will ask
all of the witnesses to please take their seat so that as soon as we
cast this vote and return, we can continue on.

[Additional statements submitted for the record follow:]

PREPARED STATEMENT OF HON. W.J. “BILLY” TAUZIN, CHAIRMAN, COMMITTEE ON
ENERGY AND COMMERCE

Let me begin by thanking Subcommittee Chairman Bilirakis for holding this time-
ly hearing on the Federal medical record privacy regulation, which is now the sub-
ject of a comment period that expires at the end of the month.

The Energy and Commerce Committee has already held two hearings this year
on privacy. This hearing, of course, will focus on medical privacy, an area of the law
that raises a host of important issues for consumers and health care providers.

The specific purpose of this hearing today will be to examine a regulation that
was issued in the closing days of the Clinton Administration. Once the new Admin-
istration has time to review the comments they are receiving on this regulation, we
will bring Secretary Thompson’s team forward and hear their thoughts about how
the regulation can be improved. As I told my good friend Mr. Dingell this week, we
are working to arrange a time to host Secretary Thompson or his designee at a
hearing before this Committee so that we can inquire further into their positions
on this privacy regulation.

We all want to be sure that our medical records are kept private, and this is not
a new concern. In fact, the Hippocratic Oath states that “Whatever, in connection
with my professional service, or not in connection with it, I see or hear, in the life
of men, which ought not to be spoken of abroad, I will not divulge, as reckoning
that all such should be kept secret.” Physicians have subscribed to these tenets
since at least the 4th Century B.C., and these principles still apply today.

Unfortunately, in the interconnected 21st Century, relying on the Hippocratic
Oath isn’t good enough. Records are reduced to electronic form and shipped from
one part of the country to another for diagnosis, payment, fulfilling prescriptions,
or epidemiological research. Every American wants to know that their medical
records remain confidential, and that sensitive medical information identifiable to
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them, is not bought, sold and displayed on the Internet. No one deserves to have
that happen to them. We want to be assured that personally-identifiable health in-
formation is protected from public disclosure, and that privacy safeguards are devel-
oped that would complement rather than burden biomedical research. Moreover, we
need to make sure that workable security systems are in place safeguarding the pri-
vacy of the medical records of American citizens. All of the protections on the books
won’t help consumers unless we can prevent criminals from breaking into computers
and improperly accessing patients’ medical records.

And that’s why we are here today—to discuss these issues. During this hearing,
we want to examine the implications of moving forward with the Clinton Adminis-
tration’s privacy policy. While we have no doubt that drafting this regulation was
an arduous process, and an unenviable task, we still need to explore how we can
improve this regulation and make it work more effectively for consumers and health
care providers.

We all want today’s hearing to be constructive. For example, I hope that we can
hear about what parts of the regulation could be strengthened from a consumer’s
point of view. How can we better draft this regulation to bring these new protections
to consumers in a more cost-effective way? What provisions need a little more fine-
tuning in light of real-life practices? These are the kinds of issues we would like
to explore today.

Mr. Chairman, thank you again for holding this hearing. I look forward to hearing
the testimony and learning more about these issues.

PREPARED STATEMENT OF HON. EDOLPHUS TOWNS, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF NEW YORK

I am hopeful that today’s hearing rather than delaying medical privacy rules actu-
allthill move us one step closer to the implementation of the final rule on April
14th.

As a former hospital administrator, I can speak from personal experience about
how the climate has changed for the privacy of medical records. Doctors no longer
simply maintain patient records under lock and key in a file cabinet. Today health
information is both in paper and electronic form leaving patient privacy and con-
fidentiality largely unprotected.

Nowhere are these protections of more concern than in the area of on-line privacy
of medical records. New initiatives like informatics—the science of optimizing the
storage, retrieval, and management of information found in patient records and
medical databases—will revolutionize the traditional doctor-patient relationship. Ex-
perts argue that on-line medical records can improve the quality of healthcare
through better efficiency, lower costs and the elimination of thousands of medical
errors. I don’t doubt that these improvements would occur. Confidentiality, however,
can be a significant weakness in these systems.

For example, there is nothing to prohibit a hospital employee from “snooping”
through a patient’s record. In fact, yesterday’s Supreme Court case, decided in favor
of patient protection, arose from the overzealous decision by a hospital staff member
to share positive drug test results from pregnant women with local law enforcement
in Charleston, South Carolina. In fact, in many instances, an on-line review by an
employee would be assumed to be authorized as part of that patient’s care.

Consequently, given the patchwork nature or in some cases the total absence of
a privacy standard, April 14th becomes absolutely critical in terms of establishing
a national standard for the protection of medical records. As the Ranking Member
on the Subcommittee on Commerce, Trade and Consumer Protection, I anticipate
that we will continue to examine e-commerce and privacy issues. It is my expecta-
tion that the national standard established by this medical privacy rule will guide
our future considerations in the on-line privacy debate. This linkage makes it even
more important for the rule to be finalized.

Americans have waited long enough for medical privacy protections. I would urge
Secretary Thompson to allow this rule to go into effect to create a privacy system
that covers all health information held by hospitals, providers, health plans and
health insurers. I am hopeful that our witness testimony today will support the fi-
nalization of this rule.

PREPARED STATEMENT OF HON. ANNA ESHOO, A REPRESENTATIVE IN CONGRESS FROM
THE STATE OF CALIFORNIA

The American people expect, and are entitled to, confidential, fair and respectful
treatment of their private health information. Currently, we do not have a federal
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f’tandard, and the existing patchwork of state laws provides erratic protection at
est.

With the advent of managed care, patients can no longer depend on their family
doctor to protect their confidentiality. Instead they are forced to place their trust
in entire networks of insurers and health care providers with direct access to their
sensitive medical information.

The need for meaningful privacy protections is clear. Yet President Bush has arbi-
trarily decided to delay implementation of HHS regulations that would have pro-
vided them. The stated reason for the delay was to enlist further public comment,
yet HHS has already received 53,000 comments prior to issuing the final rule. I'm
dismayed by the President’s seeming callous disregard of our constituents’ call for
privacy protection and I hope that the purpose of this hearing is to help move the
issue along rather than an effort to help stall implementation.

As this Committee moves toward a solution to the privacy dilemma, I urge my
colleagues to keep in mind the need to balance meaningful privacy protection with
our interest in medical research. When we held hearings on this issue last year, I
cautioned my colleagues that any legislation or regulation enacted should not erect
unnecessary barriers to the ability to conduct medical research.

I'm encouraged that my concerns appear to have been heard and the regulations
include flexibility in the IRB structure applied to privately funded research. For ex-
ample, the regulation allows expedited review for research on archived medical
records. This is significant since information is the lifeblood of research. Without ac-
cess to health data, patients would be the real losers.

Mr. Chairman, our constituents have demanded that their federal representatives
provide them with a meaningful federal standard to protect against unauthorized
uses of their most private health information.

At the same time, we must also ensure that these protections incorporate the ap-
propriate flexibility to continue needed medical research. I believe the regulations
put forth by the Clinton Administration go a long way toward achieving these two
goals.

Thank you Mr. Chairman. I look forward to hearing from the witnesses.

[Brief recess.]

Mr. BILIRAKIS. Let’s have order, please. For the benefit of those
who ordinarily do not come up here to testify, this is a very rude
thing to do to you, and certainly very discourteous. We can’t help
it. When votes are called, we have to run over, and we hope you
realize that. We understand that in just a few minutes we have a
series of votes coming up, so there will be another series of votes
before we have to break again.

The Chair welcomes and thanks the witnesses, consisting of Dr.
John D. Clough, Director of Health Affairs for the Cleveland Clinic
Foundation; Ms. Mary Foley, President of the American Nurses As-
sociation; Dr. John Melski, Medical Director of Informatics at the
Marshfield Clinic in Marshfield, Wisconsin; Dr. Paul Appelbaum,
Chairman of the Department of Psychiatry, University of Massa-
chusetts Medical School; Mr. Carlos R. Ortiz, Director of Govern-
ment Affairs, CVS Pharmacy; Ms. Janlori Goldman, Director of
Health Privacy Project, Institute for Health Care Research and Pol-
icy, Georgetown University; and Mr. Bob Heird, Senior Vice Presi-
dent, Anthem BlueCross BlueShield. Welcome.

Your written statement is a part of the record. We would hope
you would complement it orally. The clock is set for 5 minutes. Ob-
viously, if you are not completely finished, we will let you go on,
but at the same time keep it as close to that as you can.

W?e will start off with Dr. Clough. Is that the correct pronuncia-
tion?

Mr. CLouGH. Correct.

Mr. BiLIRAKIS. There has been a Dr. Clough in Tarpon Springs,
Florida for many, many years.

Mr. CLOUGH. Probably a distant relative.
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STATEMENTS OF JOHN D. CLOUGH, DIRECTOR OF HEALTH AF-
FAIRS, CLEVELAND CLINIC FOUNDATION; MARY E. FOLEY,
PRESIDENT, AMERICAN NURSES ASSOCIATION; JOHN
MELSKI, MEDICAL DIRECTOR OF INFORMATICS,
MARSHFIELD CLINIC; PAUL APPELBAUM, CHAIRMAN, DE-
PARTMENT OF PSYCHIATRY, UNIVERSITY OF MASSACHU-
SETTS MEDICAL SCHOOL; AND CARLOS R. ORTIZ, DIRECTOR
OF GOVERNMENT AFFAIRS, CVS PHARMACY

Mr. CLOUGH. Good morning, Chairman Bilirakis, Vice Chairman
Norwood, Mr. Brown, and distinguished members of the committee.
I am Dr. John Clough, director of health affairs at the Cleveland
Clinic. I have also been a practicing rheumatologist for 30 years.
I thank you for allowing me

Mr. BILIRAKIS. Your mike, sir. Please pull it closer. We do want
to hear what you have to say.

Mr. CLOUGH. I thank you for allowing me to offer testimony
today on behalf of American Medical Group Association, the
AMGA, and the Health Care Leadership Council, HLC.

The AMGA represents approximately 300 medical care groups
which care for 35 million patients nationwide. The HLC represents
CEOs of the Nation’s leading health care companies and institu-
{)iorllls, including hospitals, and the Cleveland Clinic is a member of

oth.

Medical group providers strongly support the confidentiality of
patient information and appreciate the Department’s efforts in this
respect. The HLC and AMGA support creating workable, nationally
uniform standards that protect confidentiality, including the rights
of patients to inspect their records, notice of confidentiality prac-
tices, safeguards for information, and prohibition of unauthorized
disclosure of patient information for purposes other than treat-
ment, payment, health care operations and research.

The final HHS regulation contains several improvements from
the originally proposed regulation. Nevertheless, I would like to
highlight three key provisions that appear to be unworkable, would
disrupt patient care, would divert limited resources from treating
patients. These are the prior consent requirement, the minimum
necessary standard, and the rules governing disclosure of informa-
tion to business associates.We need to delay the implementation of
the rule until these issues are appropriately addressed.

In terms of prior consent, in a major departure from the proposed
rule, HHS created a prior consent mandate on providers. This un-
precedented mandate would require doctors to obtain a signed writ-
ten consent from patients before using or disclosing patient infor-
mation for even the most routine purposes, including treatment.
This is unworkable for several reasons. The task for physicians and
the cost to medical groups to obtain such consents for more than
200 million Americans is daunting. No State of which I am aware
currently requires prior consent to use or disclose information for
treatment. This requirement will disturb a range of routine pro-
vider practices from sending out reminder notices about appoint-
ments, to conducting disease management and maintaining quality
improvement programs. It could force patients to make an extra
trip to the hospital to sign consent forms before a hospital can use
any medical information about them.
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Here is one of many examples of how the rule could disrupt rou-
tine patient care. Today, increasing numbers of surgical procedures
are performed in the outpatient setting. Now, if I refer a patient
for outpatient surgery, he or she would not have to go to the ambu-
latory surgery facility until the day of the operation. Under the
new consent requirement, however, the patient would have to
make a special trip to sign the necessary consent forms before the
operation could even be scheduled. To add to the confusion, the pa-
tient must be given the opportunity to restrict or revoke the con-
sent at any time. But what if the patient revokes consent for use
of information supporting payment but the information is also
needed for key health care operations such as infection tracking,
quality assurance, outcomes assessment and so on?

The prior consent requirement dehumanizes the relationship be-
tween patient and physician, a relationship that is built upon pa-
tient trust that a physician will use good professional judgment to
determine the use of the patient’s information, particularly in care
management.

We recommend that HHS eliminate this overly burdensome and
costly requirement and return to the statutory authorization as in
the originally proposed rule. In the case of “minimum necessary”
in today’s coordinated systems of health care delivery, information
sharing and use by teams of physicians and other health profes-
sionals is the key to the quality, efficiency, and effectiveness of
medical care and prevention, detection, and mitigation of medical
errors. The minimally necessary provision is not necessary itself,
especially as it applies to internal uses of patient information. The
regulation should allow health care providers to develop their own
set of guidelines and rules based on what is best for the patient.

Finally, as to business associates, rewriting contracts with every
entity to which the Cleveland Clinic discloses patient information
in order to achieve compliance with this regulation will require a
substantial amount of legal and professional time, effort, and ex-
pense. We believe that these problems can be addressed and the
rule can move forward, but rushing forward on a flawed and un-
workable regulation could hinder the cause of protecting and im-
proving the quality of health care. It makes sense to get the regula-
tion right the first time, before hospitals and others have spent
limited resources to comply with the rule that has to be changed.

Therefore, we urge the Department to delay the April 14, 2001
effective date to give the Department adequate time to consider the
many comments it will receive. Once these comments are carefully
considered, a new version of the rule fixing the problems we have
identified can be promulgated with our support.

Thank you very much.

[The prepared statement of John D. Clough follows:]

PREPARED STATEMENT OF JOHN D. CLOUGH, DIRECTOR, HEALTH AFFAIRS, CLEVE-
LAND CLINIC FOUNDATION ON BEHALF OF THE AMERICAN MEDICAL GROUP ASSO-
CIATION AND THE HEALTHCARE LEADERSHIP COUNCIL

Good morning, Chairman Bilirakis and members of the subcommittee.
I am Dr. John D. Clough, Director of Health Affairs, Cleveland Clinic Foundation.
I am also a practicing rheumatologist. I offer testimony today on behalf of the Amer-
%?ECMedical Group Association (AMGA) and the Healthcare Leadership Council
).
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The AMGA represents approximately 300 medical groups that care for 35 million
patients nationwide. The HLC represents the CEOs of the nation’s leading health
care companies and institutions.

Thank you for giving me this opportunity to testify on the HHS regulation. Med-
ical group providers strongly support the confidentiality of patient information. We
appreciate the Department’s effort to create meaningful and balanced federal stand-
ards to protect the security of each individual’s health information.

The HLC and AMGA support creating nationally uniform standards protecting
confidentiality, including giving patients the right to inspect their records, notice of
confidentiality practices, creating safeguards for information, and prohibiting disclo-
sure without authorization of patient information for purposes other than treat-
ment, payment, health care operations, and research.

The final HHS regulation contains several improvements from the proposed regu-
lation. However, I would like to highlight three key provisions that are unworkable,
would disrupt patient care, and divert limited resources from treating patients: The
prior consent requirement, “minimum necessary” standard, and “business associ-
ates.”

Prior Consent

In a major departure from the proposed rule, HHS created a prior consent man-
date on providers. This unprecedented mandate would require doctors to obtain a
signed, written consent from patients before using or disclosing patient information
for even the most routine purposes, including treatment. This mandate is unwork-
able because:

e The task for physicians and the cost to medical groups of obtaining such consents
from over 200 million Americans is daunting.

* In no state of which we are aware do doctors routinely obtain prior consent to
use patient information for treatment.

e As of the compliance date for the HHS regulation, no physician will be able to
use information for most activities without a signed consent. Thus, routine prac-
tices by providers will be disrupted, from sending out reminder notices about
appointments to conducting disease management and maintaining quality as-
surance programs.

e This requirement could force patients to make an extra trip to the hospital to sign
a consent form before the hospital can use any medical information about them.

* More and more surgeries are on an outpatient basis today. Currently, if I see a
patient and refer her to have an outpatient surgical procedure, she would not
have to go to the outpatient facility until the day of the surgery. With the new
consent requirement, however, she would have to make a special trip to sign
the necessary consent forms before the outpatient facility could use her informa-
tion to schedule surgery and initiate the intake process.

e To add to the confusion, a patient must be given the opportunity to restrict or
revoke the consent at any time. This poses significant difficulties for group prac-
tices. What if there is a restriction on, or revocation of, a consent for payment
or health care operations and the information is needed for billing or key health
care operations such as infection tracking, quality assurance, outcome assess-
ments, and so on?

The prior consent requirement de-humanizes the relationship between the patient
and physician—a relationship that is built upon patient trust that a physician will
use good professional judgment to determine the use and disclosure of the patient’s
information, particularly in the course of treatment of the patient. We advocate that
HHS should eliminate such an overly burdensome and costly requirement and re-
turn to the statutory authorization as under the proposed rule.

Minimum Necessary

Most health care services today are delivered in some form of organized or coordi-
nated system of delivery. Information sharing and use by teams of physicians and
health professionals is the key to quality medical care for patients, and the key to
improvements in patient care. The sharing of information among health care profes-
sionals in an integrated system is critical to their ability to serve patients in the
most efficient and effective way.

Under the rule, providers must make reasonable efforts to limit the use and dis-
closure of information to what is minimally necessary to accomplish its intended
purpose. Under the final rule, disclosures and requests are excluded from the re-
quirement; however, there is no such exclusion for “use” of information. This poten-
tially limits the ability of providers to use a complete medical record for treatment
purposes. The concept of limiting the use of the full medical record for treatment
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purposes would appear to be completely contrary to efforts to prevent medical errors
and promote patient safety.

This provision is unnecessary, particularly to the extent it applies to internal uses
of patient information. Rather than establish a minimum necessary standard, the
regulation should allow health care providers to develop their own set of guidelines
and rules about what they believe is the necessary standard and what is best for
the patient.

Business Associates

Rewriting and recontracting with every entity to whom Cleveland Clinic discloses
patient information in order to achieve compliance with this regulation will require
a substantial amount of legal and professional time, effort and expense. Last week,
Secretary Thompson testified regarding the need to ensure administrative sim-
plification of complex and burdensome regulations. Also, the underlying intent of
the section of HIPAA in which privacy falls is “administrative simplification.”

Yet, the “business associate” requirements would necessitate hundreds, and for
some entities, thousands of privacy contracts. We recommend that the business as-
sociate provision be removed because HHS has exceeded its statutory authority
under HIPAA. We especially object to a requirement of a contract between covered
entities and business associates.

We believe that these problems can be addressed and the rule can then move
ahead. Rushing forward on a flawed regulation that is unworkable could set back
the cause of protecting confidentiality and improving the quality of health care. It
makes sense to get the regulation right the first time, before hospitals and others
have spent limited resources on complying with a rule only to see it changed. There-
fore, we urge the Department to delay the April 14, 2001, effective date to give the
Department adequate time to consider the many comments it will receive. Once
these comments are carefully considered, a new version of the rule fixing the prob-
lems we have identified can be promulgated with our support.

Mr. BILIRAKIS. I thank you. Ms. Foley.

STATEMENT OF MARY E. FOLEY

Ms. FoLEYy. Thank you, Mr. Chairman, and members of the sub-
committee. I am Mary Foley, registered nurse and president of the
American Nurses Association, which is the only full service profes-
sional organization that represents our Nation’s registered nurses
in all 53 State and territorial nursing associations.

It is a great pleasure to be here this morning and offer our views
on patients’ privacy and confidentiality regulations as issued by the
Department of Health and Human Services in December of last
year. Mr. Chairman, as I indicated, I am a health care practitioner,
and until I came president of the American Nurses Association just
over a year ago, I was a nurse executive in a medium-sized hospital
in urban California. Before that I spent 17 years as a staff nurse
at that hospital, and I have also been a clinical instructor in nurs-
ing.

The second charge in the code for nurses, our ethical code, states,
“the nurse safeguards the client’s right to privacy by judiciously
protecting information of a confidential nature.” That very simple
statement is an obligation that our profession takes very seriously.
Virtually all of our members are involved in creating, transmitting,
maintaining, and safeguarding patient records on a daily basis as
an integral part of their professional practice. Working on the front
line of health care, registered nurses are well aware of the concerns
their patients have regarding privacy and confidentiality. We re-
main professionally committed to strong, enforceable standards to
protect the confidentiality of the health information of our patients.
This commitment has always been a part of the professional prac-
tice.
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In my testimony this morning I will focus on two aspects of this
issue that I can speak to as a nurse and as a representative of the
nursing profession. First, it is the necessity to keep our focus on
what is best for patients; and, second, it is the practical application
of this standard in health care settings. The most important test
that these regulations must meet is whether every individual pa-
tient’s reasonable expectation for privacy and confidentiality is ad-
dressed. Can I assure my patients when they are describing the
most intimate, troublesome, embarrassing, frightening aspects of
their lives to people who will treat and care for them that there are
safeguards for maintaining the confidentiality of this sensitive and
important information? Mr. Chairman, if I can’t do that, many of
my patients and many around this country will go without treat-
ment or will disclose only some of the information, a very dan-
gerous proposition which can lead to improper diagnosis, improper
treatment, complications in an illness or injury, negative drug
interactions, adverse events, or even death.

It is hard to talk about a whole range of sensitive issues which
might include mental illness, sexual practices, and physical abuse.
It will not happen at all if you think your story is going to be grist
for the local gossip mill or sold to a corporation that will farm it
out to telemarketers in case you might be in the market for a preg-
nancy test, or also that it could be available to your employer who
would then have the opportunity to consider the implications per-
haps for your prescription for antidepressants.

This concern for our patients must be our overriding concern, not
whether the rule will be inconvenient for hospitals or practitioners
or for the staff people who handle insurance paperwork.

This regulation requires that a covered entity must reasonably
safeguard protected health information from any intentional or un-
intentional use or disclosure. And, of course, it must. Our accred-
iting bodies for hospitals already require that. Any suggestion that
this is new or burdensome for health care institutions is really un-
founded. You watch your voice, you don’t talk about patients by
names in the hallways. You post prominent notices in their pre-
dominant languages for patients, informing them that the staff will
work to meet their request for greater privacy, and then follow
through on it. We were already complying with the intent.

These instructions are the stuff of daily work in a hospital set-
ting and every nurse is trained to be in tune to its importance. And
any hospital or practitioner that isn’t already doing it, and doing
it seriously, is a menace. Every day there are practitioners who, as
a matter of ethics and successful treatment, must be able to ensure
their patients that their records are protected. We have a patch-
work of State laws that provide some protections to some people,
some of the time, in some places. We need this national standard
for basic protections for all of our people, all of time, in every place
in this Nation.

Thank you Mr. Chairman. I remain available to answer any
questions.

[The prepared statement of Mary E. Foley follows:]



39

PREPARED STATEMENT OF MARY E. FOLEY, PRESIDENT, AMERICAN NURSES
ASSOCIATION

Mr. Chairman and Members of the Subcommittee: I am Mary Foley, President of
the American Nurses Association, which is the only full-service professional organi-
zation representing the nation’s registered nurses through our 53 state and terri-
torial nurses associations. It is a pleasure to be here this afternoon to offer our
views on the patient privacy and confidentiality regulations issued by the Depart-
ment of Health and Human Services in December of last year.

Mr. Chairman, I am a health care practitioner. Until I became President of the
American Nurses Association just over a year ago, I was a nurse executive in a me-
dium-sized hospital in California. Before that, I spent seventeen years as a staff
nurse, and I have served as clinical instructor in nursing.

The second charge in the Code for Nurses states, “The nurse safeguards the cli-
ent’s right to privacy by judiciously protecting information of a confidential nature.”
That simple statement is an obligation the nursing profession takes very seriously.

Virtually all of ANA’s members are involved in creating, transmitting, maintain-
ing, and safeguarding patient records on a daily basis as an integral part of their
professional practice. Working on the front line of health care, registered nurses are
well aware of the concerns of their patients regarding privacy and confidentiality
and are professionally committed to strong enforceable standards to protect the con-
fidentiality of the health information of their patients.

This commitment has always been a part of professional practice. But the need
for Federal law is in large part a function of the momentous change in communica-
tions technology. Health care professionals have always been aware of the impor-
tance of confidentiality and the possibilities for carelessness; the need for that re-
minder in the code of ethics is real. But the complexity of the health care system
means that transgressions of patient confidentiality, intentional or not, have much
broader consequences than ever before, because the information travels further and
faster and cannot be retrieved.

In my testimony, I will focus on two aspects of this issue that I can speak to as
a nurse and as a representative of the nursing profession: First, is the necessity to
keep our focus on what is best for the patient. Second, is the practical application
of this standard in health care settings.

The most important test that these regulations must meet is whether every indi-
vidual patient’s reasonable expectations for privacy and confidentiality are ad-
dressed. Can I assure my patients that “ when they are describing the most inti-
mate, troublesome, embarrassing, frightening aspects of their lives to people who
will treat them and care for them “ there will be safeguards for maintaining the
confidentiality of this sensitive information?

Mr. Chairman, if I can’t do that, many of my patients will go without treatment
or will disclose only some of the information, a dangerous proposition, which can
lead to improper diagnosis, improper treatment, complications in an illness or in-
jury, even death. It is hard to talk about a whole range of sensitive issues, which
might include mental illness, sexual practices, and physical abuse. And it will not
happen at all if you think your story is going to be grist for the local gossip mill
or sold to a corporation that will farm it out to telemarketers in case you might be
in the market for a pregnancy test or be available to your employer, who will have
then the opportunity to consider the implications of a prescription for anti-
depressants.

This concern for our patients must be our overriding concern, not whether the
rule will be inconvenient for hospitals or practitioners or staffers who handle insur-
ance paper work.

This regulation requires that “a covered entity must reasonably safeguard pro-
tected health information from any intentional or unintentional use or disclosure...”
Of course it must. Accrediting bodies for hospitals already require it. Any suggestion
that this is a new or burdensome requirement for health care institutions is really
unfounded. Watch your voice, don’t talk about patients by name in the hallways,
post prominent notices for patients informing them that staff will work to meet
their requests for great privacy—and do it. These instructions are the stuff of daily
work in a hospital setting. Every nurse is trained to be attuned to its importance.
And any hospital or practitioner that isn’t already doing it—and doing it seriously—
is a menace.

The American Nurses Association has long been in the forefront of organizations
that have worked for better and more standardized electronic communications
among health care providers as an important improvement in patient treatment and
care. It is clear that the work in this area undertaken as a result of the Health In-
surance Portability and Accountability Act will provide a huge cost benefit to plans



40

and providers, as well. For the health care industry to accept this financial boon
and then attempt, as is apparent in recent weeks, to weaken or impede these impor-
tant safeguards to patient privacy and confidentiality is unfortunate and counter-
productive.

We believe that this rule should go forward as issued. Congress ordered the De-
partment of Health and Human Services to develop and promulgate this standard,
absent Congressional action in the three years following enactment of the Health
Insurance Portability and Accountability Act. The Department issued the standard
as directed, after having sought and worked through an immense number of com-
ments from a full range of stakeholders in the process. It is certainly remarkable
to hear that some stakeholders believe that they have not been afforded a full op-
portunity to be heard. As would be expected, changes were made in the proposed
rule in response to comments. The Department was careful to point out in its re-
quest for comments areas in which more information was wanted, such as the ap-
proach on requirements for patient consent. No final rule can ever be issued if it
is always subject to additional comment. It is clear from a decade of Congressional
attempts to fashion legislation on this issue that not all stakeholders will agree on
some aspects of the issue, but the paramount concern must be the continuing and
growing need for the regulation.

Are there issues that ANA considers important for future regulatory or legislative
action? Yes. There is still inadequate protection for occupational health nurses who
are daily pressured by their employers for access to information about employees
who are treated at the work place. There is still no private right of action for indi-
viduals whose identifiable health information is recklessly disclosed. There is still
inadequate protection from the use of private information for marketing purposes—
the essence of privacy is the right to be left alone. There are still inadequate re-
straints on law enforcement access to information.

But these issues—and issues that may trouble other providers, consumers, or cov-
ered entities—may be dealt with in the future through legislation or regulation.
Congress wisely in 1996 recognized that a legislative remedy could be difficult to
achieve and wisely recognized that health privacy and confidentiality are far too im-
portant to be left subject to the vagaries of a difficult legislative environment.

We come back to our original point: for nurses, the first issue is protecting our
patients. The regulation as issued is too important to be delayed or rescinded. There
is time, if efforts are made in good faith, for covered entities to comply with this
regulation. And there are administrative and—of course, ultimately—legislative
remedies available for any aspect of the rule that should prove to be unworkable.

In the meantime, every day there are practitioners who, as a matter of ethics and
successful treatment, must be able to assure their patients that their records are
protected. We have a patchwork of state laws that provide some protections to some
people some of the time in some places. We need this national standard of basic pro-
tections for all of our people all of the time in every place in the nation.

Mr. BiLiRAKIS. Thank you very much, Ms. Foley.
Dr. Melski.

STATEMENT OF JOHN MELSKI

Mr. MELSKI. Thank you, Chairman Bilirakis, for the opportunity
to speak to the House Subcommittee on Health, and special thanks
to Representatives Sherrod Brown and Tom Barrett.

I speak to you as a physician whose code of ethics recognizes the
solemn duty for confidentiality of what our patients reveal to us.
And I also speak to you as Medical Director of Informatics, whose
mission is to ensure that no patient ever suffer and to make sure
that information is always available, whenever and wherever need-
ed. Thus, my entire professional life is a struggle for a balance be-
tween concealment and revelation.

As technology has advanced and the demand for both conceal-
ment and revelation has increased, the stakes have become higher.
I am here to bear witness that some of the well-intentioned provi-
sions in the privacy regulations may have undesirable con-
sequences, even though we support the predominance of the regula-
tions.
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If you take away only one thing from my testimony, let it be that
privacy and secrecy can be two sides of the same coin. As you con-
sider any privacy regulation, substitute in your mind the word “se-
crecy” to ensure that you fully considered the consequences of the
regulation. Privacy is not exactly the same as secrecy. Privacy ap-
plies to the narrow domain of personal information. Privacy is es-
sential to our identity and our autonomy. But within this domain
of personal information, your privacy is secrecy to me and my pri-
vacy is secrecy to you. In the real world of caring for the sick, the
poor, the mentally ill, the aged, and the young, the letters abound
because of the duality of privacy and secrecy.

Consider the estimated 20 percent of patients who are told that
death is near, yet have no memory of the news after a few days.
Or the alcoholic in denial, or the school bus driver with a serious
heart condition, or the parent with a genetic disease they wish to
conceal from their children, or the elderly patient who is becoming
forgetful, or the frightened adolescent who is pregnant or addicted,
or the patient with a disease that is both contagious and stigma-
tizing, or the troubled patient who reveals their intent to harm
themselves for another, or the child with evidence of abuse.

Only by appreciating that the favorable presumption afforded to
privacy is not always correct in the complex worlds of health care
can this committee appreciate that regulation can never fully sub-
stitute for discretion. It is discretion that is needed to choose be-
tween the privacy of the individual and revelations to the healing
community. The sinking of the Titanic is said to have initiated the
modern era of regulation, but discretion in health care will never
be as easily prescribed as the number of life boats.

Consider the potentially disastrous consequences of the require-
ment for prior consent treatment. In a recent conversation with my
mother on the occasion of her 83rd birthday, she was told that I
would be testifying to this committee on privacy and health care.
It was a challenge for her to understand why I needed to do this,
because I hope that neither she nor any of my vulnerable patients
will be confronted with yet another barrier to health care. It is be-
cause the nine pages proposed as a model of what patients need
to understand in other to consent will be incomprehensible to those
most in need. It is because it is incomprehensible to me that we
would jeopardize the delicate task of building trust between the
physician and patient by requiring a legal contract before the rela-
tionship has even begun.

What message does prior consent send to our patients who have
impaired vision, hearing, or literacy? How will prior consent help
or even work in life’s transitions from childhood to adulthood, from
independence to dependence, from competency to incompetency?
How many patients will forsake evidenced-based medicine in favor
of supplements and anecdotal remedies because of prior consent?
How many children will not be immunized because of the barrier
of the prior consent? And what will become of our dream to share
other preventive information with all providers for the benefit of all
our patients?

In the transition to a world of prior consent, how will patients
make appointments, get answers to their questions over the phone
or by e-mail, get new prescriptions, or get old prescriptions refilled?
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In a world after prior consent, how will we help those who ill-ad-
visedly revoke their consent? How will we process their bills and
do peer review or even take care of them?

Another conundrum resulting from the attempt to regulate dis-
cretion is the minimum standard. The phrase, “reasonable efforts
to limit the use of health information,” will likely consume yet
more precious resources in the possibly futile task in interpreting
the definition of the use. What will the minimum necessary stand-
ard mean for teaching, for coordination of care, for cross coverage,
or even consultation? And for those of us charged with creating an
electronic medical record, how in this century will we ever program
the rules of discretion implied by the minimum necessary stand-
ard?

In conclusion I suggest that public disclosure of privacy policies
is reasonable, but the burden of prior consent is not. I suggest that
allowing clinical discretion in matters of privacy is reasonable, but
the burden of the minimum necessary standard is not.

Thank you for your attention.

[The prepared statement of John Melski follows:]

PREPARED STATEMENT OF JOHN MELSKI, MEDICAL DIRECTOR OF INFORMATICS,
MARSHFIELD CLINIC

On behalf of Marshfield Clinic, I am pleased to have the opportunity to submit
comments on the final rule adopting standards for the privacy of individually identi-
fiable health information (“final privacy rule”) published in the Federal Register on
December 28, 2000. I commend you for holding this hearing and believe that Sec-
retary Thompson should be applauded for seeking public input on the rule. Our in-
ternal analysis of the final rule suggests that patient care will be compromised sig-
nificantly if this rule is implemented. In this testimony I will identify the problems
that we have found and suggest remedies that may be applied.

The Marshfield Clinic is the largest private group medical practice in Wisconsin
and one of the largest in the United States, with 603 physicians, 4,546 additional
employees, and 1.6 million annual patient encounters. A not-for-profit corporation,
the Marshfield Clinic system includes a major diagnostic treatment center, a re-
search facility, a reference laboratory and 39 regional centers located in northern,
central and western Wisconsin. Patients from every state in the nation plus patients
from every county in Wisconsin were seen within the system in the last fiscal year.
Security Health Plan of Wisconsin, a not-for-profit health maintenance organization,
is a wholly owned subsidiary of the Marshfield Clinic and provides financing for
health care services for almost 120,000 members throughout northern, central and
western Wisconsin. During the last three decades, Marshfield Clinic has funded and
installed a sophisticated electronic medical record which now contains years of his-
torical data, including diagnoses, procedures, test results, medications, immuniza-
tions, alert events, outcome measurements, and demographics. Marshfield Clinic’s
39 regional centers are linked by common information systems. Our physicians have
stated that one of the greatest advantages of the electronic record is that they can
quickly review their patient’s care at other Marshfield facilities so that they can eas-
ily use the knowledge gained by their colleagues to provide the best possible care.
Easy access to previous diagnostic test results avoids duplicate ordering of lab and
radiology tests. Marshfield Clinic has invested significant time and resources to
build a state-of-the-art electronic medical record system to better serve patients
through accessible, high quality health care, research, and education. We presently
put 2.5% of revenue into the operation and maintenance of the Clinic’s information
system, a cost for FY 2001 that works out to $22,073 per physician. We believe that
if this rule is implemented our annual operational costs may increase significantly,
in addition to the start up costs of implementation. We do not believe that these
new costs would add any benefit to patient care.

Marshfield Clinic is committed to protecting patient privacy and confidentiality.
We support the administrative simplification goals of the Health Insurance Port-
ability and Accountability Act (“HIPAA”) to reduce the administrative costs of pro-
viding health care. However, in analyzing the impact of the final privacy rule, our
overriding consideration is the best interest of our patients. Certain provisions of
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this final rule are incongruent with Marshfield Clinic’s mission of serving patients
through accessible, high quality health care, research and education. We do believe
it is possible to balance the goals of protecting the confidentiality of patient informa-
tion, while also allowing health care professionals to obtain the necessary informa-
tion to coordinate patient care. We anticipate that the costs associated with compli-
ance with this rule will substantially exceed HHS’ estimates.

We have spent a great deal of time and resources to gain a working knowledge
of this extremely complex rule—both in its proposed and final forms—and have kept
an accounting of our internal costs, which are not insignificant. We have also identi-
fied problems in the final privacy rule that are simply unworkable and could seri-
ously disrupt patient access to health care. We believe that the final privacy rule,
as it is now written, may impede effective and accurate treatment, curtail preventa-
tive health care measures, and impose compliance costs that are completely anti-
thetical to HIPAA’s administrative simplification goals.

We will focus our comments on two key areas of concern: the prior consent re-
quirement and the minimum necessary standard. We also summarize other issues
that betray inconsistencies in the rulemaking process.

Prior Consent for Treatment, Payment and Health Care Operations

Section 164.506 of the final privacy rule requires health care providers to obtain
a patient’s written consent prior to using or disclosing protected health information
to carry out treatment, payment, or health care operations. The consent form must
refer the patient to the provider’s notice of privacy practices (as required by section
164.520) for a more complete description of such uses and disclosures and it must
state that the patient has the right to review the notice prior to signing the consent.

We are deeply concerned about the potential impact of this provision on our abil-
ity to deliver health care to patients. Although we submitted comments on the pro-
posed privacy rule, we did not have an opportunity to comment on this major new
provision because it was not in the proposed rule. In fact, in the Preamble to the
proposed rule, the Department of Health and Human Services (“HHS”) went to
great lengths to explain why a consent requirement was unworkable and therefore
rejected.l In that regard, we strongly support HHS’ original approach. We question
whether HHS’s deviation from its previously stated intent can be supported under
the Administrative Procedures Act. As now codified, the consent and authorization
provisions in the final privacy rule raise serious procedural and practical issues that
were not subject to prior public comment.

The prior consent requirement as promulgated in the final rule may unintention-
ally compromise the delivery of health care in the following ways:

* We will not be able to use patient information to schedule appointments, send ap-
pointment reminder letters, answer questions about treatment or medications
when patients call, or conduct similar ongoing treatment and health care oper-
ations activities until we have a signed consent from every patient on file. We
do not currently obtain consents for the use or disclosure of patient information
for these purposes and are not required to do so by Wisconsin law. We do obtain
consent prior to the release of records outside our system.

* Physicians may not be able to order a prescription and pharmacists may not be
able to fill or refill a prescription without a prior written consent from the pa-
tient. This could be especially harmful to our elderly and disabled patients who
often send a relative or neighbor to pick up their prescriptions. This require-
ment may disrupt care for many of our elderly patients who are “snow birds”
when they call from other states to refill their prescriptions. For some patients
this may be a mere inconvenience but for others the prior consent requirement
may prove dangerous. We do not currently obtain consents for the use or disclo-
sure of patient information for these purposes and are not required to do so by
Wisconsin law.

1See Preamble to the proposed privacy rule, Section 164.506(a), page 59940, Federal Register,
Volume 64, No. 212. For example, HHS stated that:

“Our proposal [to permit covered entities to use and disclose protected health information
without individual authorization for treatment, payment purposes, and health care operations
purposes] is intended to make the exchange of protected health information relatively easy for
health care purposes and more difficult for purposes other than health care. For individuals,
health care treatment and payment are the core functions of the health care system. This is
what they expect their health information will be used for when they seek medical care and
present their proof of insurance to the provider. Consistent with this expectation, we considered
requiring a separate individual authorization for every use or disclosure of information but re-
jected such an approach because it would not be realistic in an increasingly integrated health
care system. For example, a requirement for separate patient authorization for each routine re-
ferral could impair care, by delaying consultation and referral, as well as payment.”
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* Marshfield Clinic has developed innovative preventative health care measures
such as an immunization registry (Regional Early Childhood Immunization Net-
work or “RECIN”). RECIN is a computer program that allows the sharing of
immunization information between and among providers and public health de-
partments. RECIN allows providers to have electronic access to a child’s immu-
nization history including any alerts or reactions to immunizations. Such access
minimizes the possibility of over-immunization and potentially severe allergic
reactions. Equally important, access to this information allows public health
personnel to target children who have not been immunized. As a consequence
of this program, Marshfield Clinic and concerned public agencies have been able
to increase childhood immunization rates from 67% to 92% in Wood County
alone. We hope for similar results throughout the region, but these will never
be achieved under the constraints of the final privacy rule. Although Wisconsin
law does not require prior consent for the release of immunization records,
Marshfield Clinic has implemented a process to permit parents to decline to
have their children participate in the RECIN registry and to receive immuniza-
tion reminder letters. To comply with the final privacy rule, it appears that we
will have to have a signed consent on file (that permits the use or disclosure
of patient information for treatment, payment, or health care operations) from
every parent before providers may use or disclose that parent’s child’s immuni-
zation information in RECIN. Although section 164.512 states that a written
consent (or authorization or opportunity for the individual to agree or object)
is not required for uses and disclosures for public health activities, this excep-
tion is limited to disclosures to and uses by a public health authority. If the
use or disclosure of preventative health data falls within the definitions of
“treatment” or “health care operations,” prior written consent must be obtained.
This requirement may actually harm patients rather than protect them and im-
pede the achievement of the federal Healthy People 2010 objective 14-26, which
has as its target the enrollment of 95% of children under age 6 in population
based immunization registries.

Implementation of the prior consent requirement will be an administrative burden
for the following reasons:

* We will have to obtain a one-time consent from patients to use or disclose their
health information for treatment, payment, or health care operations purposes.
While implementing this requirement in hospitals may be readily achievable
(since hospitals typically obtain an admitting consent from patients), most
group medical practices do not have a comparable process for obtaining this
type of consent. We wonder when and where patients would sign such a consent
document? To achieve 100% compliance with this requirement the Marshfield
Clinic would be compelled to obtain signatures from patients who come to the
Clinic from every state in the nation. It might also be necessary to re-configure
patient flow processes to assure that all patient consents are captured uni-
formly. An alternative to implementing an admitting-type consent would be to
amend existing consent forms to include the use or disclosure of patient infor-
mation for treatment, payment, or health care operations. This would involve
the time-consuming task of taking an inventory of the consent forms we cur-
rently use and amending these forms to comply with the consent requirements
of the final privacy rule.

* We will have to develop a consent form and notice for patients. The notice require-
ments of the final privacy rule will require many pages of information about
how we use and disclose patient information (for example, the model notice de-
veloped by the American Hospital Association is 9 pages long). The consent and
notice will have to be written in terms sufficiently simple to be comprehensible
to our patients, a task which may be impossible due to the complexity and sheer
volume of the notice (it has taken our physicians and legal staff months to in-
terpret these provisions). We will have to explain the consent and notice to each
patient. We wonder who will explain these forms to our patients? We suspect
that we will need to hire and train informed consent counselors who must staff
our regional centers on a full time basis. Explaining the meaning and signifi-
cance of the consent document may add as much as 30 minutes to the duration
of each new patient visit. Will this time be reimbursable? We see several hun-
dred new patients every day many of which come through urgent care centers.
Our providers already face time constraints in obtaining consents for treatment
and explaining the attendant risks. The length and complexity of this notice
will ensure that our medical assistants and appointment coordinators will not
be able to explain it to patients in addition to their normal responsibilities.
Moreover, due to the length and complexity of the notice and in direct contradic-
tion to the purpose of the notice requirement, it seems unlikely that patients
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will actually be able to make an informed decision. The notice will have to be
made available to every patient before consent for the use or disclosure of pa-
tient information for treatment, payment, or health care operations may be ob-
tained.

Our estimate of the direct cost of this requirement:

350,000 unique patient per year @ 0.50 Hr/Patient = 175,000 hours

which is equivalent to 103 Full time employees at 1700 hours per year

103 FTES @ $25,000/EMPLOYEE = $2,575,000 in direct personnel costs to gather
consents in the first year.

We are uncertain about the indirect costs associated with producing, distributing,
and tracking consents. Children and other patients in legal guardian arrangements
are included in our patient population but we remain uncertain about the additional
complexity this will impose.

* The notice will have to be changed, reprinted, and staff retrained whenever we
change our privacy practices. We will have to inform patients about how they
may obtain a revised notice. All of these mandates will require us to devote
enormous time and resources to develop an implementation process.

e The consent must be signed, kept on file and tracked. We will need to develop
a system to track consents to determine whether we may use or disclose patient
information for treatment, payment or health care operations purposes and to
ensure that patients are not approached to sign a consent more than once. We
will need to develop new information systems to coordinate the implementation
and tracking of consents and notices with other requirements imposed by the
final privacy rule such as authorizations and disclosures. The Marshfield Clinic
presently tracks all authorized disclosures, but only a small amount of this in-
formation is tracked electronically. We also maintain an electronic log of every
instance when a medical record is accessed. It is operationally very challenging
to program accurate use categorizations for every instance of access. The soft-
ware engineering involved in tracking all disclosures will require new fields and
data capture, vastly expanding the storage volume of each record. This require-
ment will significantly add to the capitalization requirements and annual oper-
ating costs of our information system.

* A consent for uses and disclosures to carry out treatment, payment, or health care
operations must state that the patient has the right to revoke the consent in
writing, except to the extent that the covered entity has taken action in reliance
upon the consent. What happens if a patient gives permission for treatment but
subsequently revokes his or her consent? Consider the following circumstance:
a patient signs a consent, and then undergoes surgery; a complication occurs;
the patient hires a lawyer; the lawyer requests all medical records, and sends
an authorization that revokes all prior consents and authorizations. We have
the following questions: May we send the patient’s insurance company a bill for
the services? May we do peer review? What if the patient was seen for heart
palpitations, and revokes his consent after the service was provided? Shortly
thereafter, the patient is brought to the emergency room in congestive heart
failure. May we look at the previous records? Will we have to remove the pa-
tient’s information from our all of electronic files to ensure that the information
is not used for treatment, payment, or health care operations purposes?

» A single patient encounter may produce data in multiple information systems. A
purge of the patient’s health information from the electronic files in these sys-
tems would require a file-by-file manual process. This would also result in
throwing our billing books out of balance. A report of number of patients seen,
charges and revenues generated, etc. would be in error. Lack of accurate infor-
mation may cause us to violate existing requirements for Medicare reimburse-
ment and accreditation agencies.

¢ Some of our electronic files do not readily support removal of data. How will we
be able to prevent use of the patient’s information in these files after a patient
has revoked consent? To add to the confusion, what if a patient revokes consent
to use or disclose only part of his/her health information? A full or partial rev-
ocation will impact our peer review activities thereby interfering with our qual-
ity improvement and quality assessment activities. All our staff rely upon ac-
cessing patient information electronically. It is unlikely that our staff would un-
derstand all of the exception steps that would be required to deal with patients
who refused to sign the consent. Clinic costs to handle appointments, docu-
mentation, and billing in a fully manual mode for patients would run $30-100
per encounter. Clearly the Clinic would prefer not to refuse service to people
who do not sign the consent. In some rural Wisconsin counties, all physicians
are members of the Marshfield Clinic. How would these people receive care?
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* The lack of adequate transition rules for the prior consent requirement raises the
possibility of severe disruptions in the delivery of health care to patients in
April 2003. In two years, a health care provider will not be able to use or dis-
close patient information for treatment, payment, or health care operations
without a signed consent form on file. That consent form must state that per-
mission was given for the use or disclosure of information for treatment, pay-
ment, or health care operations. Our existing consent forms do not address
these in specific terms. Logistically, it will be impossible to have a consent on
file for all of our patients by the compliance date.

Even for an entity like Marshfield Clinic with an integrated health care system
and sophisticated electronic medical record, the implementation costs associated
with the prior consent requirement will be enormous. The start-up costs for compli-
ance with the regulation will increase our ongoing overhead. For example, the single
task of reviewing and analyzing the final privacy rule over a 2 month period has
cost the Marshfield Clinic approximately $15,000 in personnel time. Rather than
going toward patient care, preventative health care measures, or quality improve-
ment, these costs will go toward compliance with administrative burdens imposed
by the final privacy rule that do not improve the confidentiality of medical informa-
tion and perhaps detract from patient care. For these reasons, we urge HHS to
eliminate the prior consent requirement from the final privacy rule.

The Minimum Necessary Standard

Sections 164.502(b) and 164.514(d) require that, when using or disclosing pro-
tected health information or when requesting protected health information from an-
other covered entity, covered entities (i.e., providers, plans and clearinghouses)
make reasonable efforts to limit protected health information to the minimum nec-
essary to accomplish the intended purpose of the use, disclosure, or request. The
minimum necessary standard does not apply to disclosures to or requests by a
health care provider for treatment. As “protected health information” is defined in
section 164.501, this standard applies to patient information in any form (oral or
written) or medium (paper or electronic).

We are pleased that the minimum necessary standard does not apply to disclo-
sures to a health care provider for treatment purposes. This represents a significant
improvement over the initial approach of the proposed rule. Nevertheless, we need
clarification as to whether the minimum necessary standard applies to the use of
patient information by a health care provider for treatment purposes. In section
164.501 of the final privacy rule, “use” is defined as “the sharing, employment, ap-
plication, utilization, examination, or analysis of such [i.e., individually identifiable
health information] information within an entity that maintains such information.”
We are gravely concerned that this exception appears to exclude uses of patient in-
formation for treatment purposes. Limiting the ability of teams of health profes-
sionals and trainees (such as residents and medical students) within an integrated
health care system to use a patient’s entire medical record could be disruptive and
dangerous. Similarly, oral communications between health care professionals in the
course of treatment are an important part of the coordination of care. The omission
of critical information that could result from the application of the minimum nec-
essary standard to such uses and communications could place the patient in jeop-
ardy. We strongly urge HHS to exclude both disclosures and uses by providers for
treatment from the minimum necessary standard.

Another concern we have with the minimum necessary standard is the lack of an
objective standard to guide providers in their implementation efforts. We do not
know what constitutes “reasonable efforts” to limit information to the minimum nec-
essary. In the Preamble to the final privacy rule, HHS explains that “the policies
and procedures [to limit access] must be based on reasonable determinations regard-
ing the persons or classes of persons who require protected health information, and
the nature of the health information they require, consistent with their job respon-
sibilities. For example, a hospital could implement a policy that permitted nurses
access to all protected health information of patients in their ward while they are
on duty.” Consistent with its commitment to protect patient privacy, Marshfield
Clinic has long had confidentiality policies limiting access to patient information
based on job responsibilities. Access to patients’ electronic medical records is grant-
ed to a staff member only if their job responsibilities require this access. Because
it is not possible to know which patients a staff member needs to access, they have
access to all patients’ records. (In compliance with Wisconsin law, some information
relating to psych patients has further restrictions to access.) The Clinic follows a
need-to-know policy, and it is a violation of the policy to access a patient’s record
without a need to know. All electronic accesses are electronically logged and viola-
tors of Clinic policy have been terminated from employment at the Clinic. Since
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Marshfield Clinic has such a system, will a policy approach to limit access, without
accompanying electronic restrictions, be deemed “reasonable” under the final privacy
rule? Our electronic system is not set up to handle electronic restrictions and adding
this capability to our system would be cost prohibitive. In addition, some employees
presently perform multiple functions and may have access to the patient record dur-
ing one activity but would be denied it during another. Many providers see patients
in multiple sites on a changing schedule. Their staff either travel with them or are
reassigned at their site. It is not unusual for one employee to work in two or three
locations within the course of a week, and sometimes in the course on one day. They
may even change job roles—for example a medical assistant filling in as a recep-
tionist, appointment coordinator or phlebotomist. Modifying their ability to access
patient information as they move will require additional security staff, verification
by a manager to confirm that it needs to be done. This will also result in delays,
as an employee arrives at a new location and cannot do their job until their rights
are approved and changed in the computer system. In such situations will we have
to restructure the tasks or hire additional personnel? The reconfiguration of admin-
istrative processes is not accounted for in HHS cost estimates for implementing the
privacy regulation. We request that HHS provide an objective standard to guide pro-
viders in their implementation efforts with the minimum necessary standard.

We also see problems in the rule for psychotherapy notes that contemplates use
of the note only by the originator of the note or for use in training programs. This
does not represent the way mental health care is delivered in integrated systems
of care: by a team of professionals, often in multi-disciplinary staffing arrangements
(e.g., psychiatrist, psychologist, social worker, psychiatric nurse). These would not
likely be training programs; these individuals are generally all on staff. This provi-
sion also does not seem to allow use by the psychiatrist on call, a very dangerous
proposition. For use by others on the treatment team who are not the originator of
the note, we would need the patient’s authorization (which the patient may refuse
to provide and we may not condition treatment on provision of an authorization).

We have identified numerous problems in other provisions of the final privacy
rule. However, we chose to focus on the prior consent requirement and the min-
imum necessary standard to highlight the most serious consequences that will re-
sult from implementation of the final privacy rule. We anticipate that the reworking
of all business associate contracts, the development of internal policies and proce-
dures to comply with the privacy regulation, and the training of all employees in
privacy policies will be costly, time consuming, and administratively complex.

In summary, we believe that the final privacy rule, as presently written, threat-
ens to disrupt patient care and unnecessarily divert time and resources from
Marshfield Clinic’s foremost priority of treating patients. We therefore respectfully
request that Congress direct HHS to reevaluate the final privacy rule and revise the
troublesome provisions.

Thank you for considering our views.

Mr. BILIRAKIS. Thank you very much, Dr. Melski.
Dr. Appelbaum.

STATEMENT OF PAUL APPELBAUM

Mr. APPELBAUM. Mr. Chairman, I am Paul Appelbaum, M.D.,
vice president of and testifying on behalf of the American Psy-
chiatric Association, a medical specialty society representing more
than 40,000 psychiatric physicians nationwide. I am professor and
chair of the Department of Psychiatry at the University of Massa-
chusetts Medical School where I treat patients and oversee our de-
partment’s biomedical and health services research.

Chairman Bilirakis, and Ranking Member Brown, I would like to
thank you for the opportunity to testify today. We recognize that
there is still work to be done with the HIPAA regulations to im-
prove their protection of patient privacy. At the same time, we be-
lieve that any delay in implementation is contrary to the health
needs of the American people. Regrettably, the centrality of con-
fidentiality to high-quality health care is often overlooked. Some
patients refrain from seeking medical care or drop out of treatment
in order to avoid the risk of disclosure of their records, and some
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patients simply will not provide the full information necessary for
successful treatment.

Patient privacy is particularly critical in ensuring high-quality
psychiatric care. Accordingly, the APA recommends that at the
close of comment period, the administration not delay implementa-
tion but, rather, use its regulatory authority to respond appro-
priately to comments. And we suggest this notwithstanding our
concerns detailed below.

In our view, the final privacy regulations are an important step
toward protecting patient privacy, because the regulations ensure,
among other positive provisions, non-preemption of more privacy
protective State laws:

A rule that psychotherapists’ notes may not be disclosed without
the patient’s specific authorization.

A requirement that the entire medical record not be used in
cases where a portion of the record will suffice; that is, the “min-
imum amount necessary” requirement.

However, it is clear that in several places, these regulations fall
short of adequate protection for patient privacy. Let me offer you
four examples, and there are others cited in our written testimony.

First, holders of medical information should be required to ob-
tained meaningful consent from patients before their medical
record can be disclosed for treatment, payment, or health care oper-
ations. In this regard, we are concerned about blanket consent at
the time of entry into a health plan. This blanket consent means
a patient is authorizing subsequent disclosures of personal infor-
mation without knowing the type of information to be disclosed or
who will receive the information.

Second, significantly narrower definition of the information that
may be released for payment purposes is needed. Excessive de-
mands by payers for access to patients’ medical information, which
often include requests for entire patient records for which there is
no legitimate need, should not be allowed. We ought to bring the
interested parties together to work out an objective standard for
the necessary information.

Third, additional protections consistent with the Supreme Court’s
Jaffee v. Redmond decision for mental health and other particu-
larly sensitive medical record information are essential. Language
needs to be added to extend the regulations, psychotherapy privacy
protections to all psychiatric information, including information
that is part of the patient’s medical record. Currently only psycho-
therapy notes outside the record would receive special protection
under these regulations.

Fourth, we also want all Americans to be free from unreasonable
police access to their most personal medical record information.
Under these regulations law enforcement agents could simply issue
written demands to doctors, hospitals and insurance companies to
obtain patient records without judicial review. A separate provision
would allow for the release of medical record information any time
the police are trying to identify a suspect. This broad exception
would allow computerized medical records to be sifted through by
the police looking for matches for blood or other traits.

We believe that the same constitutional protections, that is a
Fourth Amendment probable cause standard including independent
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judicial review for all requests, should apply to a person’s medical
history as applies to their household possessions.

We also have concerns about the administrative burdens placed
on practitioners. At a minimum, similar to small health plans,
small physician offices should be allowed 36 months for compliance
to spread the costs over a longer period of time, and responsibility
for violation of the regulations by business associates clearly needs
to be rethought.

In conclusion, we believe the privacy regulations are very much
needed, but at the same time believe that some provisions are inad-
equate to protect our patients. Yet our biggest concern is that cer-
tain parties who are disappointed at how protective these regula-
tions are of patient privacy will, in support of their own interests,
be arguing for surrendering many of the protections that patients
have just gained.

To preclude diminution of medical record privacy protections, we
recommend that the Secretary use his regulatory authority after
the close of the comment period to work with the stakeholders’ rep-
?e%entatives to find an appropriate solution to the problems identi-
ied.

We thank you for this opportunity to testify, and we look forward
to working with the committee on medical records privacy issues.

[The prepared statement of Paul Appelbaum follows:]

PREPARED STATEMENT OF PAUL APPELBAUM, VICE PRESIDENT, AMERICAN
PSYCHIATRIC ASSOCIATION

Mr. Chairman, I am Paul Appelbaum, M.D., Vice President of and testifying on
behalf of the American Psychiatric Association (APA) a medical specialty society
representing more than 40,000 psychiatric physicians nationwide. I am Professor
and Chair of the Department of Psychiatry at the University of Massachusetts Med-
ical School. I frequently treat patients, and I also oversee the Department’s bio-
medical and health services research including medical records based research.

Chairman Bilirakis, and Ranking Member Brown I would like to thank you for
the opportunity to testify today. I would also like to thank the members of the Com-
mittee, Representatives Greenwood and Waxman, who have focused the Commit-
tee’s attention on medical records privacy.

Privacy and particularly medical records privacy is an issue all Americans are
concerned about. I thank you for your continued commitment to protecting medical
records privacy and for holding this hearing on the recently released Medical Pri-
vacy Regulation.

We recognize there is still work to be done to overcome implementation obstacles
to achieve compliance if these regulations are to appropriately serve the needs of
the American people. At the same time please know that any delay in the imple-
mentation date is contrary to the health needs of the American people.

Regrettably, it is often overlooked that confidentiality is an essential element of
high quality health care. Some patients refrain from seeking medical care or drop
out of treatment in order to avoid any risk of disclosure of their records. And some
patients simply will not provide the full information necessary for successful treat-
ment. Patient privacy is particularly critical in ensuring high quality psychiatric
care.

Both the Surgeon General’s Report on Mental Health and the U.S. Supreme
Court’s Jaffee v. Redmond decision conclude that privacy is an essential requisite
for effective mental health care. The Surgeon General’s Report concluded that “peo-
ple’s willingness to seek help is contingent to the comments received on their con-
fidence that personal revelations of mental distress will not be disclosed without
their consent.” And in Jaffee, the Court held that “Effective psychotherapy depends
upon an atmosphere of confidence and trust...For this reason the mere possibility
of disclosure may impede the development of the confidential relationship necessary
for successful treatment.”

Accordingly, the APA recommends at the close of the comment period the Admin-
istration move forward with the publication of the regulations and not delay the im-
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plementation date but rather use their regulatory authority to respond appro-
priately in the public interest and to protect the privacy of the medical record. And
we suggest this notwithstanding our concerns that we believe changes in the provi-
sions on mental health records are critically needed to ensure the delivery of effec-
tive mental health care, or other comments that may be submitted.

The regulations should be implemented, then after the comments have been re-
viewed by HHS the “stakeholders” can be brought together, and we can secure the
necessary stronger protections to advance patient privacy which we as physicians
believe that our patients and our families need.

While, the APA is concerned that some provisions are inadequate to protect pa-
tients and that some administrative requirements are unnecessarily complex. The
final privacy regulation is an important first step toward protecting patient privacy
because the regulation ensures:

 the general rule of non-preemption of more privacy protective state laws

* a higher level authorization is required for any use or disclosure of psychotherapy
notes, and most importantly psychotherapy notes may not be disclosed without
the patient’s specific authorization

 the requirement that the entire medical record not be used in cases where a por-
tion of the record will suffice, i.e. the “minimum amount necessary” require-
ment. Physicians can cite this provision when dealing with unreasonable health
plan requests for information.

¢ the requirement that an entity must notify enrollees no less than once every three
years about the availability of the notice of privacy policies and how to obtain
a copy of it

¢ extension, in many circumstances, of federal “common rule” research protections
to privately funded research

¢ the right to request restrictions on uses or disclosures of health information (such
as requesting that information not be shared with a particular individual)

 the right to request that communications from the provider or plan be made in
a certain way (such as prohibiting phone calls to an individual’s home)

e the right to inspect and copy one’s own health information with the exception of
psychotherapy notes and when the access is reasonably likely to endanger the
life and physical safety of the individual or another person

* the right of patients to be provided documentation on who has had access to this
information and the right to request amendment to the record if it contains in-
correct information

Health care plans, and clearinghouses must be required to obtain an individual’s
meaningful consent before their medical record can be disclosed for treatment, pay-
ment, or other health care operations it should not be limited only to providers. Pa-
tients should be able to choose who will see their medical records. In this regard,
we are concerned about blanket consent at the time of entry into a health plan. This
blanket consent means a patient is authorizing subsequent disclosures of personal
information without knowing the type of information allowed to be disclosed, or who
can receive this information. While the regulations allow the patient to revoke this
consent, the regulations do not protect the patient from being dismissed from the
plan for doing so. The patient should have the ability to revoke the consent at any
time. The APA feels the rule does not adequately provide this patient protection.

Currently, most hospitals ask patients to sign a consent form for treatment and
payment. Excessive demands by payers for access to patients’ medical information,
which often amount to requests for entire patient records, should not be allowed.
The demands routinely include information for which there is no legitimate need for
payment purposes. Significantly narrower definition of the information that may be
released for payment purposes is needed to protect patient privacy. We need to
bring the interested parties together to work out an objective standard for the infor-
mation that is needed, not a subjective standard.

Patients should have the right to consent to—or refuse—participation in disease
management programs. In addition, an individual’s enrollment or costs should not
be affected if he or she declines to participate in a plan’s disease management pro-
gram. We oppose any disclosures of health information for disease management ac-
tivities without the coordination and cooperation of the individual’s physician. Yet,
there is no such requirement in the final rule. We believe “disease management”
needs to be defined narrowly, in order to prevent inappropriate use and disclosure
(for example for marketing purposes) of health information without the patient’s
consent.The APA is concerned about the disclosure of medical records for judicial
and administrative proceedings. Patients will lose some existing privacy protections
because the current practice of hospitals and doctors, generally requiring patient
consent and/or notice before disclosure, will change as a result of the regulation. Pa-
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tients’ ability to decide when their medical record information will be disclosed out-
side the health system will be reduced.

For example, currently when hospitals or doctors receive a request for a medical
record from an attorney for civil and administrative purposes, they will generally
not disclose medical records information without notice to the patient and/or the pa-
tient’s consent. But the new regulation would allow providers to disclose medical
records information to attorneys who write a letter “certifying that
the...information requested concerns a litigant to the proceeding and that the
health condition of such litigant is at issue”. These procedures provide no check on
attorneys’ behavior in requesting records of marginal relevance to a case or for the
purpose of embarrassing or intimidating opposing parties. Once the information is
disclosed, the damage is done; post hoc remedies cannot restore parties’ privacy.

The APA is very concerned about a marketing and fundraising loophole that ex-
ists in the regulation. A patient’s authorization is not needed to make a marketing
communication to a patient if: it occurs face-to-face; it concerns products or services
of nominal value; and it concerns the health-related products and services of the
covered entity or of a third party and meets marketing communication require-
ments. For example, a marketer could knock on the door of a pregnant woman and
try to sell her a product or service. Under the fundraising loophole a covered entity
may use or disclose patient’s demographic information and dates of health care to
a business associate or to an institutionally related foundation, without a patient’s
authorization. We are aware the covered entity must include in any fundraising ma-
terials it sends to a patient a description of how the patient may opt out of receiving
any further fundraising communication. However, the APA maintains that the pa-
tient should be asked for consent before the fundraising communication is sent. For
example, a commercial fundraising organization for a health facility could use con-
fidential information about a Governor being a patient at that facility without the
Governor’s consent for use in their fundraising. The APA is particularly concerned
about the need for sensitivity with psychiatric patient’s names. Commercial fund-
raisers should not be allowed to take advantage of patients especially those with
mental illness.

We strongly believe that personal health information should never be shared for
the purposes of marketing or fundraising without the patient’s informed consent and
are disappointed that the rule only permits an ex post facto withdrawal of consent
after the marketing and fundraising damage has occurred. There is an easy solu-
tion, merely require the fundraising endeavors to have a patient consent (opt in) be-
fore the activity occurred rather than the regulation’s authorizing the patient to opt
out of any further fundraising endeavors.

Additional protections consistent with the Supreme Court’s Jaffee v. Redmond de-
cision for mental health and other particularly sensitive medical record information
are essential. Without such additions the protections essential for effective mental
health care will be lost. This is necessary until all medical records enjoy a level of
protection so that no additional protections are needed for psychiatric or other sen-
sitive information. In fact, the U.S. Supreme Court recognized the special status of
mental health information in its 1996 Jaffee v. Redmond decision and ruled that ad-
ditional protections are essential for the effective treatment of mental disorders.

APA believes that the rule allows for the use and disclosure of far too much infor-
mation without the patient’s consent. We also believe that language needs to be
added to clarify that the amendment’s privacy protections cover treatment modali-
ties broader than psychotherapy (and indeed virtually all psychiatric information)
and also cover information that is part of the patient’s medical record. The regula-
tions change the current standard of practice relevant to the psychotherapy docu-
mentation. There is a new requirement for keeping a second set of records, which
most psychiatrists do not now do, and which will result in increased time, difficulty,
and cost associated with record keeping.

We also want all Americans to be free from unreasonable police access to their
most personal medical record information. The Administration’s proposal falls short
in this area. Under these regulations law enforcement agents would simply issue
written demands to doctors, hospitals and insurance companies to obtain patient
records, without needing a judge to review the assertions. We are also very con-
cerned by the separate provision that would allow for the release of medical record
information anytime the police are trying to identify a suspect. This broad exception
would allow computerized medical records to be sifted through by police to seek
matches for blood, DNA or other health traits. In addition, the provision that allows
disclosure on the basis of an administrative subpoena or summons, without inde-
pendent judicial review, is particularly troublesome.
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We believe that the same constitutional protections (a Fourth Amendment prob-
able cause standard including independent judicial review for all requests) should
apply to a person’s medical history as applies to their household possessions.

The business associate provisions of the proposed regulation result in overly broad
physician liability, and the regulations also need to be reconsidered in light of the
need to limit the administrative burden on physicians who practice independently
or in small practices. The rule identifies most health care related entities other than
physicians, providers, health plans, and health data clearinghouses as “business
partners” of physicians, which could only be held to the confidentiality standards
of the regulation through contracts with the covered entities, such as physicians. In
essence this enormous regulatory framework will be achieved largely through the
inappropriate liability placed upon physicians.

A covered entity will have a new duty to mitigate any known harmful effects of
a violation of the rule by a business associates. This duty may, in effect, compel cov-
ered entities to continue to monitor activities of business anyway. It is not clear if
a psychiatrist, for example, could be held accountable for prohibited activity by its
business associate, if the psychiatrist should have known of the prohibition. For
purposes of the rule, actions relating to protected health information of an indi-
vidual undertaken by a business associate are considered to be actions of the cov-
ered entity. Therefore even though covered entities may avoid sanctions for viola-
tions by business associates if they discover the violation and take the required
steps to address the wrongdoing, they may be vulnerable to a negligence action.
APA believes these provisions present the potential for overly broad liability for phy-
sicians who, themselves, are complying with the regulation’s requirements.

It is not unreasonable to expect that some additional burdens will fall on physi-
cians as part of efforts to increase patient privacy. However, the level of administra-
tive burden currently contained in these regulations is not equitably distributed.
Particularly important is expanding the concept of scalability so that the adminis-
trative burden on physicians in solo or small practices will be manageable, taking
into consideration their limited resources and staffing. As I discussed, the regulatory
framework of this regulation relies too heavily on physician liability. If indeed it is
the framework by the Secretary that is enacted through regulation or through con-
g§essional action, we could not support providing individuals with a private right
of action.

The special rules in the specialized government functions are overly broad and do
not provide adequate procedural protections for patients. Except in very narrow cir-
cumstances the consent of the individual should be the rule for the use and disclo-
sure of governmental employees’ medical records information. We also note that in-
telligence agencies and the State Department are not even required to publish a
rule, subject to public comment, defining the scope and circumstances of their access
to medical records. Particularly objectionable are the provisions allowing broad ac-
cess without patient consent for use and disclosure of medical records of Foreign
Service personnel and their families.

The APA believes the estimated costs imposed on small psychiatrist’s offices for
the first year of $3,703 and consecutive years of $2,026 seem unrealistically low.
Psychiatrists will experience significantly higher costs and will have a heavy admin-
istrative burden, such as getting satisfactory assurances from a business associate
through a written contract, keeping psychotherapy notes separate and locked away
from the rest of the psychiatric record, and providing written notice of their privacy
practices to their patients. Similar to small health plans, small physician offices
should be allowed to have 36 months for compliance to spread the cost over a longer
period of time.

A clarification is needed on the privacy official provision. For example, can a psy-
chiatrist who does not have any staff serve as the privacy official? If a privacy offi-
cial makes a mistake will only the privacy official be liable?

In conclusion, we believe the privacy regulations are very much needed but at the
same time believe some provisions are inadequate to protect our patients. Yet, our
gravest concern is that certain parties that were disappointed at how protective
these regulations are of patient privacy will, in support of their own interests, be
arguing for surrendering many of the protections that patients have just gained. In
order to insure that interested stakeholders’ regulatory comments do not diminish
medical record privacy protections we recommend that the Secretary not only re-
ceive all interested stakeholders’ (such as insurers, providers, health care clearing-
houses, and consumer groups) comments, but use his regulatory authority after the
close of the comment period to work with the stakehol