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1.0 Purpose:

The United States Governmeht has identified companies. persons and countries with \Vh9m U.S. corporations
(and.it international sUbsldiaries)~re prohibited from doing business (finalizing a financial transaction). Failure
to comply with this procedure may jeopardize PerkinElmer's privileges to export ~nd result In harsh penalties.

Each site-Is responsible for screening its new customer~ In order to determine whether they are listed on the
DENIED I RESTRICTED PARTIES LIST (DPL). .

2.0 Associated Documents

Export Managerne,:\t System
/

3.0' Responsibility

The Customer Service Department of each PerklnElmer site will be responsible for screening customers to
determine whether the company and its officials are on the Denied Parties List.

,

(

- .
The customer service representative is responsible for checking the names of eaCh customer and the . .
company's officials, against the "Denied Persons· Lists and the Unverified List, furnished and maintained by
the International Trade Compliance Department. ·If a company, supplier,.and I or an 'offlciafs name appears to
be'~ match against a name on any of the MDenlal Persons· Lists, or. if the company. supplier and ifs officials,
are from an'embargoed country they are to deny the order a.nd avoid the transaCtion.

• Attachment A: Screening Instructions

The customer service representative Is also required to screen customers and identify Red Aag~ as they
o-ccur, per the following guidance: " -. .

• Attachment B: Know Your Customer Guidance
• Attachment C: Red Flag Indicators (Thlngs·to Look for In Export Transactions)

ropnetary-Confidenti~1 Treatment Requested
- :;,,;,. .
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Attachment A

Screening Instructions _

http://www.mkdenial.comJ

Go to this site and enter your username and password.

The account numbers (Usemarnes) are as foDows:

3090 Fremont _
3091 Santa Clara
3092 Covina
3093 Miamisburg
3094 Montreal
3095 Salem

and the Password is: perkin

Enter the name of the indMdual or customer here and hit "search"

OR

__ ....dfl".
Browse

Advanced Search

M'!M*MMfi"

'--.
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For,example; Rony Azad is on the Specially Designated Global Terrorists (SDGT) and this Will be shown in the
search results (see below). You will also see any similar finds that have resulted in the software's "fuzzy
search" capability. Check these as well to see if they might be related. .

To determine which list the individual falls under. just hit the °1" button here. ,

(

~ far name an,. wwd mdehalOlU'...tat llI:~AMClIlll8"DIc-2oo4
matches 1- fi out of 6nillllclwa

l!ifIL AZAD, RONY
lis BIN AHAD, RONY AZAD
l!ii% Bn:f AHMAD. ao.,y "%AD
!it3t BIN AWJ), ROHl .AZAD
!in:'AVARONY URREA, paDRO P.
~UUZAD~NAULAVI RAHAMATULLAH

',.. It'W··

. -..: ~...

.~ ,.'

xx
xx
xx
xx
co
xx

." 'tH' ~:..;;. ......

sdlll
.cdal
&dal
Iclat
sdat
lID'

.. : ..

This will display. i!lmong other things, a list of acronyms. Please keep in mind that not all hits are a show
stopper. For example, If Fremont wants to sell to an IndIvidual that has a 'hlf for GJpc" (Japanese Proliferation
Concerns) this will not stop our transaction. However•. jf we had a Japanese SUbsidiary; they would not'ti)e able
to make this transaction. The same Is true for the UK list If a hit does occur, the transaction should be
stopped and the site ITC Advocate should be notified Immediately.
. \ '

The software is capable of retrieVing reports for all ch~ made by each site in addition to a library of
regulatory Information, neWSletters. etc. Periodic bulk screens are perfurmed on a regular basis; however,
documentation of those audits are deleted after thirty (30) days if no hits occur. Periodic .audit reports will be
run to ensure the procedure is being followed.
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Attachment B

Know Your Customer Guidance
http://www.bis.doc.gov/enforcementlknowcust.htm

certain provisions in the Export Administration Regulations (EAR) require an exporter 10 submit an Individual vaftdated ncenso application If the
e)q)orter "knows· that an export that Is othelWlse exempt from the validated Ii<lenslng requirements Is for end-uses Involving nuclear, chemical,
and biological weapons (CB~ or related mlsslJe delJvelY sys18mS, In named desOnations listed in the regulations.

BIS has Issued the following guidance QfI how Individuals 8nd fimfs.shou/d act under this knowledge standard. This guidance does not change
or revise the EAR. •

- 1. Decide whether there are -red flags.U

Take Into account anyabnormal cJrcurnstances in a transaction that Indlc8te that the export may be destined foran inappropriate end­
use, end-user, or des1ln~tion. SUch circumstances are referred to as -red flags.n Il'icluded among examples of red fJags are orders for
items which are inconsistentwith the needs of the purchaser, 11 customer'8 declining inslallaUon and testing when Included In the
sales price or when normally requested. or requests for equipment configurations which are Incompallble With the st&t8dde~on _
(e.g.-12O voJts In a country With a standard of220 volts). Commerce has developed lists of such "red flags- which are not aJl..lhcluslv&
but are Intended to Illustrate the types of circumstances that should cause_reasonable suspicion that a transaction will violate the
EAR.

2. If there are-"ced flags."

If there are no ·red 1Iag5"-1n the information that comes to your firm, you should be able 10 proceed wllJl a transaction In reliance,on
Informatfon you have received. That Is, absent "red flags" (or an-express requInmIent In the EAR). there Is no afllrmative duty upon
exporters to inquire, verify, or olherwl8e "go behind" the customer's representations. However, when "red flags" an;~ Ii1 the
informatloo that comes to your fIm!., you have a duly to check out the suspicious circumstances and Inquire aboUt the end-use, end-
user, or uWmate country of desnnatlon. .

- -
The duly to check out "red flags" Is not confined to the use ofgeneral Dcenses affected by the ~now" or -reason to know" language In
the EAR, Applicants for validaleC:I licenses are required by the EAR to obtain documentalY evidence cor1cemlng the transacllon, and
misrepresentation or concealment of malerlal 18018 is prohibited, both In the licensing process and In all export control doeumeilts.
You can' !'9IyiUpon representations from your customer and repeat them In the documents you file unless -red flags- oblige you to take
vetl6ca60n steps. '. _ /'

3. Do not "if-blind.

Do not cUt off the-tIow of information that comes to your linn In the normal coun.e of business. For example, do not it'lsUuc:t the sares
force to leU potential eustol"l1$rs to refra)n from discussing~ actual 8f)d-use, end-user and ullimate country of desfiiialion lor the ­
producl your firm Is seeking to sen. Do not put on bIfn.d4n that prevent the learning of relevant InfOrmation. Art affIrmallve policy of
steps to avoid -bad-lnforrna6on would not Insulate a company from liabillly, and Itwould usually be considered an aggravating factor
In ail enforcement proceeding. - - _ -

Employees need to knoW how to handle "red flags.· Knowledge possessed by an employee at 8 company can be IJrjpufSd to it fiim SO
as to make It nable for a violation. ThIs makes It Important fur firms to establish clear poUcles and effective compliance p~~ures to
ensure that such knowledge about tranSlilCtions can be evaluated by responsible sanlor offlclals. Fanure lD do so _cOUfdbe regard~ as
a fOrm of self-bllndlng. -

4. Reevaluate aD the In'onnaDan after the Inquiry

The purpose of this Inquiry and reevaJuallOn-Is to detennine whelher the "red flags- cari be explained or justified.-If they can, you may
proOlied with the 1rahaactlon. If the "red flags- cannot be 8)(j)Iained orJusUfled and you proceed, you run the risk of having had
-knowledge- that would make your action a violation of the EAR. -

/
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5. Refrain frOm the transaction. dtSciose the I~formatlon to BIS and walt.
[See how to report a possible yioIation1

If you contlnueto have reason for concern after your Inquiry, then you should efther refrain from the tnmsactlon or submit aD 1he
. relevant Infonnatlon to BIS in the form ofan ~p6catIon for a vaUdated Jicenae or In such other form as BIS may speclfy,

.Industly has an Important role to play In preventing exports and reexports contrary 10 the national security and foreign policy lntecests of the
United States. BIS wiD continue to work In partnership with IndUStry to ma!<e~ front Dne of defense effective, while mInImJzJng the regulatory
burden on exporters. If you have any qpesllon about whether you haVe encountered B -red flag,' you may contact BlS's OIfic8 of Export
Enforcement or use this fprm to submit a confidential Up.
[p1~e note that use of the form will nQt generate any retum e- man to you so that the informaUon you submit.will remain oonliden6al.}

.'

Proprietary-Confidential Treatment Requested . PKI000039
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Attachment C

Red Flag Indicators
http://www.bis.doc.gov/enforcementlredflags.htm

Things to Look for in Export transactions
, Use this as a check list to discover possible violations·of the Export Admlnlstratlon Regulations. You may also-wish to visit our page that

provides "Know Your Customer Guldance-.
, .

• The customer or Its address is slmilar.to one of the parties foUnd on the Commerce Department's [a1S's] JIst of denied
, persons. '. " '.....

• The customer or purchasing agent is reluelant to offer Information about the end-use of the Item:
• The product's capabilities do not fit the buyer's One of business, such as an order for sophisticated computers for a small

bakery.

• The item ordered Is incompatible wfth the technical level of the country to which It Is being shipped, such as semiconductor
manufacturing equipment being shipped to a country that has no electronics Industry.

• The customer Is willing to pay cash for a very expenslve Item When the terms ofsale woufd normaDycaU for tInanclng.

• The customer has OUle or no business bacJcground.

• The customer Is unfamnlar with the product's performance characteristics but stiR wants the product.

• RoutIne InstaJIatlon, training, or maintenance services are declined by the customer.

• Derwery dates are vague, or deliveries are planned for out of the way des.tinatlons.

• - A freight forwarding firm Is listed as the prodUet'8 final destination.

•

•

•

The shipping route is abnonnal for the product and'destlnatlon.

Packaging Is Inconslstent with the stated method of shipment or destination.
\ ,

When questioned, the buyer Is evasive and especfally unclear about whether thepur~ P.rQduct Is for domestfa.~&, for
8xpol't, or for reexport. . . ,',: ' •

If YQU haw reason to 'belleve a violation Is taking place or has occurred, you may report It to the Department of Commm by cal0ng Its
24 hour hot One number: 1 (BOO) 424-2980. Or; Ifyou_prefer, please use our fQrm to submit a confidential Up. . ..'
'( . '.

,)
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