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CREATING THE DEPARTMENT OF HOMELAND
SECURITY: CONSIDERATION OF THE ADMIN-
ISTRATION’S PROPOSAL

TUESDAY, JUNE 25, 2002

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ENERGY AND COMMERCE,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
Washington, DC.

The subcommittee met, pursuant to notice, at 9:10 a.m., in room
2123, Rayburn House Office Building, Hon. James C. Greenwood
(chairman) presiding.

Members present: Representatives Greenwood, Stearns, Gillmor,
Burr, Whitfield, Bass, Fletcher, Tauzin (ex officio), Deutsch, Stu-
pak, Strickland, and DeGette.

Also present: Representatives Deal, Cubin, Waxman, Markey,
Sawyer, Capps, and Harman.

Staff present: Tom DiLenge, majority counsel; Amit Sachdev, ma-
jority counsel; Ray Shepherd, majority counsel; Nandan
Kenkeremath, majority counsel; Edith Holleman, minority counsel,
and Chris Knauer, minority investigator.

Mr. GREENWOOD. The subcommittee will come to order. The
Chair would announce before the commencement of opening state-
ments that, pursuant to the rules, the chairman of the sub-
committee and the ranking member and the chairman of the full
committee and the ranking member of the full committee will be
accorded 5 minutes for opening statements; other members of the
subcommittee shall be accorded 3 minutes apiece.

We welcome the participation of other members of the full com-
mittee who are not members of the subcommittee, and should they
arrive and wish to make opening statements, we will grant them
time—yield them time, the amount of time being dependent upon
how many of them there are.

And the Chair welcomes Governor Ridge, my friend—good to
have you with us—and yields himself 5 minutes for the purpose of
an opening statement.

Good morning. Today the subcommittee will hold the first day of
a multipart hearing to examine how the Bush Administration’s pro-
posal to establish a Department of Homeland Security will affect
the agencies and the operations over which this committee now ex-
ercises principal jurisdiction. Our first witness is the current Direc-
tor of the Office of Homeland Security and our former colleague,
Governor Tom Ridge, who is appearing today in his capacity as the
chief of the transition team for this new department.

o))
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The President could have made no finer choice in responding to
the disaster of September 11 than by appointing Tom Ridge to be
Director of the Office of Homeland Security. The challenge before
him is daunting, but those of us who know Tom also know that he
has always heeded his country’s call.

In 1968, while still in law school, Tom Ridge was drafted into the
U.S. Army. He fought in Vietnam as an infantry sergeant and was
awarded the Bronze Star. He was the first enlisted Vietnam vet-
eran elected to Congress.

Now he has been enlisted in a new struggle. True to form, he has
labored tirelessly since last September to help improve the security
of our homeland and our fellow citizens.

The President’s proposal is a bold one. It envisions a department
whose mission includes border and transportation security; emer-
gency preparedness and response; chemical, biological, radiological,
and nuclear countermeasures; information analysis and infrastruc-
ture protection. If approved as now proposed, only the Department
of Defense and the Department of Veterans’ Affairs would have
more employees than the almost-170,000 workers proposed for the
Department of Homeland Defense.

Few would dispute the need for consolidation and coordination of
the nearly 100 agencies that now share responsibility for these crit-
ical tasks. This subcommittee’s oversight over the past 2 years also
has demonstrated the need for a single agency to take charge of the
responsibility to enhance the protection of our Nation’s critical in-
frastructure and key terrorist targets, both in the public and pri-
vate sector. The latter includes several industry sectors over which
this committee has principal jurisdiction, including the electricity
and telecommunications grids and our Nation’s drinking water sys-
tems.

As our hearing last April demonstrated, precious little has been
done since 1997 when a Presidential blue ribbon panel urged the
establishment of a robust public-private partnership to identify
critical assets, assess their interdependencies and vulnerabilities,
and take steps to mitigate our risks.

Moreover, this subcommittee’s oversight with respect to Federal
counterterrorism R&D programs has raised many of the same con-
cerns. As the General Accounting Office reported to this sub-
committee last September, just prior to the anthrax attacks on this
city, our Federal bioterrorism research programs, scattered
throughout a dozen or more agencies, are poorly coordinated and
lack a clear sense of priority and focus. The same is true for the
myriad of Federal programs aimed at improving the preparedness
of Federal, State and local governments and emergency response
providers to deal with major disasters, terrorist attacks and other
public health emergencies. In fact, there were so many such pro-
grams within the Department of Health and Human Services itself
that in the bioterrorism bill this committee recently shepherded
through the Congress, we created a new Assistant Secretary at
HHS just to coordinate all these emergency preparedness and re-
sponse functions.

And this is just one department. Can there be any doubt why
every serious study of this issue has ended in a call for some form
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of centralization, or focal point of coordination in the executive
branch? The President’s proposal moves us firmly in that direction.

The focus of today’s hearing is on the critical aspect of emergency
preparedness and response and how the President proposes to im-
prove our national efforts in this area. We cannot move too soon.
Yesterday, for example, CNN reported on the new threats being
made by a spokesman for al Qaeda who, in a sickening and warped
reference to September 11, told Americans they should, quote, fas-
ten their safety belts and then spoke of the death of up to 4 million
Americans including 1 million children through the use of chemical
and biological weapons.

Although Governor Ridge will testify today on all aspects of the
President’s proposal, the remainder of our panels and witnesses
will focus on the emergency preparedness and response issue,
namely Title V of the administration’s proposal. With respect to
those functions or programs that are proposed for transfer from
any agency to the new department, two questions seem in order:
First, how do these programs operate currently; and second, what
are the potential advantages or disadvantages to the proposed
transfer?

In our case, while the President’s bill is a useful blueprint, many
important questions remain to be resolved. For example, what is
the scope of the new secretary’s authority over HHS’s public health
preparedness programs and how might it alter the current focus on
important dual-use programs? Why are some of the agencies’ pre-
paredness and response programs transferred completely, others
transferred partially and others left unchanged in their respective
departments? And for those assets or functions not fully trans-
ferred to the new Secretary, but under his authority, how does the
administration plan to ensure a workable model with one Secretary
directing the assets or programs of another?

As I said at the outset, the task before the President, the Con-
gress and today’s chief witness is daunting, but whatever the chal-
lenge, we must meet it. In the midst of the battle of Bunker Hill,
Abigail Adams wrote these words to her husband in Philadelphia:

“Dearest friend, the day, perhaps the decisive day, has come on
which the fate of America depends. Now the fate of America rests
with us, and of one thing I am certain. Unless a spirit of coopera-
tion and trust informs all of our efforts, we are unlikely to succeed.
And to be successful, we have a duty to speak plainly to the Amer-
ican people about the clear and present dangers that lead us to this
enormous investment in this massive undertaking.”

Again, I want to thank Governor Ridge and all of our witnesses
for agreeing to appear before us today, many on short notice.

I will recognize the ranking member, the gentleman from Flor-
ida, Mr. Deutsch, for an opening statement.

Mr. DEUTSCH. Thank you, Mr. Chairman. And thank you, Gov-
ernor Ridge.

This is an issue where I think it is accurately described that
there is no light between any of us in the Congress, the 435 Mem-
bers of the House and the 100 Members of the Senate. And I think
that we stand completely with the President on the creation of this
department, which is an integral part of the war on terrorism.
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I think if we have learned anything post-September 11, it is re-
minding us that the most fundamental thing we can do as a gov-
ernment and as elected officials is the security of our constituents.
And, in fact, I think we understand that unfortunately, prior to
September 11, we were not looking at it quite the way we should.
And specifically, I think, we acknowledge at this point that terror-
ists’ or terrorist states’ particularly weapons of mass destruction
are an existential threat to the United States and to our people.

And, Governor Ridge, I have read your comments and I would
completely agree with basically all of them, but one I want to focus
on which I think is the—in a sense, the essence for the creation
of the department is that, at the present time, there really is no
one who 1s responsible or no agency that is responsible, but—you
are in your position, but no agency that is responsible for homeland
security.

And my experience in life—and I think for most of us if we think
about our experience in life—is, something never gets done cor-
rectly unless someone is responsible and in charge. And I think
that is the essence of, the purpose of this agency where I think the
goal, the need, is absolutely imperative.

I also think the facts of, again, what you have put together and
what others have put together at this point specifically show the
sort of ad hoc dispersed nature of some of these responsibilities. I
think as we move forward—and I think this is one of these issues
where we really are working hand-in-hand—in a very bipartisan
tradition in this committee, although we have many disagreements,
we have many agreements as well.

We will disagree, as we did last week on prescription drugs, but
on this, I think there are no disagreements. And I think what we
are really looking for is working with you, working with each other,
just really trying to make it as good as possible.

And I think we are at the level of details. I don’t think that this
is a case where the devil is in the details. I really don’t. I think
it is the details of working with you to really try to structure a de-
partment that will maximize the imperative that we are successful.

One of the analogies that I have used in talking about post-Sep-
tember 11 and I would add to this creation of this department, I
think there are several World War II analogies—two, really, I
think, at least for me, and when I have spoken about this, they
have been very on point.

One is clearly, obviously, Pearl Harbor where the United States
wasn’t prepared; and if we look historically, the Japanese might
have seen it as a short-term victory. But I think historically, obvi-
ously it was an incredible disaster for them. Had the United States
entered the war in the Pacific, which is unclear whether we would
not have—would have, and I think it was overdetermined once we
entered the war that we would be successful.

The other analogy is the Manhattan Project. And when it was
started it was not overdetermined that we would be successful in
that effort. But if we were not successful, obviously history would
be a lot different.

Governor, I speak to you, and I know your commitment is total
on this; and I speak to ourselves about this, that I think that just
as we had no choice but to be successful with the Manhattan



5

Project, we have no choice but to be successful with what we are
doing to prevent weapons of mass destruction attacking the United
States. And I believe the creation of this department is a critical
component of that.

So I look forward to working with you and with my colleagues
on both sides of the aisle over the next, really, hopefully, just sev-
eral months. I think setting the date of September 11 to try to get
it resolved by is doable. As you well know as a former Member, we
can always argue about things. We will have enough things to
argue about between now and January 20 if we want to. Hopefully,
we won’t.

Hopefully, we will put deadlines on ourselves and force us with
the minutia of details, with the minutia of jurisdiction. Hopefully,
we will get over that and understand that we are all working to-
gether for one goal.

So I yield back the balance of my time.

Mr. GREENWOOD. The Chair thanks the gentleman and yields 5
minutes for an opening to the chairman of the full committee, the
gentleman, Mr. Tauzin.

Chairman TAUZIN. Thank you, Chairman Greenwood, and I am
pleased to join you in welcoming Governor Ridge to testify on Presi-
dent Bush’s historic proposal for the creation of the new Cabinet-
level Department of Homeland Security.

Governor Ridge, I think you and we, too, understand that we are
going to play some important roles here. But the truth is that bu-
reaucrats and legislators and even Cabinet-level officials really
play a second-place role when it comes to defending the country in
this very important time. It is the men and women of the military,
the National Guard or the fire and emergency response teams and
the incredible heart and courage of the people of America who are
on the front line, the eyes and ears of our country, the first re-
sponders who really have this task at hand; and our job is to help
arm them and properly coordinate them.

And I, first of all, want to thank you because the other side of
that coin is that we have learned since September 11 that there
can be a lot of finger-pointing in this country when things go
wrong, and there can be a lot of people trying to put the blame on
someone else for not sharing information or coordinating properly.

You, however, left your job as Governor of the great State of
Pennsyvania at the summoning of our President, and you decided
to be the person where the buck stops in coordinating and making
sure this awful finger-pointing exercise doesn’t happen again. And
this is the next, obviously, important step in that process, to make
sure there is someone at a Cabinet level for whom the final respon-
sibility rests in coordination.

That is an awesome responsibility, sir, and I commend you for
taking it on in this temporary position. And frankly, I would hope
that the President has the good sense, when we are through with
this work, to continue you in a permanent position if you are will-
ing to undertake it.

I wanted to talk briefly with you this morning about some of our
roles in connection with your role in the establishment of this new
department. First, our committee has jurisdiction, and we will con-
tinue to have jurisdiction, obviously, over many of the programs
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that the Department of Energy and the national labs, the Depart-
ment of Health and Human Services, all of which serve vital roles
in preparing and responding to chemical, biological, radiological
and nuclear attacks. All areas where—if this spokesman for al
Qaeda is real and his statements are believable, all areas of vulner-
ability these people hope to exploit in these programs, such as the
nuclear emergency support teams that identify and respond to radi-
ological and nuclear threats as well as public health programs;
such as the strategic national stockpile of drugs and vaccines that
must be stocked and rapidly deployed, this new department will
now play an important role.

Title V of the President’s proposal contains a plan for consoli-
dating and coordinating these functions. Well, obviously we have to
help you make sure that that is done properly. It is a critical func-
tion as we face new threats.

Second, our committee has jurisdiction and will continue to have
jurisdiction over research and development programs for chemical,
biological, radiological and nuclear countermeasures. Programs
that the Health and Human Services Department, DOE and na-
tional labs in which the country’s top scientists are currently work-
ing on new methods for detecting and detecting terrorist attacks.
For example, there are improved sensors to detect radiological de-
vices, new scanners to screen luggage and cargo, new technologies
to detect and neutralize biological hazards.

Title III of the President’s plan would transfer many of these
programs, and it is important, I think, as we handle this transfer,
to see what we can do about somehow coordinating the very diverse
efforts that are going on in as many as four different labs on the
same subject, and to make sure we get the best in new, innovative
technologies out there to protect our borders and to make travel in
this country as safe as we can make it.

And a third of the department’s jurisdiction will continue to have
jurisdiction over the regulation of many of the Nation’s most crit-
ical infrastructure and assets, including both publicly and privately
owned assets in telecommunications and energy and safe food and
drinking water, as well as many manufacturing facilities in the
country that could be targets.

Governor Ridge, I want to thank you for something else: for
being accessible to this committee without subpoena, voluntarily
meeting with us, counseling with us, as we went through the proc-
ess post-9/11 of examining all the agencies under our jurisdiction
and all these critical assets, and where the vulnerabilities might be
and what we might do to encourage the agency heads to begin de-
veloping protection and countermeasures to make sure these assets
are protected.

The key is to recognize that most of the critical, important infra-
structures are privately owned, privately operated. And the only
way to succeed is going to be creating the strong public-private
partnerships for national security. It doesn’t create new regulatory
regimes in this country, new bureaucracies that are going to make
the economy worse off, but literally relies upon the strength of
those private-sector-owned and -operated entities to work with us
in a partnership to make sure they are protected properly.
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We want to point out one more thing, and I will be asking you
a couple of questions about it. In the meetings we had post-9/11,
we were shocked to find out how many of the vulnerability assess-
ments that exist in this country, how many of the detailed plans
and drawings and important critical assets in this country are on
the Internet, were available under the Freedom of Information for
anybody to obtain. And this committee is vitally concerned, as we
create this new department, that there are some common stand-
ards for vulnerability assessments and there are some real strong
amendments, the Freedom of Information Act and other acts that
would unfortunately allow some of this critical information to be
available to people who might use it as a road map for terror in
the future.

We have to cut a delicate balance here because we are a free so-
ciety, and we want people to know what our Government is doing;
but there is a line we have to draw when it comes to providing free
to anybody who wants it a road map of how to get into a nuclear
plant or how to find a critical telecommunications infrastructure,
and doing something with it.

Finally, Governor Ridge, we just passed the Bioterrorism Act.
This committee was primarily responsible for its development, as
you know. There are some conflicts now in the new proposals. We
are really beginning to assess, to coordinate the act we just passed
with the new proposal the President just made. We are going to
need your help in doing that. We don’t want to leave some of the
good work we did on bioterrorism undone because we are now
changing the structure of things.

Finally, I want to thank the chairman for also calling today Dep-
uty Secretary Claude Allen and General Gordon, who are also
going to assist us in this inquiry.

Let me say, Mr. Chairman, yesterday I spent some time with
Leader Armey, and I want to inform the committee and the Gov-
ernor that we are sticking firmly to the July 12 timetable. We are
going to get this work done quickly. And we in the House are going
to finish the work on this critical national proposal, and we are
goinghto do it well; and I am going to thank you for helping us do
it right.

[The prepared statement of Hon. W.J. “Billy” Tauzin follows:]

PREPARED STATEMENT OF W.J. “BILLY” TAUZIN, CHAIRMAN, COMMITTEE ON ENERGY
AND COMMERCE

Thank you Chairman Greenwood, I am pleased to join you today in welcoming
Governor Tom Ridge to testify on behalf of President Bush’s historic proposal for
the creation of a new Cabinet-level Department of Homeland Security.

Governor Ridge, let me thank you for the job that you have been doing—tirelessly
and without complaint—to defend our borders and keep the citizens of this great
country safe and secure, in our cities, our communities, and our homes. After the
terrorist attacks last fall, President Bush asked you to accept perhaps the single
most important, and certainly the most difficult, job in the Nation. And you have
risen to the challenge.

We in the Congress appreciate the job you are doing, and we will continue to do
our part for this cause—a cause that requires us to make absolutely sure that the
men and women who are fighting this war against terrorism on our behalf, includ-
ing our military, our Reservists, the National Guard, and Federal, State, and local
law enforcement personnel, have the tools, the resources, and the support they need
to keep us safe from the harm our enemies seek to bring to our shores.

With regard to the President’s proposal, I support creating a Cabinet-level depart-
ment—one that will not only pick up the role of homeland security coordinator, but
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a new Department with an empowered Secretary who has the authority and re-
sources needed to protect our country from the threats of terrorism.

The Committee on Energy and Commerce has an important responsibility to as-
sist the Administration with this proposal. First, we have jurisdiction—and will con-
tinue to have jurisdiction—over many of the programs at the Department of Energy
(DOE), the National Labs, and the Department of Health and Human Services
(HHS) that serve vital roles in preparing for and responding to chemical, biological,
radiological and nuclear attacks. These include energy programs such as the nuclear
emergency support teams that identify and respond to radiological and nuclear
threats, as well as public health programs, such as the Strategic National Stockpile
of drugs and vaccines that must be stocked and rapidly deployed in the event of a
chemical or biological attack. Title 5 of the President’s proposal contains a plan for
consolidating and coordinating these functions in the new Department of Homeland
Security. We must ensure that this is done properly and that these programs are
integrated in a manner that allows them to respond promptly in the event of a fu-
ture attack.

Second, this Committee has jurisdiction—and will continue to have jurisdiction—
over research and development programs for chemical, biological, radiological and
nuclear countermeasures. These are programs at HHS, DOE and the National Labs
in which our country’s top scientists are working to develop new methods for detect-
ing and preventing terrorists attacks—such as improved sensors to detect radio-
logical devices, new scanners to screen luggage and cargo, and new technologies to
detect and neutralize biological hazards. Title 3 of the President’s proposal contains
a plan for transferring many of these programs to the new Department. It is impor-
tant for us to remember that new and improved technologies and American inge-
nuity and innovation are among the greatest advantages we have in fighting ter-
rorism, second only to the heart and conviction of the people of this country.

Third, this Committee has jurisdiction—and will continue to have jurisdiction—
over the regulation of many of our Nation’s most critical infrastructures and assets,
including both publicly and privately owned assets that are integral to the delivery
of telecommunications and information technology services, the production and dis-
tribution of energy, and the delivery of safe food and drinking water, as well as
manufacturing facilities that may be targets of potential terrorist actions. Title 2 of
the President’s proposal would add to the mission of the new Department the re-
sponsibility to analyze vulnerabilities and improve protection for these critical as-
sets and infrastructures. The key to our success in this area is to recognize that
many of the most important critical infrastructures are privately owned and oper-
ated, and the only way to succeed in assuring their protection is through a strong
and effective public-private partnership for national security.

After the September 11th attacks, I and other senior Members of this Committee
on a bipartisan basis met with high-ranking private sector officials to encourage
them to work together in a public-private partnership to ensure that our critical in-
frastructures are adequately protected against potential terrorist attacks. Not only
must potential targets of terrorism be adequately protected, but we also must en-
sure that sensitive information about these assets, such as vulnerability assess-
ments, are never allowed to be used as roadmaps for terrorist action. I believe that
the new Department should develop a comprehensive framework across the critical
infrastructure sectors, including common standards for vulnerability assessments,
and that we in Congress must provide additional legal protections to protect such
sensitive information from improper public disclosure.

Finally, it is worth noting that, just this month, the President signed a sweeping
$4.6 billion dollar bioterrorism preparedness bill into law, which was shepherded
through Congress by Members of this Committee on a bipartisan basis. Many of the
issues that we dealt with in crafting that new law, and many of the proposals to
combat bioterrorism, will need to be evaluated in the context of the new Department
of Homeland Security. Sorting out roles and responsibilities for the new Department
and the other Federal agencies already tasked with many of these functions will be
a significant challenge that we must complete quickly.

I commend the President for his proposal. It reflects a sound framework to get
this job done, and I believe credit is due not only to the President for taking this
bold step, but also to those, such as former Senators Warren Rudman and Gary
Hart, who have for sometime recognized this need and whose foresight and ideas
are undoubtedly reflected here.

Again, I want to thank Governor Ridge, and each of our other witnesses, including
Deputy Secretary Claude Allen from the Department of Health and Human Serv-
ices, and General John Gordon, Administrator of the National Nuclear Security Ad-
ministration at the Department of Energy, for coming here today. I look forward to
today’s testimony and to working with the Administration and my colleagues on
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both sides of the aisle to craft legislation that creates a Cabinet-level Department
of Homeland Security worthy of the people who work tirelessly everyday to protect
us. Mr. Chairman, I yield back the balance of my time.

Mr. GREENWOOD. The Chair thanks the chairman of the com-
mittee, and recognizes the gentleman from Michigan, Mr. Stupak,
for 3 minutes for an opening statement.

Mr. StupAK. Thank you Mr. Chairman. I look forward to today’s
hearing and welcome Governor Ridge.

We have spent a lot of time since September 11, and I am sure
we will do more in the future. Let me say right away that I accept
the principle that homeland security is so important that it de-
mands a Cabinet-level position. In fact, as one of the early cospon-
sors of some of the proposals put forth by the Democratic Caucus,
it is not whether what caucus put it forward, but the idea and the
principle that we do need a Cabinet-level position for homeland se-
curity.

As such, the Secretary serving as the head of this department
should have the information, the authority and resources to carry
out the task of protecting our citizens and our domestic resources
and infrastructure.

That said, however, I believe that Members of Congress of both
parties want to see a homeland security proposal from the adminis-
tration that is more than just a mere shuffling of the chairs at the
table. If the chain of command for organizations like the Coast
Guard and FEMA, the Federal Emergency Management Agency,
are reorganized, we want to be able to ask about the missions and
the staffing and the cost of the change.

If information-gathering is reorganized—if information-gathering
is reorganized, we want to know what intelligence will be collected,
how it will be distributed and whether the net change puts infor-
mation in fewer hands or more hands, and whether it speeds dis-
tribution of intelligence, or does it encumber it?

Reorganization will come, and the public needs to stay involved;
and it needs to make the President, the Republican leadership in
the House and the Democratic leadership in the Senate aware of
its concerns. And with the chairman putting forth that July 12
deadline, it is even more important that those concerns are ex-
pressed immediately. Whether reorganization winds up being mere-
ly changed for the sake of change or a real improvement in protec-
tion of our Nation will depend on the questions that are asked, the
debates that are held and the attention paid to the details of the
President’s proposal.

Again, welcome, Governor Ridge; and I look forward to hearing
from you and other witnesses today.

And, Mr. Chairman, with that, I will yield back the balance of
my time.

Mr. GREENWOOD. The Chair thanks the gentleman and recog-
nizes the gentleman from Kentucky, Mr. Whitfield, for 3 minutes
for an opening statement.

Mr. WHITFIELD. Thank you, Mr. Chairman.

And, Governor Ridge, we welcome you to the committee today
and look forward to your testimony on what President Bush has
described as the biggest restructuring of the Federal Government
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in 40 years. We also look forward to the testimony of the witnesses
on the other three panels.

I think all of us understand and recognize that this is a complex
piece of legislation, and it will be interesting to determine exactly
how the new Department of Homeland Security will interact with
the existing agencies in working out the areas of responsibility, and
who has direct authority.

So I am looking forward to the testimony today as we embark on
this very important legislation, and thank you for being here.

Mr. GREENWOOD. Chair thanks the gentleman, and the Chair
notes the presence of the two gentleladies from California who are
members of the full committee, but not members of the sub-
committee. We welcome your participation.

The Chair recognizes the presence of the gentleman from Cali-
fornia. The Chair will grant each of you 3 minutes for an opening
statement, beginning with Mrs. Capps.

Mrs. CAPPS. Thank you, Mr. Chairman, and I thank you for hold-
ing this hearing.

And welcome and thank you, Governor Ridge, for yet again com-
ing before us with information and insight into what is happening
to this restructuring effort.

I don’t have formal remarks; I am very eager to get into the con-
versation. I came to Congress after putting in a couple decades’
work in public health in my community. I am very eager to hear
how this legislation, which I helped craft—the bioterrorism pre-
paredness bill—to ensure those resources get in the hands of the
first responders.

Each time I go back to my district, the safety and health people
there are wondering and asking about this. And I am very con-
cerned that we do this with all haste. While this restructuring is
very preoccupying, and I can understand that, we can’t forget that
our mission really is in the local communities, because that is
where this battle needs to be waged.

So I will be yielding back my time and looking forward to the
hearing. Thank you very much.

Mr. GREENWOOD. The Chair thanks the gentlelady and yields 3
minutes to the other gentlelady from California, Ms. Harman.

Ms. HARMAN. Thank you, Mr. Chairman. I also would like to
thank the chairman of the full committee for personally inviting
me to participate.

Good morning, Governor Ridge. I would hope that once we set up
this Department of Homeland Security, you would not have to
spend the entire summer testifying before Congress ever again.

I think this concept is very important. As you know, many pieces
of it were borrowed from legislation some of us introduced on a bi-
partisan basis up here. You have put them in a different order, but
I am proud to support your proposal and am one of the original co-
sponsors of the Armey bill that was introduced yesterday.

I think that we, up here, can contribute a few refinements that
would help the legislation be more successful. And I just want to
address one area right this minute in my remaining few seconds,
which is public-private partnerships.

You were nice enough to participate last week in a really spectac-
ular meeting that 12 members cohosted on a bipartisan basis called
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Technology and Terrorism. We had 120 CEOs up here, and they
were talking about their frustration with connecting their tech-
nologies into our homeland security effort.

The mechanism for doing this needs to be refined in this new de-
partment. H.R. 4629, introduced by Congressman Tom Davis, has
some very good ideas in it, but I would hope, as we proceed, that
we do refine this procurement process.

Second, I said public-private partnerships. On the partnership
point, the government at the Federal, State and local levels must
work more closely with private entities to ensure homeland secu-
rity. The Government is responsible for providing security for citi-
zens, but the private sector shares the responsibility to protect
against attack or disruption, and it controls many of the assets
needed to do so.

When we have questions, I will ask you more about this, but let
us as a committee, especially one focused on commerce, lend our
expertise, working with your office to make the public-private part-
nership piece of this legislation more effective.

I yield back the balance of my time.

Mr. GREENWOOD. Chair thanks the gentlelady and recognizes 3
minutes for purposes of an opening statement to the gentleman
from Florida, Mr. Stearns.

Mr. STEARNS. Good morning and thank you, Mr. Chairman.

Governor Ridge, you are going to have a lot of patience in life.
Governor of Pennsylvania might look pretty good to you after this
process. They think you are doing a great job, and we are here to
support you in any way we can and we’re just glad, as a U.S. cit-
izen, you're willing to tackle this.

Most of my speech, Mr. Chairman, I will make part of the record
by unanimous consent.

Mr. GREENWOOD. Without objection.

Mr. STEARNS. I think it’s already been pointed out, not since—
the creation of such an enormous department, like this, encom-
passing a vast organization of Government resources has not been
attempted since the National Security Act of 1947.

I think one of the concerns some of us have, Governor Ridge, is
that while we take all this organization and move all these depart-
ments together, what about the intelligence failures and what are
we doing to streamline within a department—if you just take all
these departments and put them together and do nothing to change
the individual departments and streamline them and give them
more high tech equipment and make sure that these departments
are talking to each other—you know, that would be the question:
Is the President’s proposal adequate in that respect?

Two FBI units, a national domestic preparedness office and the
National Infrastructure Protection Center would be transferred to
the department under the President’s plan. What about reform or
transformation of the FBI, the CIA, related to counterterrorism?
You know, in light of what we learn and see in time and U.S. News
report, there has got to be something done there, and I think it
would be a false assumption for Americans to think just making
this new Homeland Security is going to solve all the problems.

We on the Energy and Commerce Committee are very concerned
about some of our jurisdiction and how that is going to work, be-
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cause once we have a department getting its funds through you,
yet the department remains in one agency, how is that going to
work?

So you have a daunting task ahead of you, and I want to com-
mend you. And I assume you are part of the wellness preparedness
program the President has in running every day and making sure
you are not stressed out here. Godspeed to you and thank you for
testifying.

Mr. GREENWOOD. The Chair thanks the gentleman, and the
Chair recognizes for 3 minutes the gentleman from California, Mr.
Waxman.

Mr. WAXMAN. Thank you very much, Mr. Chairman. And wel-
come, Governor Ridge, to this hearing. I am very glad to have this
opportunity to further examine the Bush Administration’s proposal
for the Department of Homeland Security.

The proposal raises many questions of importance to this com-
mittee as well as other committees. I am very concerned about the
proposed transfer of important public health functions of the De-
partment of Health and Human Services. I believe that the trans-
fer of these functions may undermine the rebuilding of core public
health capacities that is now under way. If our public health sys-
tem is structured and viewed exclusively through the lens of fight-
ing terrorism, it may seriously weaken our ability to respond to
other threats to the health of the American people.

It appears that several HHS offices are to be transferred. These
include Office of Emergency Preparedness, the National Disaster
Medical System and the Metropolitan Medical Response System.
With these offices may go significant authority to oversee our Na-
tion’s response to public health emergencies.

Such a transfer may also shift to the Department of Homeland
Security the power to make bioterrorism and emergency prepared-
ness grants to State and local public health systems. These grants
were the cornerstone of the recently enacted Public Health Security
and Bioterrorism Response Act. Their purpose was not only to fund
specific preparations for bioterrorism. Just as critically, the grants
were intended to turn around decades of neglect of our Nation’s
public health infrastructure.

It is beyond argument that our public health system is in dis-
repair, and we cannot protect our citizens from bioterrorist attacks
if our public health system is not working. Detecting and respond-
ing to a bioterrorist attack is just like detecting and responding to
other emerging epidemics. It requires fully functioning and coordi-
nated public health systems at the local, State and Federal levels.

For this reason, the bioterrorism bill directed HHS to coordinate
the repair of Federal, State and local public health systems as part
of bioterrorism and emergency preparedness. The expertise to es-
tablish priorities and coordinate this effort lies with the public
health experts and scientists at HHS and CDC. If priority-setting,
coordination and/or grant-making functions are transferred to a
new department, focused on terrorism, I am very concerned that
the necessary rebuilding and upgrading of our public health re-
sponse system will take a back seat.
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If we attempt to protect ourselves against terrorist attacks at the
expense of our Nation’s public health system, we may find that we
have undermined rather than enhanced our Nation’s true security.

And I thank you for this opportunity for an opening statement,
and I look forward to working with you, Governor Ridge, on this
very important issue.

Mr. GREENWOOD. The Chair thanks the gentleman.

[Additional statements submitted for the record follow:]

PREPARED STATEMENT OF HON. TED STRICKLAND, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF OHIO

Let me start by thanking Chairman Greenwood and Ranking Member Deutsch for
holding this hearing today. All Americans are aware of the need to rethink how we
defend our country, and so I thank Governor Ridge, as well as the witnesses who
will follow him, for being here to answer our questions about the president’s pro-
posed Department of Homeland Security. I am pleased that the Administration has
attempted to put together all the ideas for increased domestic security that have
been raised during the past eight months, many of which have been discussed in
hearings like this. Now Congress must fulfill its role to balance the power of the
Executive Branch and question the president’s proposal. It’s our responsibility on
this panel today to ask questions of our witnesses that will allow us to flesh out
the skeletal suggestion put forth by the president as well as to create a new depart-
ment that will best serve the constituents whom we represent here in Washington.

When we talk about protecting America, we should be thinking in terms of what’s
proactive and preventative instead of only what’s reactive and responsive. While we
all understand the need to formulate “countermeasures” and to devise plans for
“emergency preparedness and response,” I am concerned that the president’s pro-
posal may not give the secretary of the new department enough authority to prevent
disaster. We have learned from the news media in recent weeks that we might have
averted the terrorist attacks on September 11th if our federal agencies had been
configured differently or had communicated with each other more effectively. In
other words, we might have been able to prevent disaster.

In my view, we have two main strategies at our disposal: we can deter future at-
tacks with our brawn, or we can halt them with our brain—with our intelligence
capabilities. We can spend hundreds of millions of dollars on star wars, or we can
spend a couple hundred dollars on language courses so that we have linguists who
can translate the mountains of raw intelligence data that we collect but never ana-
lyze. But, even if all the data are analyzed and packaged in a form that is present-
able to the secretary of the new department, what assurances do we have that one
intelligence gathering agency, be it the CIA, the NSA, or the FBI with its new pow-
ers, would share its reports with the others? Will the new secretary have any au-
thority to ensure that information is shared and that our intelligence operations are
working together to prevent disaster? These questions are among many that we will
be seeking answers to in the coming weeks.

In particular, last Fall I wrote to Secretary Abraham to express my concern for
the safeguarding of our federal nuclear facilities and the nuclear materials stored
at these sites. Substantial quantities of nuclear materials, including highly enriched
uranium and plutonium, are stored in chemically and physically unstable forms
across the Department of Energy complex. Some of these nuclear materials are
stored in outdated containers that often sit in deteriorated facilities or even outside,
exposed to the elements. In either case these storage facilities were not built with
the intention of protecting nuclear materials from terrorist attacks. At the DOE fa-
cility in Piketon, Ohio, for example, the majority of the 16,000 depleted uranium
hexafluoride canisters stored onsite are out in the open.

I think it is tremendously important that we have an understanding of how the
Department of Homeland Security will protect America and its citizens from acts
of malice against the physical structures and containers holding special nuclear ma-
terials, by-products, and source materials, especially in those cases where the phys-
ical structures may be vulnerable to significant radiological and other consequences.

I anticipate hearing from the witnesses about how such drastic governmental re-
structuring will affect—good or bad—the ability of the different agencies to fulfill
their objectives. I look forward to a thoughtful and candid discussion of the pro-
posals to protect our nuclear assets, in addition to plans for safeguarding Americans
if terrorists were to strike at nuclear facilities. I thank the Chair and yield back
the remainder of my time.
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PREPARED STATEMENT OF HON. JOHN D. DINGELL, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF MICHIGAN

Thank you, Mr. Chairman, for holding this initial hearing on the President’s pro-
posed new cabinet agency for homeland security. I have made no secret of my skep-
ticism that mere reorganization can solve the problems we face, or that reorganiza-
tion would not create significant new problems. That is why this hearing, and others
like it across the Congress, are so necessary. They cannot simply be “check the box”
exercises.

The Committee on Energy and Commerce will need to address several questions
in the coming weeks about the proposed new structure. First, I note we just passed,
and the President just signed, a carefully crafted comprehensive bioterrorism meas-
ure. It established programs to rebuild our public health infrastructures at the state
and local levels, which are where responses to terrorism occur, as well as strength-
ened the federal capacity to address possible threats. Will the new Department actu-
ally increase fragmentation in the largely cohesive federal effort against bioter-
rorism and other public health emergencies? Will the new Department undermine
the state and local public health focus of the new law?

Second, will the Department’s security activities undermine the enforcement of
existing environmental, health and safety protections, or be otherwise detrimental
to such safeguards developed over many years after full and open consideration by
the Congress? Will the Department be given broad authority to override existing
statutes and regulations? Will the accelerated and superficial treatment accorded
thus far to this proposed reorganization provide an opportunity for major mischief?

Third, and more broadly, will this reorganization result in more confusion, more
expense, more bureaucracy, more people, more harm to the civil service, more harm
to public employee unions—and less work? Will the country actually be more vulner-
able during what will likely be a lengthy transition period? Will the Department re-
main fully accountable to the people, and to the Congress, for its security mission
as well as for the non-security functions it may inherit?

Our constituents will expect us to know the answers to these and many other
questions before we act. Today’s hearing is a small step towards developing the kind
of understanding we will need to address this matter responsibly.

Mr. GREENWOOD. Governor, you are aware that the committee is
holding an investigative hearing and when doing so has had the
practice of taking testimony under oath. It is my understanding
that you have no objection to offering your testimony under oath.

Mr. RIDGE. None.

Mr. GREENWOOD. The Chair also advises you that under the
rules of the House and the committee, you are entitled to be ad-
vised by counsel. My understanding is that you don’t feel the need
to be advised by counsel.

Mr. RIDGE. That’s correct.

Mr. GREENWOOD. If you would stand and raise your right hand.

[Witness sworn.]

Mr. GREENWOOD. Thank you Governor, you are under oath and
we look forward to your testimony and please begin.

TESTIMONY OF HON. TOM RIDGE, DIRECTOR OF TRANSITION
PLANNING FOR PROPOSED DEPARTMENT OF HOMELAND
SECURITY AND ASSISTANT TO THE PRESIDENT FOR HOME-
LAND SECURITY

Mr. RIDGE. Chairman Greenwood, Ranking Member Deutsch and
subcommittee members, I certainly appreciate the opportunity to
testify—with the microphone on—in support of the President’s his-
toric proposal to unify our homeland security efforts under one
Cabinet-level Department of Homeland Security.

Since the terrorist attacks of September 11, all of America has
risen to the challenge of improving the security of our homeland.
In partnership with Congress, with States and localities, with law
enforcement, with the private sector and academia, America has
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made great progress in securing its borders and preserving its way
of life and the security of its citizens.

The President believes our Nation must now take the next crit-
ical step by unifying our efforts under a single Department of
Homeland Security. Only Congress can create such a department,
and I am here today to personally convey the President’s deep de-
sire to work with Members to accomplish this goal. The President
believes that the creation of a single department with a single,
clear line of authority, as quite a few of the members of the com-
mittee have discussed, would not only improve our preparedness
for future attack, but also strengthen these partnerships, thereby
helping to prevent a future attack.

Earlier this month, the President signed an executive order ap-
pointing me as Director of the Transition Planning Office for the
Department of Homeland Security, to be housed within the Office
of Management and Budget. While I will still retain the title of As-
sistant to the President for Homeland Security, my testimony today
will be given as Director of this new entity.

This proposal was the result of a deliberative planning process
that really began with an effort led by Vice President Cheney a
year ago, in May of 2001, and continued as part of the mission of
the Office of Homeland Security when it was created on October 8,
2001, as well.

My staff and I have met with thousands of Government officials
at the Federal, State and local levels, with hundreds of experts and
many, many more private citizens. Throughout these discussions,
Eve have constantly examined ways to organize the Government

etter.

The President’s proposal also draws from the conclusion of many
recent reports on terrorism, reports by blue ribbon commissions
such as Hart-Rudman, Bremmer and the Gillmore Commissions, as
well as a variety of reports from the many think tanks who have
really investigated the issues relating to international terrorism
and homeland security over the past several years.

It also draws, admittedly—and proudly I might add—from the
legislative proposals of Congressmen and Congresswomen, includ-
ing Mac Thornberry and Jane Harman, Ellen Tauscher, Jim Gib-
bons, Saxby Chambliss and others, along with Senators Joe
Lieberman and Arlen Specter and Bob Graham.

This historic proposal would be the most significant trans-
formation in the U.S. Government since 1947. The creation of this
department would transform the current, rather confusing patch-
work of Government activities related to homeland security into a
single department whose primary mission—whose primary mission
is to protect our homeland.

Responsibility for homeland security is currently dispersed
among more than 100 different Government organizations, and the
President believes—and I sense that it is a belief shared with many
Members of the Congress of the United States, both Chambers,
both parties—that we need a single department whose primary
mission is to protect our way of life and our citizens; a single de-
partment to secure our borders, synthesize and analyze intel-
ligence, combat bioterrorism and direct Federal emergency re-
sponse activities.
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The proposal to create a Department of Homeland Security is one
more key step in the President’s national strategy for homeland se-
curity. Like the national security strategy, ladies and gentlemen,
the national strategy for homeland security will form the intellec-
tual underpinnings to guide the decisionmaking of planners, budg-
eters and policymakers for years to come.

From securing our borders to combatting bioterrorism to pro-
tecting the food supply, most of the initiatives of the Federal Gov-
ernment in pursuing—excuse me, the majority of the initiatives the
Federal Government is pursuing as part of our strategy to secure
the homeland have already been discussed publicly. We will cer-
tainly refine them with the national strategy. The strategy will
pool together all of the major ongoing activities and new initiatives
that the President believes are essential to our long-term effort to
secure the secure the homeland.

Now permit me, if you will, just a few comments with regards
to details of the President’s plan.

Preventing future terrorist attacks must be our No. 1 priority.
Because terrorism is a global threat, we must have complete con-
trol over who and over what enters the United States. We must
prevent foreign terrorists from entering and bringing in instru-
ments of terror, while at the same time facilitate the legal flow of
people and goods upon which our economy relies. Protecting our
borders and controlling entry to the United States has always been
the responsibility of the Federal Government. Yet this responsi-
bility is currently dispersed among more than five major Govern-
ment organizations in five different departments.

The new department would unify authority over the Coast
Guard, Customs Service, Immigration and Naturalization Service
and Border Patrol, the Animal and Plant Health Inspection Service
of the Department of Agriculture and the recently created Trans-
portation Security Administration. All aspects of border control, in-
cluding the issuing of visas, would be informed by a central infor-
mation-sharing clearinghouse and compatible data bases. It will be
greatly improved in that process.

The new department would unify government’s efforts to secure
our borders in the transportation system that move people from our
borders to anywhere in this country within just a matter of hours.

Although our top priority is preventing future attacks, Mr. Chair-
man, we cannot assume that we will always succeed. We cannot as-
sume—it would be perilous to assume we could create a fail-safe
system. Therefore, we must also prepare to recover as quickly as
possible from attacks that do occur.

The Department of Homeland Security will buildupon the Fed-
eral Emergency Management Agency as one of its key components
in this effort. The new department would assume authority over
Federal grant programs for local and State first responders, such
as fire fighters, police and emergency medical personnel, and man-
age such critical response assets as the nuclear emergency search
team and the national pharmaceutical stockpile. It would build a
comprehensive national management system that would consoli-
date existing Federal Government emergency response plans into
one genuinely all-hazard plan.
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The department would ensure that response personnel have and
use equipment and systems that allow them to communicate with
one another. As the President made clear in the State of the Union
address, the war against terrorism is also a war against the most
deadly weapons known to mankind—chemical, biological, radio-
logical and nuclear weapons. If our enemies acquire these weapons,
there is no doubt in anyone’s mind, I believe, that they will cer-
tainly use them. They will use them with consequences potentially
far more devastating than those we suffered on September 11.

Currently, efforts to counter the threats of these weapons are too
few and too fragmented. The President believes we must launch a
systematic national effort against these weapons that is equal in
size to the threat that they pose, and the President’s proposal, we
believe, does just that. The new department would implement a na-
tional strategy to prepare for and respond to the full range of ter-
rorist threats involving weapons of mass destruction.

The Department of Homeland Security would set national policy
and establish guidelines for State and local governments to plan for
the unthinkable, and direct exercises and drills for Federal, State
and local weapons of mass destruction response teams. At the very
heart of this particular feature of the President’s proposal is to de-
velop even stronger partnerships with the State and local first re-
sponders. The homeland will be secure when the hometown is se-
cure, and that is why the President believes very strongly that we
need to have this relationship with the State and local govern-
ments and build in that relationship as the Federal support for the
kind of equipment, drills and training essential to build a national
capacity to be able to respond to these threats.

The Department of Homeland Security would provide direction
and establish priorities for national research and development, for
related tests and evaluations and for the development and procure-
ment of new technology and equipment. Additionally, the new de-
partment would incorporate and focus the intellectual power of sev-
eral important scientific institutions including our national labs in
this effort.

Finally, preventing future terrorist attacks requires good infor-
mation in advance. The President’s proposal recognizes this and
would develop a new organization with the authority and the ca-
pacity to generate and provide such critical information. The new
department would fuse intelligence, integrate intelligence from
multiple sources and other information pertaining to threats to the
homeland, including information from the CIA and the FBI, as well
as the NSA, INS, Customs and the many other departments and
agencies that have an information-gathering, intelligence-sharing
capability within this country.

It would also comprehensively evaluate the vulnerabilities of
America’s critical infrastructure to which many of the Members al-
luded and note the pertinent intelligence against those
vulnerabilities for the purpose of identifying protective priorities
and supporting protective steps being taken either by the depart-
ment, other Federal departments and agencies, State and local
agencies and the private sector.

The individuals that work for the organizations tapped by Presi-
dent Bush for the new department are among the most talented
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and certainly the most capable patriots in our Government. We are
proud of what they are doing to secure our homeland, and we call
upon them to continue their crucial work while the new depart-
ment is created. This consolidation of the government’s homeland
security efforts can achieve great efficiencies and free up additional
resources over time for the fight against terrorism. They should
rest assure that their efforts will only be improved by the Govern-
ment reorganization proposal made by President Bush.

To achieve these efficiencies, the new Secretary will require con-
siderable flexibility in procurement, integration of information
technology systems and personnel issues.

Even with the creation of a new department, ladies and gentle-
men, there will remain a strong need for a White House Office of
Homeland Security. Homeland security will remain a multidepart-
mental issue and will continue to require interdepartmental col-
laboration and coordination. Additionally, the President will con-
tinue to require the confidential advice of a close assistant. There-
fore the President’s proposal intends for the existing Office of
Homeland Security to maintain a strong role. The President be-
lieviafs this will be critical for the future success for the new office
itself.

During the transition period, Mr. Chairman, the Office of Home-
land Security will maintain vigilance and continue to coordinate
the other Federal agencies involved in homeland security.

The President appreciates the enthusiastic, bipartisan response
from Congress and is gratified by the expressions of optimism
about how quickly this bill might be passed. Until the Department
of Homeland Security becomes fully operational, the proposed de-
partment’s designated components will continue their mandate to
help ensure the security of this country.

During his June 6 address to the Nation, the President asked
Congress to join him in establishing a single, permanent depart-
ment with an overriding and urgent mission, securing the home-
land of America and protecting the American people. Extraordinary
times call for extraordinary measures. We know that the threats
are real and the need is urgent. In working together, we all know
we must succeed in this mutual endeavor.

President Truman did not live to see the end of the cold war, but
the war did end, and historians agree that the consolidation of Fed-
eral resources was critical to our ultimate success.

Ladies and gentlemen, my colleagues in this effort, we, too, have
that opportunity for leadership and to create a legacy that will ben-
efit future generations as well. I thank you for the attention you
have given my remarks and your public expressions of both desire
and will to work together to achieve our mutual goal that is reorga-
nizing Government to enhance our ability to protect our fellow citi-
zens and our way of life; and I thank you very much.

[The prepared statement of Hon. Tom Ridge follows:]

PREPARED STATEMENT OF HON. ToM RIDGE

Introduction

Chairman Greenwood, Congressman Deutsch, Subcommittee Members, I appre-
ciate the opportunity to testify today in support of the President’s historic proposal
to unify our homeland security efforts under one Cabinet-level Department of Home-
land Security.
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Since the terrorist attacks of 9-11, all of America has risen to the challenge of
improving the security of our homeland. In partnership with Congress, with states
and localities, and with the private sector and academia, we have worked to map
and protect our critical infrastructure, including nuclear power plants; to seal our
borders from terrorists and their deadly cargo; to strengthen enforcement of our im-
migration laws; and to prepare for and prevent attacks involving weapons of mass
destruction.

The President believes our nation must now take the next critical step by unifying
our efforts under a single Department of Homeland Security. Only Congress can cre-
ate such a Department, and I am here today to personally convey the President’s
deep desire to work with Members to accomplish this goal. He believes the creation
of a single Department with a single, clear line of authority would not only improve
our preparedness for a future attack, but also strengthen these partnerships, there-
by helping to prevent a future attack.Earlier this month, the President signed an
Executive Order appointing me as Director of the Transition Planning Office for the
Department of Homeland Security, to be housed within the Office of Management
and Budget. While I will still retain the title of Assistant to the President and
Homeland Security Advisor, my testimony today will be given as the Director of this
new entity. I look forward to responding to your questions after providing a short
statement on the proposed legislation and how it would make Americans safer.

The President’s Proposal

On June 6, 2002, President Bush addressed the nation and put forth his vision
to create a permanent Cabinet-level Department of Homeland Security. Two days
ago, on June 18, 2002, I delivered to the Congress the President’s proposed legisla-
tion for establishing the new Department. This is an historic proposal. It would be
the most significant transformation of the U.S. government in over a half-century.
It would transform and largely realign the government’s confusing patchwork of
homeland security activities into a single department whose primary mission is to
protect our homeland. The proposal to create a Department of Homeland Security
1s one more key step in the President’s national strategy for homeland security.

It is crucial that we take this historic step. At the beginning of the Cold War,
President Truman recognized the need to reorganize our national security institu-
tions to meet the Soviet threat. We emerged victorious from that dangerous period
thanks in part to President Truman’s initiative. Today we are fighting a new war
against a new enemy. President Bush recognizes that the threat we face from ter-
rorism requires a reorganization of government similar in scale and urgency to the
unification of the Defense Department and creation of the CIA and NSC.

Currently, no federal government department has homeland security as its pri-
mary mission. In fact, responsibilities for homeland security are dispersed among
more than 100 different government organizations. Creating a unified homeland se-
curity structure will align the efforts of many of these organizations and ensure that
this crucial mission—protecting our homeland—is the top priority and responsibility
of one department and one Cabinet secretary.

Immediately after last fall’s attack, the President took decisive steps to protect
America—from hardening cockpits and stockpiling vaccines to tightening our bor-
ders. The President used his legal authority to establish the White House Office of
Homeland Security and the Homeland Security Council to ensure that our federal
response and protection efforts were coordinated and effective. The President also
directed me, as Homeland Security Advisor, to study the federal government as a
whole to determine if the current structure allows us to meet the threats of today
while anticipating the unknown threats of tomorrow. After careful study of the cur-
rent structure—coupled with the experience gained since September 11 and new in-
formation we have learned about our enemies while fighting a war—the President
concluded that our nation needs a more unified homeland security structure.

The Department of Homeland Security

The creation of the Department of Homeland Security would empower a single
Cabinet official whose primary mission is to protect the American homeland from
terrorism. The mission of the Department would be to:

* Prevent terrorist attacks within the United States;
* Reduce America’s vulnerability to terrorism; and
¢ Minimize the damage and recover from attacks that do occur.

The Department of Homeland Security would mobilize and focus the resources of
the federal government, state and local governments, the private sector, and the
American people to accomplish its mission. It would have a clear, efficient organiza-
tional structure with four divisions.

¢ Information Analysis and Infrastructure Protection
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* Chemical, Biological, Radiological, and Nuclear Countermeasures
* Border and Transportation Security
* Emergency Preparedness and Response

Information Analysis and Infrastructure Protection

The Information Analysis and Infrastructure Protection section of the Department
of Homeland Security would complement the reforms on intelligence and informa-
tion-sharing already underway at the FBI and the CIA. The Department would ana-
lyze information and intelligence for the purpose of understanding the terrorist
threat to the American homeland and foreseeing potential terrorist threats against
the homeland.

Furthermore, the Department would comprehensively assess the vulnerability of
America’s key assets and critical infrastructures, including food and water systems,
agriculture, health systems and emergency services, information and telecommuni-
cations, banking and finance, energy (electrical, nuclear, gas and oil, dams), trans-
portation (air, road, rail, ports, waterways), the chemical and defense industries,
postal and shipping entities, and national monuments and icons. Critically, the De-
partment would integrate its own and others’ threat analyses with its comprehen-
sive vulnerability assessment for the purpose of identifying protective priorities and
supporting protective steps to be taken by the Department, other federal depart-
ments and agencies, state and local agencies, and the private sector. Working closely
with state and local officials, other federal agencies, and the private sector, the De-
partment would help ensure that proper steps are taken to protect high-risk poten-
tial targets.

In short, the Department would for the first time merge under one roof the capa-
bility to identify and assess threats to the homeland, map those threats against our
vulnerabilities, issue timely warnings, and organize preventive or protective action
to secure the homeland.

Chemical, Biological, Radiological and Nuclear Countermeasures

The war against terrorism is also a war against the most deadly weapons known
to mankind—chemical, biological, radiological and nuclear weapons. If the terrorists
acquire these weapons, they will use them with consequences that could be far more
devastating than those we suffered on September 11th. Currently, our efforts to
counter the threat of these weapons to the homeland are too few and too frag-
mented. We must launch a systematic national effort against these weapons that
is equal to the threat they pose.

The President’s proposed legislation would accomplish this goal. It would author-
ize the Department of Homeland Security to lead the federal government’s efforts
in preparing for and responding to the full range of terrorist threats involving weap-
ons of mass destruction. To do this, the Department would set national policy and
establish guidelines for state and local governments. It would direct exercises and
drills for federal, state, and local chemical, biological, radiological, and nuclear
(CBRN) attack response teams and plans. The result of this effort would be to con-
solidate and synchronize the disparate efforts of multiple federal agencies currently
scattered across several departments. This would create a single office whose pri-
mary mission is the critical task of protecting the United States from catastrophic
terrorism.

The Department would serve as a focal point for America’s premier centers of ex-
cellence in the field. It would manage national efforts to develop diagnostics, vac-
cines, antibodies, antidotes, and other countermeasures. It would consolidate and
prioritize the disparate homeland security related research and development pro-
grams currently scattered throughout the Executive Branch. It would also assist
sta(lite and local public safety agencies by evaluating equipment and setting stand-
ards.

Border and Transportation Security

Our number one priority is preventing future terrorist attacks. Because terrorism
is a global threat, we must attain complete control over whom and what enters the
United States in order to achieve this priority. We must prevent foreign terrorists
from entering our country and bringing in instruments of terror. At the same time,
we must expedite the legal flow of people and goods on which our economy depends.

Protecting our borders and controlling entry to the United States has always been
the responsibility of the Federal government. Yet, this responsibility is currently
dispersed among more than five major government organizations in five different
departments. Therefore, under the President’s proposed legislation, the Department
of Homeland Security would for the first time unify authority over major federal se-
curity operations related to our borders, territorial waters, and transportation sys-
tems.
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The Department would assume responsibility for operational assets of the United
States Coast Guard, the United States Customs Service, the Immigration and Natu-
ralization Service (including the Border Patrol), the Animal and Plant Health In-
spection Service, and the Transportation Security Administration. The Secretary of
Homeland Security would have the authority to administer and enforce all immigra-
tion and nationality laws, including, through the Secretary of State, the visa
issuance functions of consular officers. As a result, the Department would have sole
responsibility for managing entry into the United States and protecting our trans-
portation infrastructure. It would ensure that all aspects of border control, including
the issuing of visas, are informed by a central information-sharing clearinghouse
and compatible databases.

Emergency Preparedness and Response

Although our top priority is preventing future attacks, we cannot assume that we
will always succeed. Therefore, we must also prepare to minimize the damage and
recover from attacks that do occur. The President’s proposed legislation would re-
quire the Department of Homeland Security to ensure the preparedness of our na-
tion’s emergency response professionals, provide the federal government’s emer-
gency response to terrorist attacks and natural disasters, and aid America’s recov-

ry.

To fulfill these missions, the Department would oversee federal government as-
sistance in the domestic disaster preparedness training of first responders and
would coordinate the government’s disaster response efforts. The Federal Emer-
gency Management Agency (FEMA) would become a central component of the De-
partment of Homeland Security, and the new Department would administer the
grant programs for firefighters, police, emergency personnel, and citizen volunteers
currently managed by FEMA, the Department of Justice, and the Department of
Health and Human Services. The Department would manage certain crucial ele-
ments of the federal government’s emergency response assets, such as the Strategic
National Stockpile. In the case of an actual or threatened terrorist attack, major dis-
aster, or other emergency, the Secretary of Homeland Security would have the au-
thority to call on other response assets, including Energy’s and the EPA’s Nuclear
Incident Response teams, as organizational units of the Department. Finally, the
Department would integrate the federal interagency emergency response plans into
a single, comprehensive, government-wide plan, and ensure that all response per-
sonnel have the equipment and capability to communicate with each other as nec-
essary.

State/Local Government & Private Sector Coordination

The Department of Homeland Security would consolidate and streamline relations
on homeland security issues with the federal government for America’s state and
local governments, as well as the private sector. It would contain an intergovern-
mental affairs office to coordinate federal homeland security programs with state
and local officials. It would give state and local officials one primary contact instead
of many when it comes to matters related to training, equipment, planning, and
other critical needs such as emergency response.

Secret Service

The Department of Homeland Security would incorporate the Secret Service,
which would report directly to the Secretary. The Secret Service would remain in-
tact and its primary mission will remain the protection of the President and other
government leaders. The Secret Service would also continue to provide security for
designated national events, as it did for the recent Olympics and the Super Bowl.

Non-Homeland Security Functions

The Department of Homeland Security would have a number of functions that are
not directly related to securing the homeland against terrorism. For instance,
through FEMA, it would be responsible for mitigating the effects of natural disas-
ters. Through the Coast Guard, it would be responsible for search and rescue, navi-
gation, and other maritime functions. Several other border functions, such as drug
interdiction operations and naturalization, and would also be performed by the new
Department.

White House Office of Homeland Security and Homeland Security Council

The President intends for the White House Office of Homeland Security and the
Homeland Security Council to continue to play a key role, advising the President
and coordinating a vastly simplified interagency process.
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Making Americans Safer

The Department of Homeland Security would make Americans safer because our
nation would have:

* One department whose primary mission is to protect the American homeland;

* One department to secure our borders, transportation sector, ports, and critical
infrastructure;

* One department to integrate threat analyses and vulnerability assessments;

* One department to coordinate communications with state and local governments,
private industry, and the American people about threats and preparedness;

* One department to coordinate our efforts to protect the American people against
bioterrorism and other weapons of mass destruction;

* One department to help train and equip for first responders;

¢ One department to manage federal emergency response activities; and

* More security officers in the field working to stop terrorists and fewer resources
in Washington managing duplicative and redundant activities that drain critical
homeland security resources.

The New Department Would Improve Security Without Growing Govern-
ment

The Department of Homeland Security must be an agile, fast-paced, and respon-
sive organization that takes advantage of 21st-century technology and management
techniques to meet a 21st-century threat.

The creation of a Department of Homeland Security would not “grow” govern-
ment. The new Department would be funded within the total monies requested by
the President in his FY 2003 budget already before Congress for the existing compo-
nents. In fact, the President’s FY 2003 budget will increase the resources for the
component parts by $14 billion over the FY 2002 budget. We expect that the cost
of the new elements (such as the threat analysis unit and the state, local, and pri-
vate sector coordination functions), as well as department-wide management and
administration units, can be funded from savings achieved by eliminating
redundancies inherent in the current structure.

In order to respond to rapidly changing conditions, the Secretary would need to
have great latitude in re-deploying resources, both human and financial. The Sec-
retary should have broad reorganizational authority in order to enhance operational
effectiveness, as needed. Moreover, the President will request for the Department
significant flexibility in hiring processes, compensation systems and practices, and
performance management to recruit, retain, and develop a motivated, high-perform-
ance and accountable workforce. Finally, the new Department should have flexible
procurement policies to encourage innovation and rapid development and operation
of critical technologies vital to securing the homeland.

Working Together to Create the Department of Homeland Security

President Bush recognizes that only the Congress can create a new department
of government. During his June 6th address to the nation, the President asked Con-
gress to join him in establishing a single, permanent department with an overriding
and urgent mission: securing the homeland of America, and protecting the American
people. I am here to ask, as the President did, that we move quickly. The need is
urgent. Therefore, the President has asked Congress to pass his proposal this year,
before the end of the congressional session.

Preliminary planning for the new Department has already begun. The formal
transition would begin once Congress acts on the President’s proposed legislation
and the President signs it into law. Under the President’s plan, the new Department
would be established by January 1, 2003, with integration of some components oc-
curring over a longer period of time. To avoid gaps in leadership coverage, the Presi-
dent’s proposal contemplates that appointees who have already been confirmed by
the Senate would be able to transfer to new positions without a second confirmation
process.

During this transition period, the Office of Homeland Security will maintain vigi-
lance and continue to coordinate the other federal agencies involved in homeland
security. Until the Department of Homeland Security becomes fully operational, the
proposed Department’s designated components will continue to operate under exist-
ing chains of command.

Mr. GREENWOOD. Thank you, Governor; thank you very much.

The Chair recognizes himself for 5 minutes for purposes of ques-
tions.
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Governor, as you know, this committee worked hard to pass the
Public Health Security and Bioterrorism Preparedness and Re-
sponse Act of 2002; and the title of that act, Public Health Security
and Bioterrorism Preparedness and Response was meant to under-
line the dual-use nature of the programs and the grants that we
wanted to create.

We directed the Secretary of Health and Human Services in that
statute to award grants to States, cities and hospitals and other
health care facilities and providers to enhance education, training,
supplies and equipment at the local level for bioterrorist attacks
and other public health care emergencies, many of them naturally
occurring.

The—we noticed in the bill, DOJ—we did that because we know
that DOJ and FEMA were geared toward more traditional first re-
sponders, such as fire and police, and we wanted to get these
grants out to the health care providers.

In the President’s homeland security proposal, these bioterrorism
programs would be continued to run through HHS, but the Sec-
retary of the Department of Homeland Security could essentially
control the HHS programs by establishing its parameters and set-
ting its priorities. The question is, how do we make sure that these
resources are there to prepare for an assault by West Nile virus or
a new strain of influenza, so we have preparedness for the natu-
rally occurring disasters and still are prepared for possible terror-
istic—Dbioterroristic attacks and how do you see the Secretary co-
ordinating those concerns?

Mr. RIDGE. Mr. Chairman, first of all, you and your ranking
member on the committee need to be congratulated once again for
the extraordinary effort on the bioterrorism measure. It went a
long way in helping focus the departments and the Government
and on the critical need not only now, but in the future in dealing
with this issue.

You raise a very important issue that hopefully is dealt with to
your satisfaction within the legislation. You note very appropriately
that the public health system really is a dual infrastructure.
Whether the microbes of an infectious disease are brought to us in
an envelope from a terrorist or as a result of Mother Nature, it is
still problematic to citizens and communities.

The Health and Human Services will continue to have an inde-
pendent funding stream to direct the resources to the dual infra-
structure, the CDC and NIH and other laboratories and research
facilities as well. But by specific legislative language included in
this proposal the President submits to you, there is a direct respon-
sibility for the new Cabinet Secretary to cooperate and coordinate
and establish priorities in conjunction with the Secretary of Health
and Human Services.

It, incidentally, is a partnership that predated the legislative pro-
posal. Secretary Thompson has worked very, very closely with the
Office of Homeland Security and the White House, and in fact, Sec-
retary Thompson and his people worked closely with us on the lan-
guage of this legislation.

So your interests are appropriate in ensuring that the collabora-
tion that preexisted, that this proposal continues to exist; and we
believe that the language in the President’s initiative ensures that.
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Mr. GREENWOOD. Kind of a day-to-day basis, I mean, what hap-
pens if the Secretary of Homeland Security calls up the Secretary
of HHS and says, I am concerned about some intelligence that we
are gathering about the potentiality of a bioterrorist assault in a
particular part of the country, and I would like to marshal some
CDC forces out there, and the Secretary of Health and Human
Services says, I don’t think we can spare that right now, I am wor-
ried about an outbreak of a pathogen naturally occurring that the
CDC has been monitoring in another part of the country; and the
two Secretaries become less than congenial in their cooperation?

How do you see that being resolved?

Mr. RIDGE. I think there probably would be a two-step process.
First of all, since the President seeks to retain the Office of Home-
land Security within the White House, we will continue to have a
coordination role. The matter may be resolved by the intervention
of the Assistant to the President, bringing the parties together.

It is a process that we have used on several occasions internally,
and I suspect that would be used again. I believe that is at the
heart of the President’s decision to keep that Assistant to the Presi-
dent for Homeland Security operational within the White House.

But, second, obviously if there is a disagreement between Cabi-
net members or among Cabinet members, the ultimate tie breaker
is the President of the United States.

Mr. GREENWOOD. So it is your understanding that the Secretary
of Homeland Security would not be able to say to the Secretary of
Health and Human Services, I have listened to what you have said,
appreciate your concerns, now do what I tell you—wouldn’t have
the power to override unilaterally?

Mr. RIDGE. I believe the President preserves the autonomy of
both Cabinet Secretaries.

Clearly, the intelligence information that would be available to
the Secretary of Homeland Security would also be available to the
Secretary of Health and Human Services; and based upon that in-
formation, based upon vulnerability assessments that are available
to both, it would hopefully result in an agreement on joint action.

But in the possible event that a difference of opinion would arise,
there are tie breakers to move quickly.

Mr. GREENWOOD. The Chair recognizes the gentleman from Flor-
ida, Mr. Deutsch, for 5 minutes.

Mr. DEUTSCH. Thank you, Mr. Chairman. And I guess my focus
is a follow-up on what the chairman mentioned.

We are getting into some of the details. I think there is a con-
cern, just trying to flesh out this issue, of how we envision—be-
cause we actually think we have done a good job and are doing a
good job and continue to make strides in the public health area
that—you know, taking public health into—or what would be left.

What is your vision of what would be left in HHS of public
health issues after the Department of Homeland Security takes out
the significant component?

Mr. RIDGE. One of the most critical pieces, I believe, is our public
health infrastructure. NIH and CDC remain an integral and robust
part of the Health and Human Services research effort, outreach
effort and response effort.
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So I think the point of the legislation is to create an environment
and a means by which the Secretary of Homeland Security, work-
ing in collaboration with the Secretary of Health and Human Serv-
ices and understanding that the research infrastructure preexisted
the Department of Homeland Security and has a longstanding rela-
tionship with Health and Human Services, CDC, NIH and the
other laboratories to which they may refer research—that infra-
structure continues to exist.

And Health and Human Services will obviously have the oppor-
tunity to come up and work with Congress on public-health-related
issues specifically. But as they work on health-related issues, bio-
terrorism issues, there will be that collaborative relationship be-
tween the two.

And when it comes to local preparedness, that grant program
that heretofore had been in Health and Human Services, will be
shifted to the Department of Homeland Security. It will be in ev-
eryone’s best interest, however, recognizing the dual nature of the
infrastructure that exists out there in the public health system,
that the work is done in collaboration; and that is the specific rea-
son that the Secretary of Health and Human Services is mentioned
in this legislation—in Title III, I believe.

Mr. DEUTSCH. Again, this is not really in any way a critique, but
the best result.

Mr. RIDGE. We are trying to work to refine it.

Mr. DEUTSCH. Focusing on this issue specifically—and you just
mentioned it, and that is—our understanding is that the public
health funding mechanism that HHS does, the department will
take over all of that. And theoretically—again within your mission,
or not your person, but the mission of the new department, this is
again—I guess where the concern lies is that in my opening state-
ment, I talked about the fact that I think people are doing a much
better job. In fact, it is a necessary condition that they have re-
sponsibility, that they have goals and that they achieve those goals.

Unfortunately, a lot of the things related to public health are not
what we, I think, really envision as your goal as a new department.
And I guess the concern I have, and I think many of the members
of this subcommittee and committee share, is that, if anything, we
need to be pushing forward on all sorts of public health issues that
are really not a component of—as you said in your answers pre-
vious to this, are not really a component of bioterrorism or chem-
ical, you know, potential weapons of mass destruction against the
United States.

So how do we—I mean, I understand what you are saying. But
as we are structuring an agency, how do we deal with this concern,
I think, is a very real question. And I know you responded

Mr. RIDGE. I think you raised a very important point and you
have offered, as all the committee members have, to work with us
on refining the language so that it continues to meet the goals of
the President as well as the committee’s goal of continuing to build-
up a public health infrastructure that has been—that has deterio-
rated over the past decade or so for lack of funding; and that re-
finement we’ll just have to work with you on as we go about mov-
ing this legislation forward.
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But it is clear that the public health infrastructure, any invest-
ment from—either directly from Health and Human Services or
Homeland Security will end up having dual value, one in com-
bating terrorism, another just making our public health system
more robust and, frankly, long-term, improving the overall health
of the country generally.

So working out that refinement with you in the language to
make sure that we meet both objectives is certainly something we
want to do.

Mr. DEUTSCH. I see my time is running out. I would like to ask
one much more general question, which is, what lessons have we
learned and going forward at this point in the creation? Obviously
we talked about what happened post-World War II and the cre-
ation of the National Security apparatus. But really, the more re-
cent agencies, the Department of Energy, other agencies in terms
of their creation. And I've read a number of press accounts of just
historically your interviews with people that the creation of a new
department almost by definition has inherent bureaucratic prob-
lems in terms of staffing issues, in terms of other issues.

I mean, how are you approaching the just systemic problems of,
you know, creating that large of a bureaucracy, and what’s the ap-
paratus that you have in place at this point in time to deal with
some of those acknowledged issues that you will face?

Mr. RIDGE. Congressman, first of all, the legislation provides
from the effective date a year transition period, because clearly
your ability to aggregate all these people and all these departments
and the infrastructure is certainly going to take some time. And so
there is a year transition process. And you and I can well imagine
that it will probably take even longer than that to get the kind of
specific changes and refinements we need to maximize the effec-
tiveness of this organization. But we have got a good period of
time, a year transition.

Second, the President has asked in his proposal that the new
Secretary be given more flexibility and greater agility in order to
deal with issues such as the information system integration pro-
curement and, for that matter, personnel. And depending on the
wish and will of the Congress of the United States investing in the
new Secretary the ability—the flexibility to deal with some of these
issues I think would depend how quickly we can get the system op-
erating to maximum effectiveness.

Mr. GREENWOOD. The Chair thanks the gentleman, and recog-
nizes the Chairman of the full committee, Mr. Tauzin.

Chairman TAUZIN. Thank you, Mr. Chairman.

Governor Ridge, I hope you will give me a minute just to get
something off my chest. There is a lot of work in this bill and a
lot of work that I know you are doing in terms of securing our bor-
ders, and they need to be secured, but there’s three points I want
to quickly make.

One is that the instruments for terrorists to use against our peo-
ple are here. The jet fuel that was exploded at the World Trade
Center and here at the Pentagon was made in America. The air-
planes were built in America. And the fuel trucks and the ambu-
lances that a couple of people in New Jersey were trying to buy
this week were made in America. And I suspect that we haven’t
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paid enough attention to that. We had better, that someone with
an evil intent against our people doesn’t have to bring a doggone
thing in through our borders. We have got a lot of stuff right here
in America that they can turn against us if they are evil enough
and intentional enough to do it.

Second, the terrorists are here. They are not in Afghanistan. If
anybody has not seen Jihad in America, pick it up from PBS. The
cells are operating not just in New York and Washington, but in
little communities all over this country, in St. Louis, in New Orle-
ans, in Kansas City and communities all over this country. They
are here, they are operating, and they have come in under student
visas. And in the 1990’s, I started an effort to try to do something
about students, and could not get any attraction to the issue. But
we have let people in under student visas and left it entirely up
to the school to track their movements. Some of them never reg-
istered to go to school; if they did register in school in English, they
could switch to chemical engineering or nuclear engineering, for all
we know, and nobody ever notified the State Department. And if
they graduated or if they left, nobody notified the State Depart-
ment, and they have settled in in communities all over this coun-
try. And we need to face that fact. We have let them in and they
are here, and they are waiting for new instructions. And we had
better face that fact. And the information they need to do is harm
}s 1so readily available in a free society. We really have to be care-
ul.

In the 1960’s, 1970’s, in the State legislature in Louisiana, I tried
to require a—pass a bill to require the desensitization of something
as common as ammonium nitrate fertilizer and make sure you
wouldn’t mix it with fuel oil and make a bomb. Couldn’t get any
traction on it. This committee held hearings on this issue. But a
guy named McVeigh simply had to go in an agriculture center and
buy some fertilizer and go to a hardware store and buy a few can-
isters of butane gas, and he built a bomb that took down a Federal
building.

We predicted that in the 1970’s when we were debating whether
we should desensitize ammonium nitrate fertilizer before it’s sold
in the markets. Information about how to do that is on the Inter-
net. Information about how to use thousands of available chemicals
and products we make in America to turn them into weapons of de-
struction, here in America, not imported, not bringing a doggone
thing in through a ship or a plane, but right in this country, the
information on how to use those things, readily available.

You have got an awesome task; we have an awesome task. But
we have to face the facts: We have let the enemy in; he resides
among us; and he is prepared to use the things, the common things
in our lives to turn them against us, to do us harm. And a free soci-
ety, a Nation that prides itself on freedom of information and a free
access to goods and supplies and information suddenly is chal-
lenged about how to balance all those incredibly important rights
that make us special, make this country special, against now the
threat that lives at home with us in our own neighborhoods. And,
this department is going to be critical.

And I want to ask you a couple of questions about it, but I want
to make that statement first, because I hope everyone realizes just
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how serious this business is, and how creating a department with
the absolute buck-stops-here authority to organize and coordinate
and to do anything within our legal system to stop these people
from harming our citizens here in America now, unlike any threat
we have faced in the history of our country, is going to be simply
awesome, and we have got to do this thing right.

I noticed in the President’s proposal, for example, that the Free-
dom of Information changes. The changes you recommend being
made about providing new protections against public disclosure of
some sensitive information is limited only to information that’s pro-
vided voluntarily, and is non—it is provided by non-Federal enti-
ties with respect to critical infrastructure activities. I wonder why
that’s limited. I wonder why, when the government compels a pri-
vate entity, such as a safe water drinking facility or an electric
generation facility or a manufacturing plant that’s manufacturing
critical components—when the government complies, they have to
submit a vulnerability assessment, and it’s under government re-
quirement mandate to do so, why we couldn’t protect that informa-
tion as much as we would protect information that’s voluntarily
supplied. I hope you look at that.

Mr. RIDGE. We will.

Chairman TAUZIN. I hope you look at whether or not the non-
Federal entity limitation is a good one, or whether there are some
Federal entities that may supply information to your—to our new
Department of Homeland Security that ought not be in the public
domain; that may be accessible by the right persons in the govern-
ment, but nevertheless protected from disclosure on the Internet
because it may open the door to some sort of road map for destruc-
tion. We need to be careful, very careful about that, as we go down
the future.

I notice in the bill, Governor Ridge, that one of the R&D pro-
grams, nuclear smuggling, is exempted from complete transfer to
the Homeland Security office, that it suggests instead that the
DOE jointly operates the program. I wonder if that isn’t a better
model for a number of R&D programs. And I would—you don’t
need to respond today, but I would love your office, before we act
on this proposal, to explain to us why that model wouldn’t work for
a number of the other R&D programs which are equally sensitive
as nuclear smuggling might be in terms of joint operation, rather
than simple pure transfer out of the department.

I want to emphasize the points that Mr. Waxman made about
our public health entities, and I believe Chairman Greenman made
it, too. When we debated the bioterrorism bill, we were very, very
careful not to create a special unit at the CDC that strictly related
to terrorist attacks to our public health, because, frankly, when an
outbreak of infectious disease hits or something else happens in
this country, we don’t know at the start how it happened, we just
know we have got a problem on our hands. CDC has to respond
whether it’s a terrorist or whether it’s a natural pathogen in our
society. And we have to be careful that we don’t create a situation
where bureaucrats have to first debate where to send the issue be-
fore we can respond. And I would hope that as we evolve this new
department, we are careful about that.
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I would like to point out to the committee again in regards to my
opening statement, we discovered just last week that the small-
pox—rather, the anthrax bacteria that was sent in the mail was
probably cultured here in America, not brought in over borders,
again, but cultured here in America and may be cultured again in
America.

CDC needs to respond whether it’s someone culturing it in a lab
and it accidentally gets out, or someone has got an evil intent in
sticking it in the mail trying to kill people. They have got to have
a clear capacity to respond and not wait for some bureaucrat to
say, “Okay. We don’t think it’s a terrorist attack, so you are in
charge instead of us.” that’s a very, very sensitive decision we have
to make.

I want to also mention that in regard to—in regard to the Presi-
dent’s proposal, there is a proposal in here to give the new Sec-
retary authority to take, seek—or, seek to effect protective meas-
ures to secure critical assets, including those in the private sector.
I mentioned this in the opening statement, but I hope you pay an
awful lot of attention. I want to look at this very carefully before
we complete action on this bill.

The last thing we need is to create another bureaucracy with reg-
ulatory authority in this area, and I would hope this is not de-
signed to do that. And we are going to be watching very carefully
that this truly represents an effort to coordinate the public/private
partnership rather than creating new lines of authority that are
going to contradict other regulatory agencies of the government in
some of these private sector operations.

Finally, Governor Ridge, I think one of the best pieces of infor-
mation and advice that came to the President the other day at our
meeting with you came from John Dingell of Michigan, the ranking
member of our full committee, who pointed out to the President
and to you—and I wanted to emphasize his words again—that we
have seen in the past creation of Federal agencies cobbled together
out of pieces of different other—different agencies, with other dif-
ferent cultures and with other different organizational structures.
We have seen the creation of some big messes. He cited the Energy
Department as one. I want to second that.

The Energy Department represents one of the most difficult orga-
nizations in the government to manage because it was cobbled to-
gether, with all sorts of different pieces, some of which contradict
one another; there are fiefdoms all over that department that don’t
cooperate with one another, that the right hand doesn’t know what
the left hand is doing, and wouldn’t want to know if it was told.

The problems inside the Energy Department are not because of
the—of any particular leaders, and Mr. Abraham is doing his best,
as you know, to manage that department, as other Secretaries have
done before him. It was a problem inherent in the way it was con-
structed.

I would urge you and the President to pay special attention to
Mr. Dingell’s words here, as we cobble together a new department,
one that may be more critical than any we have ever cobbled to-
gether in a long, long time. I would hope that you pay special at-
tention to the pieces you put together, and to make sure we don’t
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create another mess like we have created with the Energy Depart-
ment.

Thank you, Mr. Chairman.

Mr. RIDGE. Thank you very much for your commentary, your ob-
servations, and the recommendations and concerns you have ex-
pressed. Let me just try to summarize a quick response, noting the
many interests and concerns you have with the legislation: That a
good organization isn’t necessarily a guarantee of success. A flawed
organization is guarantee of failure. And that’s why we believe that
working together with Congress as we refine the ideas and address
the concerns, hopefully, we can avoid the pitfalls that have under-
mined earlier reorganization efforts, and never really led to the
unity of command and the kind of effectiveness that I think those
who had organized it way back when had intended and had hoped.
We need to avoid all those pitfalls as we ramp up this new organi-
zation.

Mr. GREENWOOD. The Chair thanks the gentleman, and recog-
nizes for 5 minutes for inquiry the gentleman from Michigan, Mr.
Stupak.

Mr. StupAK. Thank you, Mr. Chairman.

Governor Ridge, you said in your statement that homeland secu-
rity works when the hometown is secure. I want to talk a little bit
about IBETs and some of the intelligence-gathering stuff that we
have going on in this country. The IBETSs, as you know, are Intel-
ligence Border Enforcement Teams, and there are 13 of them, and
after September 11, I think Customs did a pretty good job. But I
want to point out where I think there is a gaping hole. I want to
see if this is still driven by Customs, or will Homeland Security
now take charge.

Thanks to my friend here, Mr. Strickland, here is Michigan. It’s
just a map of Michigan. You have an IBET down here in the De-
troit area, right down here. And that comes right around here, so
that’s pretty much covered here. But then you don’t have another
IBET until you get way over here to Thunder Bay, Canada. So all
this area in here—and by the way the crow flies, if you did a
straight line, it’s about 700 miles. But where we have a lot of activ-
ity is here in Sault Sainte Marie, Canada.

Mr. RIDGE. Right.

Mr. STuPAK. And that’s about 700 miles. When you come over
here, the islands are right here by Drummond and then the Chan-
nels. It’s very easy, St. Mary’s River, are very easy to cross. It’s a
major hole in our IBETSs. So my question is, if you are going to do
an IBET, who will make that determination now? Customs? Or will
Homeland Security?

Mr. RIDGE. Customs will be an integral part of the reorganiza-
tion effort. Interestingly, you talk about this rather unique align-
ment of multiple agencies led by Customs. Because when I com-
plete the hearing today, I am going to spend a little time with some
of the officials that are running one down in Key West. It’s a good
model. It’s been very effective where it has been deployed. I see no
reason why the new Cabinet Secretary would do anything other
than to try to continue to enhance and empower its activity.

As you know, the President in his 2003 budget proposal also calls
for I think the largest increase in support for the Coast Guard
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ever. We need additional people and boats and platforms to buildup
their capacity, because clearly now border security and port secu-
rity has taken on an enhanced dimension. So

Mr. StUuPAK. But then who would do an IBET then? Coast Guard
or Homeland Security now?

Mr. RIDGE. Well, by definition, if the Coast Guard’s doing it
under the new department, Homeland Security would be doing it.
Again, it is a best practice that I would suspect that the new Sec-
retary would continue to try to deploy. It has proven to be success-
ful.

Mr. StUuPAK. Well, at these IBETSs, and even—we don’t have an
IBET here at Sault Sainte Marie, where I think we should. We do
have the Sault Area Intelligence Committee, and they are working
with the Canadians, and we have 12 Federal agencies working out
here trying to help secure the border here. But the problem with
that one—that’s one of the problems we are concerned about—is,
while you have 12 agencies working well with the Canadians and
all the local and county law enforcement, no is one is in charge.
You have 12 agencies. They are all working together coopera-
tively—and I don’t mean to be critical of what they do. I think they
do a great job. But if something happens or if someone has to call
a shot, we are going to do this, there is no one there who is in
charge. And I think that’s one of the problems we have when we
start talking about security at our borders and elsewhere. And I
would hope the new Homeland Security would have, at least at
these area intelligence committees, someone to go to. Who is the
go-to person in that local area, is what we sort of need to do.

Mr. RIDGE. You highlight a feature of border security that be-
came evident to me as we put together a team from Customs and
Coast Guard and INS and other agencies that deal with border se-
curity to develop a 21st century smart border accord with our
friends in Canada.

Mr. STUPAK. Sure.

Mr. RIDGE. That’s an ongoing process, where we look to critical
review of our infrastructure, protective infrastructure, and how we
facilitate the flow of people and goods, at the same time enhancing
security.

So under the new agency, the coordinating function to a certain
extent would be replaced by a command function, because you have
Customs in one department, you have INS in one department, you
have Border Patrol in another.

Mr. StupAk. FBI.

Mr. RIDGE. Now, under the President’s proposal, they would be
all aligned singularly under an under secretary. So I think you will
enhance the effectiveness of that kind of program, because you now
have a command structure that can direct that it be done. And it
is a good practice.

Mr. StuPAK. But if it’s the IBET or like the Sault Area Intel-
ligence Committee, I guess what I want to know, so we aren’t
pointing fingers like we do after September 11, where would I go
to get full accountability on the issue? Who or what department—
and, as we say—does the buck stop here? And, will the department
order Customs to do it, the new department? Who is going to have
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the accountability? Where does the buck really stop with that new
proposal?

Mr. RIDGE. I think it’s a very appropriate question that you've
asked, because you want the authority to get things done, be
aligned with the accountability. And, at the end of the day, that
will be determined by the new Cabinet Secretary. But

Mr. STUPAK. So the Cabinet Secretary would be——

Mr. RIDGE. Clearly, I think that’s the primary reason behind the
Pll;elsident’s reorganization effort aligning authority with account-
ability.

In here, what you finally have is a consolidation of the many
agencies involved in IBET under one command structure. You can
do—you can go so far trying to coordinate activity among organiza-
tions. I think you can go even further when you can command ac-
tivity among organizations. And now I think you have a unitary
command structure that will enhance the capacity of those multiple
agencies to do that kind of job.

Mr. StuPAK. Well, when you see your Florida IBET, I would be
interested in seeing your reaction to it, and see if there is one per-
son in charge down there, or are we still all cooperatively.

Mr. GREENWOOD. The time of the gentleman has expired.

Mr. StUPAK. Thank you, Mr. Chairman.

Mr. GREENWOOD. The Chair recognizes the gentleman from Ken-
tucky, Mr. Whitfield, for 5 minutes.

Mr. WHITFIELD. Thank you, Mr. Chairman.

Governor Ridge, Chairman Tauzin touched on a matter that I'm
interested in and I'm sure other members of the committee are
also, and that was the FOIA protection in the President’s proposal
being limited to voluntary information supplied by non-Federal en-
tities. And, as he has indicated, EPA and others sometimes require
entities to provide vulnerability assessments, which, under the
President’s legislation, would be subject to a FOIA request. Is that
an issue that you all are willing to revisit and determine whether
or not his proposal would be subject to change in that area, or not?

Mr. RIDGE. Yes, it is, Congressman. I mean, the legislation as
drafted was directed specifically at a problem that has been experi-
enced by a lot of the Cabinet Secretaries, and even during the work
of the Office of Homeland Security, and that is, getting an under-
standing that 80 to 90 percent of the critical infrastructure in this
country is owned by for-profit entities. And they are anxious, just
as all Americans are, to help. They are anxious to participate. They
want to let the government know, for a variety of reasons, where
they view themselves as wvulnerable. As—the companies are
custodians of not only the proprietary interests, but they’re neigh-
bors in communities, they're corporate citizens, and have a respon-
sibility to all these different groups. But they are not—our sense
is that they would be a lot more forthcoming voluntarily in sharing
this kind of information with us if it was part of a limited exemp-
tion to the Freedom of Information Act.

So whether or not we expand it is certainly worth consideration,
not only in this bill but down the road in the years ahead.

Mr. WHITFIELD. Okay. Well, thank you, Governor. And I notice
also that some of the transferred functions that would be coming
into the new department relate to DOE’s non-proliferation work
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with certain countries, and particularly Russia. And this is a little
bit parochial interest of mine, narrowly focused, and maybe you
don’t know the answer to it, but recently DOE entered into a new
agreement with the United States Enrichment Corporation to be
the executive agent for bringing in enriched uranium from Russia
as a part of the non-proliferation efforts in that country. Is that the
type of an agreement that would be transferred to the new agency,
or would that remain with the National Security Council? Or do we
know?

Mr. RIDGE. That kind of agreement as presently drafted, I be-
lieve, with remains with the National Security——

Mr. WHITFIELD. Okay.

Mr. RIDGE. [continuing] apparatus of this country.

Mr. WHITFIELD. Okay.

Mr. RIDGE. You should know that the agencies and departments
and programs that we have drafted into the Department of Home-
land Security has been done with very close collaboration with the
Department of Energy and others. And because of the complex na-
ture of these programs—you just alluded to one of them—there are
international aspects to this that involve issues that are related to
homeland security, but also involving the Department of State and
the National Security Advisory and the like. So, we have been very
careful in drafting these programs. But that would remain with the
national security apparatus of this country.

Mr. WHITFIELD. I notice that we have some private companies,
like FedEx and the Port of Virginia that are actively testing and
pursuing installation of radiation detection devices throughout
their systems right now. But there are no Federal standards in this
regard for radiation detection devices, and there is no single Fed-
eral entity to which the companies can look to guidance—for guid-
ance and support. Will this new Department of Homeland Security
be able to assist in providing leadership in that area for these pri-
vate companies that want to pursue this?

Mr. RIDGE. Congressman, you’ve raised that question; Congress-
woman Harman has raised that question. Literally dozens of your
colleagues have done the same thing.

It is the purpose of the creation of the unit within Homeland Se-
curity of weapons of mass destruction countermeasures, and to in-
volve a means by which we can establish the kind of standards and
the point of access so the companies can work—know, one, the
standards that we would like their equipment to meet; and, two,
a point of access to get their equipment, their technology tested
against those standards.

So, again, this is a work in progress, but develop a center of ex-
cellence around the Lawrence Livermore Lab, but using the other
national labs and the other research facilities in this country, we
would hope to, one, create a point of access for testing and evalua-
tion; and, two, as we develop national strategy, to set national
standards.

One of the big challenges we have in setting a—in developing a
national strategy over a Federal system is we can’t necessarily dic-
tate to State and locals or Federal agencies, for that matter, the
kinds of equipment that they must acquire or purchase. But by set-
ting standards, we can go a long way in making sure that the
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equipment, from whomever the vendor might be, is interoperable
with the other equipment that may be needed at the time.

Mr. WHITFIELD. Thank you.

Mr. GREENWOOD. The time of the gentleman has expired. The
Chair recognizes the gentleman from Ohio, Mr. Strickland, for 5
minutes.

Mr. STRICKLAND. Thank you. And my friend from Michigan has
a quick question here. I do have some questions, but I will yield
the time to him temporarily.

Mr. StUPAK. Thanks.

Exactly on that point, on the radiation detection issue. Customs
said we are going to do it, and then Customs says we know nothing
about it, so they give it to DOE. DOE says we don’t know anything
about it, so we give it to Lawrence Livermore now. So now we have
three ways down the scale. Who is making the decision? Who is
going to be ultimately responsible and accountable? This has been
going on for some time.

Mr. RIDGE. It has.

Mr. STUPAK. And someone has got to say enough is enough. Let’s
get the decision done. Let’s get it made. Here, you have got Cus-
toms in saying, do this. Then they say, well, we really don’t know
anything about it, so we will give it to DOE. They contract to DOE;
DOE says, yeah, good idea. We should do a standard, but we don’t
know what it is. Let’s contract to one of our labs.

Now we are three ways down the ladder and three rungs down
the ladder. How is this ever going to get done? We need someone
to take the bull by the horns and say get it done.

Mr. RIDGE. Congressman, I think you reflect a challenge not only
for Homeland Security in terms of how those three departments op-
erate, but overall the operation of the Federal Government. You
know, bringing some kind of a concerted effort to resolve these
issues and getting someone to make a decision based upon a na-
tional strategy, national priorities, and national vulnerabilities is
what needs to be done, and that is at the heart of the President’s
proposal.

One, the Department of Homeland Security, where this kind of
issue can be resolved once a strategy is developed, priorities have
been developed based on vulnerabilities and threat assessments,
and then targeting the research, the appropriate research dollars
to that end.

We have a fairly robust and fairly expansive and expensive series
of research and development activities within the Federal Govern-
ment. It’s ad hoc, and at least under the umbrella of the Depart-
ment of Homeland Security, those kinds of efforts relating to pro-
tecting our way of life and our citizens would be given, I think, a
strategic focus, long overdue, as you pointed out in your question.

Mr. STUPAK. Right. And in this whole thing, we have entities
willing to install the equipment, we have vendors willing to sell the
equipment. How do we bring it all together is really sort of the
crux. Going back to the accountability issue, we have vendors,
again, willing to sell, you have got people willing to install. But
what do we install? What’s the standard? How do we do it?
That’s—that’s the part we have got to get our hands on, and I'm
just looking for more specific proposals in the President’s legisla-
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tion that would put someone in charge to get it done, to get that
accountability.

Mr. RIDGE. Well, I think if you take a look at the one unit in
there that deals with research and development and science and
technology, that is the President’s intention, that the centerpiece of
the strategic—the strategic direction for homeland security re-
search and development would be here. It would be through the
Lawrence Livermore Laboratory. You would have centers of excel-
lence at some of the other laboratories. We have got an extraor-
dinary system of academic research institutions around this coun-
try. I mean, we have got plenty of people who are prepared intellec-
tually with the laboratories and the experience to direct their focus
once the Federal Government decides where that—where that re-
search should be directed. We have got plenty of people out there
that can help us do it, once we give them specific direction. We
don’t do it now. We just do it on an ad hoc basis.

Mr. STRICKLAND. Mr. Secretary, I just wanted to share some in-
formation that was in the Youngstown Vindicator regarding the
possible location of the new department, and just to let you know
that Youngstown, Ohio would be more than happy to provide a
home for your new department. There has been some discussion.

Mr. RIDGE. I thought maybe in Pennsylvania somewhere. But ap-
parently——

Mr. STRICKLAND. That’s exactly what I was thinking.

Mr. RIDGE. We can get close to the river.

Mr. STRICKLAND. Sir, so that we both can benefit. But I have
been thinking about this new department since the President has
made his proposal, and one of the things that has concerned me is
the fact that it appears that there was at least some failure to ana-
lyze data and to communicate data and so on. And I’ve been won-
dering how this new Secretary who is going to be responsible for
homeland security is going to be able to do what they need to do—
he or she needs to do if they don’t have some direct authority over
the agencies that are most responsible for intelligence in this coun-
try, specifically the FBI. And I'm wondering, how will the new Sec-
retary be able to assure us and the Nation that the failures that
have been identified in terms of not only data collection but data
analysis and dispensation and the sharing of data and so on, how
will the Secretary be able to deal with that problem, if it continues
to exist, without having some direct authority over that agency?

Mr. RIDGE. Congressman, your question goes to the heart of the
ultimate desire of the President, the Congress of the United States,
and the people of this country, must do everything we can to pre-
vent the attacks from occurring in the first place. And at the very
heart of that effort is acting on credible intelligence and informa-
tion, interdicting and preventing the attacks from occurring.

By specific legislative language, the Congress of the United
States will empower the new Secretary to secure the reports and
the assessments and the analytical work done by the CIA and the
FBI, but also be empowered to get the information and intelligence
that any other agency generates. This is an historic new capacity
within the intelligence community, because within the Department
of Homeland Security there will be an integration and fusion func-
tion that heretofore has not existed. It will be based upon whether
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or not that assessment—there are credible assessments with re-
gard to threats, because in the same department you will match
that up against potential vulnerabilities. More often than not, pri-
vate rather than public. But if you have a credible threat targeted
to a specific sector, to a specific company, to an area, you will be
able to match and take a look at the vulnerabilities that may exist
there, and then, again, in the same department have a rec-
ommendation of prescriptive or protective measures to be taken in
response to the threat based upon the vulnerability.

Let me just say, if I might, that the President believes very, very
strongly that the CIA, which obviously gathers from time to time
information that is relevant to domestic terrorism, also secures in-
formation with regard to terrorism around the world, also is in-
volved on a daily basis with securing information with regard to
challenges from sovereign states. Weapon systems, biochemical sys-
tems, and the like. So the portfolio of responsibilities for the CIA
far, far exceeds just the targeting of domestic terrorist information.

The President also believes very strongly that there is a direct
line of authority, the DCI to one person in the executive branch,
and that’s directly to the President of the United States.

The President also believes that the FBI should remain an inte-
gral part of the chief law enforcement agency of this country, the
Attorney General’s Office.

But again, by specific legislative language, if the Congress adopts
the President’s proposal, you will create a new capacity of intel-
ligence, integration, fusion, analysis, and then application. Because
the reports and the assessments—the Phoenix memo would come
to the new agency. Prior to this legislation, the Phoenix memo
might have been lost in the department, in the FBI; but as the lan-
guage is written with regard to the President’s new Department of
Homeland Security, the Phoenix memo would obviously be shared
internally, but also be a piece of the information, the gathering
that the FBI has done that would be shared with the new Depart-
ment of Homeland Security.

Mr. GREENWOOD. The time of the gentleman has expired.

Mr. RIDGE. I'm sorry. It’s a long-winded answer to a very appro-
priate question.

Mr. GREENWOOD. That’s what we are here for.

Mr. RIDGE. All right.

Mr. GREENWOOD. The gentleman from Kentucky is recognized for
5 minutes.

Mr. FLETCHER. Thank you, Mr. Chairman.

And, Governor, I want to thank you. I know we all have some
questions how this new agency will operate. I think there is very
little question as to your capability of leadership and the choice
that the President has made in you. So I want to say thank you
for your leadership thus far.

As 1 look over your testimony, and of the three really mission
areas of this new agency, to prevent terrorist attacks, reduce Amer-
ica’s vulnerability, and minimize the damage and recovery from at-
tacks that do occur, I think I understand a little more clearly the
prevention portion and kind of the reducing vulnerability. In the
minimizing the damage and more in the response, as I understand
it, if there were a major terrorist attack today, of whatever type it
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might be that the roles and responsibilities of the various Federal
agencies that respond to such emergencies are currently well-de-
fined in the Federal response plan.

Mr. RIDGE. Right.

Mr. FLETCHER. The FBI would be the lead for the crisis manage-
ment portion; FEMA would lead for consequence management; and,
if the attack occurred overseas on foreign soil, then the State De-
partment would take the lead. And there are various other sce-
narios as well where the lead Federal agency may change.

I think we have all been assured that this seemingly convoluted
system would work and that everyone would understand the chain
of command in it. But under this new plan, let me ask you, would
the new Homeland Security Secretary be the lead Federal agency
for all events, whether criminal or whether of natural origin,
whether domestic or foreign? How would that be sorted out?

Mr. RIDGE. I believe it is the intent of the President that the unit
within the new department dealing with the emergency prepared-
ness and response become an all-hazard agency, and that is the
Federal Emergency Management Agency. Heretofore, it would be
responsible for the consequence management of acts of nature and
potentially even horrific accidentally caused acts, such as the fires
out in Arizona, but under the President’s proposal become the lead
agency to respond to both terrorist incidents and natural incidents
as well.

Mr. FLETCHER. Well, what—given that, and the FBI—say you
went back to an event like 9/11—of course, the Justice Department,
there is criminal investigations of the Department of Defense.

Mr. RIDGE. Right.

Mr. FLETCHER. How would you see as far as the leadership role
of the Secretary of the agency in responding? What roles would the
FBI take? Would they still lead the criminal aspect and FEMA the
natural disaster, if it were a different situation? And what would
the new Secretary’s responsibility—and who would be the lead—
who is going to be the boss in some of these decisions?

Mr. RIDGE. First of all, I would share with you that at the time
the disaster occurs, I think the lines are—between law enforcement
and FEMA are very much blurred, because the natural impulse of
the men and women who rush to the scene, whether they are po-
lice, firefighters, emergency medical folks, or civilian volunteer, are
to save as many lives as possible. And so I think you’ll find that
the first responders at the scene as you go about trying to save
lives as quickly as possible will ultimately have the responsibility.
That means as soon as FEMA can get to the scene, they would
oversee the response and recovery effort. That is not to exclude, if
the circumstances warranted, the FBI from the very beginning try-
ing to preserve whatever evidence there might be at the scene. But
as we have discovered in the two horrific—in the multiple horrific
events around 9/11, the first impulse is to save lives. And that’s ex-
actly what they did. And the information that the FBI has gleaned
isn’t so much from the scene of the crime, it’s from other sources
as they patch together the profile of the terrorists and learned
what they did and how they did it in preparation of the 9/11 trage-
dies.
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Again, the anthrax is a little bit different situation where you
really had to have a collaborative effort at the scene.

So I think it’s going to vary from incident to incident. But at the
end of the day, I believe you are going to have—you need FEMA
to be in charge of the response. Mr. FLETCHER. Then the FBI would
still maintain control and the lead of the criminal aspect of it?

Mr. RIDGE. Correct.

Mr. FLETCHER. FEMA, kind of the first response and the human-
itarian——

Mr. RIDGE. Right.

Mr. FLETCHER. To make sure to reduce the loss of life, and recov-
ery.
Mr. RIDGE. Correct. Interestingly enough, when I visited Fort
McClellan in Alabama where they are preparing first responders to
get to the scene, they were training the firemen and the emergency
medical technicians and others to be sensitive, depending on the
scene and the kind of incident, about the necessity of trying to pre-
serve what might be viewed later as evidence. And, at the same
time, they were training the police, the local police, the State po-
lice, the auxiliary police, how to respond in a more traditional life-
saving capacity.

So there is a sensitivity within the first responder community to
protect each—to support each other in the long-term—with regard
to their long-term duties. But the first response when people get
to that scene is to save lives, not to gather evidence. But then it
sorts itself out down the road.

Mr. FLETCHER. And I think, certainly, as this goes along I think,
at least in my mind, it would help to be a little more clear of, you
know, who is going to be in charge of what, who’s—because one of
the problems you have in management is always if you have two
or more bosses, it makes it very difficult where the responsibility
lies in a lot of these issues.

Mr. RIDGE. Clearly, the law enforcement function related to a
terrorist incident, the investigation, the follow-on would vest in the
Federal Bureau of Investigation. I mean, hopefully, there is no con-
fusion there. Where there is confusion from time to time is who is
in charge as soon as the incident occurs. And the experience that
America witnessed and participated in on 9/11, people didn’t pay
any attention to the authority given to them by virtue of the
badges, whether it was law enforcement or first responder. The
first impulse is, let’s go in and save lives. Then you have a very
appropriate delineation of responsibilities. But the investigative,
the law enforcement side of this still belongs to the FBI.

Mr. FLETCHER. Thank you. I see my time has expired.

Mr. GREENWOOD. The Chair thanks the gentleman.

The gentlelady from California, Mrs. Capps, is recognized for 5
minutes.

Mrs. Capps. Thank you, Mr. Chairman.

And, again, Governor Ridge, I want to pick up on a theme you
referred to earlier, that our homeland is secure when the home-
t(iwn is secure, going back to that local system and systems in
place.

I want to concentrate, if I could, on the Center for Disease Con-
trol, the CDC, and how that affects our local communities. In the
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third panel, a representative from the GAO, Janet Heinrich, has
made a couple of statements that I want to bring into this and give
you a chance to respond to her.

She is expressing “concerns about the proposed transfer of con-
trol from HHS, to the new Department for Public Health Assist-
ance programs that have both basic public health and homeland se-
curity functions.” And she says “these dual-purpose programs have
important synergies that we believe should be maintained.” And
she expresses concern “that transferring control over these pro-
grams, including priority setting to the new department, has the
potential to disrupt some programs that are critical to basic public
health responsibilities. We do not believe’—these are her words—
“that the President’s proposal is sufficiently clear on how both the
homeland security and public health objectives would be accom-
plished.”

And, if I could, again, I was privileged to visit with Congressman
Deutsch the Center for Disease Control site not long after 9/11, and
to see that CDC was stretched beyond capacity before that date
and now have so many additional responsibilities. And acknowl-
edging that when I, in my years of being a school nurse, relied on
them very directly for help with ongoing epidemics and issues of,
for example “is there enough flu vaccine on hand?” These are the
questions that my first responders are asking me. And so can you
describe and will you describe how these fears can be allayed?

Mr. RIDGE. Well, first of all, again, you and your colleagues have
raised a very important question with regard to the distinction be-
tween homeland security, related research and activities of the
CDC, and the traditional public health work of the CDC. And we
believe there is a very distinct care line here where the Depart-
ment of Homeland Security would be involved in those issues that
had primary—not necessarily exclusive, but primary homeland se-
curity dimension. That’s not to say that the CDC would not con-
tinue to deal with public health issues, maternity care, child care,
immunizations. I mean, are they going to continue to have the
same programs they have working with the States and the local-
ities on a variety of public health issues, continue to have the pro-
grams dealing with the restoration of some of the public health in-
frastructure, continue to have money for research-related issues of
cancer and smoking and things of that sort?

Mrs. CAPPS. Right.

Mr. RIDGE. So I think—I think there is a distinguishable line
now. And if we need to further clarify that with language in the
legislation, we certainly want to entertain that. But it’s also, I
think, very important to note that the legislation specifically calls
for the two Secretaries to establish the kind of relationship so that
both can take advantage of the dual-use infrastructure that has
been built up through the extraordinary work of the Health and
Human Services and the CDC over the past decades.

Mrs. CapPps. Let me thank you, and—but push this even further.

Mr. RIDGE. Sure.

Mrs. CAPPS. Because we can talk about charts and flow charts,
but it really becomes clear when you talk about dollars. And CDC,
many would say, including me, was underfunded before 9/11. How
will the dollars flow to do those basic activities?
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And let me add on to that an additional challenge that we have
faced here in our House subcommittee, what some would say—at
least from where I sit in California—a crisis of health care delivery.
And the upper payment limit cuts to the State of California, for ex-
ample, will take $300 million from our public health safety net hos-
pitals. That’s going to be difficult if there is no bioterrorism attack.
That’s going to be a real hardship on a State like ours. And those
institutions are exactly where people go when they—when the flu
epidemics hit and when if, God forbid, there is a bioterrorist attack.
That’s exactly where people will go.

If we continue to cut resources to these programs, these hos-
pitals, how can we add on another layer of preparedness?

Mr. RiDGE. Well, I tell you, I think you raise a question that
under a new configuration of the executive branch would be appro-
priately raised with both the new Secretary of Homeland Security
and the Secretary of Health and Human Services. The point being
is that there will be an identifiable money stream with regard to
specific programs that I think that can be identified and can be
identified today. Over the years, obviously the Congress of the
United States will have opportunity to increase dollars, whether
it’s through homeland security for those issues and that research
relating more particularly to weapons of mass destruction, bioter-
rorism, chemical attacks and the like, but also work with the Sec-
retary of Health and Human Services to bolster and fund programs
related strictly to public health.

I mean, so many of these programs—and again, that will be a
balancing act that will require the best efforts of both the executive
branch, but working in collaboration with the Congress of the
United States that ultimately has the constitutional responsibility
and authority to appropriate the monies. So you’ll help create that
balance.

Mrs. Capps. Well, I know my time is up. But, you know, the
President has said there are no additional dollars for this effort;
and we are saying there weren’t enough in the beginning. What
shall we do now?

Mr. RIDGE. Well, there are—for the—for 2003, as we ramp up the
new Department of Homeland Security, the President has spoken,
recognizing what he has in the 2003 budget, which includes about
a $14 billion increase for homeland security initiatives over the
2002 budget. What happens in the 2004 and beyond again will de-
pend upon the interaction and the priorities set collectively be-
tween the Congress of the United States and the President.

Mr. GREENWOOD. The Chair thanks the gentlelady, and recog-
nizes for 5 minutes the gentleman from Ohio, Mr. Gillmor.

Mr. GILLMOR. Thank you, Mr. Chairman.

And, Governor, one of the things I wanted to inquire about was
in the bioterrorism bill, which we just completed, we provided for
drinking water systems’ vulnerability assessments and rec-
ommendations for action be done by EPA. Now under the proposed
bill we have, it’s my understanding that would take that authority
out of EPA and put it under the new department. I guess the ques-
tion is, does it make a lot of difference? Is it something that you
feel really is an improvement in homeland security, or would it just
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as well be left with EPA where there is at least some body of exper-
tise?

Mr. RIDGE. It would be our hope that the President’s initiative
could be embraced to include pulling that into the Department of
Homeland Security because of the vulnerability assessment re-
quirements that will be imposed upon the new department. If it’s
the congressional will to keep it at the EPA and mandate that that
information be shared and become part of the infrastructure, the
information infrastructure upon which the Department of Home-
land Security operates, so be it. But it’s just a feeling that we—in
this new department, we have got, remember, the threat assess-
ment matched against the vulnerabilities. And clearly, the water
system, the energy systems, telecommunications, utilities, financial
systems and the like are part of our critical infrastructure. So it
was consistent with the President’s belief that we ought to have
that information-gathering capacity with regard to critical infra-
structure within this department.

Mr. GILLMOR. I wasn’t strongly suggesting that it stay with EPA;
I was just trying to feel you out on where you were coming on that.

Mr. RIDGE. We think it would be better to put all this within
this—this assessment within the new department.

Mr. GILLMOR. In title 3, the President proposes to transfer cer-
tain R&D programs from DOE to the new Secretary. And mostly
those are the ones dealing with development of detectors or sensors
for nuclear, bio, and chemical agencies.

Now, most of the research is done by DOE’s laboratories, which
are public and private entities under control of DOE. The labs con-
duct such research, however, not just for DOD; they do similar re-
search under the work for other programs where the CIA, FBI,
State, and the Secret Service can also request their own work.

Now, while it seems to make sense to have a single agency co-
ordinating and prioritizing all the research, I'm not sure that the
proposal does that since it only transfers the DOE programs and
doesn’t touch the rest of them.So why just transfer the DOE pro-
grams? Why not also transfer the work for other programs at the
labs? Is that an oversight, or is there a reason for that?

Mr. RIDGE. I think we focused, Congressman, on the programs
within the Department of Energy because of the very specific focus
they have at the national labs and the expertise they have devel-
oped. But particularly, the Chem-Bio National Security Program
where they have as their mission the development, the demonstra-
tion, and delivery of technologies and systems that will help this
country prepare for, prevent, and respond to a terrorist attack. And
they have been—this is work that they have been doing for years.
It deals with bio and chem detectors, it deals with modeling capa-
bilities to predict the effects of a chemical-bio attack. And again,
in consultation with the Department of Energy, as we try to pull
into the new Department of Homeland Security those programs, if
not exclusively, then at least primarily deal with securing the
homeland, this was very appropriate.

Mr. GREENWOOD. The time of the gentleman has expired. The
gentlelady from California, Ms. Harman, is recognized for 5 min-
utes.
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Ms. HARMAN. Thank you, Governor Ridge, for your testimony. I
have been listening carefully, and agree with your testimony and
with your answers to questions.

I would like to associate myself with the comments of our Chair-
man about the urgency of the threat and the fact that it is among
us right now. And that prompts me to talk about the urgency I be-
lieve there is, not just to pass this legislation, but to implement
certain changes which we could do this minute and not even wait
for the legislation. One of them is information-sharing across the
Federal Government and between the Federal Government and
local first responders.

As you know, Governor, H.R. 4598, a bill that Saxby Chambliss
and I introduced some months back, has now been reported by the
House Judiciary Committee, and also has the unanimous support
of the House Intelligence Committee, and is ripe for action on the
House floor. I would like to thank you for your help in fashioning
this legislation, and just mention to my colleagues that this is a
way to share information now, stripping out sources and methods
so that those without security clearances can receive it. It would
cover the FBI, the CIA, and all those agencies not in this new de-
partment, and would get their information down to first responders
who desperately need to understand better what our threats are.
So, thank you for your help with this. That’s one thing we can do
now.

The other thing we can do now, I think, relates to interoper-
ability. When Saxby Chambliss and I visited your excellent emer-
gency facilities some weeks back, at your invitation, we saw state-
of-the-art technology that you have been putting together. There is
still an enormous amount of work down the road, and we all agree
about hooking in private sector, cutting-edge technology into this
new department. But meanwhile, there exists now integrating de-
vices that can bring together the different frequencies and different
handheld communication devices in an emergency. This would cre-
ate interoperability, which we absolutely need for first responders
from different police and fire and EMT agencies to come together
at the scene of a terrorist attack in somebody’s hometown. As you
point out, all terrorist attacks are local.

There is a device called the ACU-1000, which is built in North
Carolina, and which many communities are using. Its problem is
that it is too small to handle the requirements of large metropoli-
tan areas like Los Angeles County. Yesterday, in front of this
building I saw in a van a technology developed by a large aerospace
company that wraps this ACU-1000, a technical term meaning
adds to it, and can connect five or more vans to cover the fre-
quencies that an entire metropolitan area might need to use in an
emergency.

Example: L.A. County has 88 cities, 55 police departments, 33
fire departments. It could, they allege, cover L.A. County.

My question to you is, how do we get to these bridging tech-
nologies—they may not be the perfect answer, but they sure are
better than where we are—now? How do we make things like this
happen right now, even before this department is up and running?
Because, as our Chairman points out, these terrorists are among
us and could attack us in 20 minutes from now.
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Mr. RIDGE. First of all, Congresswoman, I think your point about
bridging technologies and systems integration now, as we develop
even more robust technologies and better systems down the road,
is very appropriate, because I think it will take us—once we deter-
mine what our mission is and how we are going to achieve our
goals, I think we can have the technology overlay, but we still have
to work out some of these—some of these matters before we take
advantage of the entrepreneurial nature of this country and our ex-
traordinary technology sector.

I would suggest that there are a couple of things that we have
done and we can do. One, our Office of Homeland Security has
been working with the President’s Office of Science and Technology
Policy. And my recommendation would be that we take a look at
the technology application that you have just discussed, make it
available to this—to these groups, and have them give us an as-
sessment as to the impact on particularly urban communication
systems where there remains a huge gap. Obviously, we need inter-
operable communications, we need a bridging system now. Down
the road, we hope to have a unified system not only within urban
America, but within the country.

The second thing I would recommend, and I say this with enor-
mous respect, the $3.5 billion first responder money is sitting in
the 2003 budget. So, as Congress sets its priorities in dealing with
the budget proposal in 2003, if we could make the homeland secu-
rity portion, or many of those portions, available to local commu-
nities as quickly as possible, once there is a stamp of approval,
once there is an imprimatur on pieces of equipment like this that
it does the job it claims it can do, then we’ll be in a position to buy
these technologies immediately.

Ms. HARMAN. Thank you. My time is up.

Mr. Chairman, I just want to note—it is going to 10 seconds—
that at our Conference on Technology and Terrorism last week, Dr.
Marburger was there from the Office of Science and Technology
Policy. He was talking in terms of this whole effort coming on line
in 2004.

I think this effort is on line this minute, and bridging tech-
nologies, as you have just said, are the answer; and I would hope
you would encourage him to be thinking with a little more urgency
of the need to tap these various technologies in our country to con-
front the various terrorists in our country now. Thank you, Mr.
Chairman.

Thank you, Governor Ridge.

Mr. BURR [presiding]. The gentlelady’s time has expired. The
Chair will recognize himself at this time. Let me welcome you and
apologize—I was not here for opening statements—but also say
that I am supportive of the President’s proposal. There are a num-
ber of areas of the bioterrorism bill that we took a tremendous
amount of time in trying to integrate. Where we knew there were
strengths in agencies, we tried to beef up those strengths; where
there were weaknesses, we tried to compensate, through the legis-
lation, to make sure that the tools and resources were there for
that in fact to be a success.

And I think that many of those areas, as we anticipated, would
be encompassed in the new homeland security agency; and I think,
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in most cases, we are very supportive of that. My questions are
going to deal more with the areas where not 100 percent of the re-
sponsibility of that area that we saw, where it might have been
weak to start with, is shifting over and whether we thought
through exactly the consequences of stealing half the responsibility
and leaving the other half.

The new department is a security entity first and foremost.
Tasking it with the disaster mitigation and response and to a cer-
tain extent research and development might distract from the secu-
rity responsibilities that homeland security has.

Do you have any reservations about the pieces that you pick up
that deal with research and development and mitigation of disaster
response?

Mr. RIDGE. I believe the President’s proposal tries to encompass
the broadest range of homeland security matters under one agency,
and that is from prevention and detection through preparation and
response. And it is for that reason that you see the—this is a
multitasked agency, and it covers the full spectrum of activities
{:ha(t’i would be appropriately associated with securing our home-
and.

And I think, in time, the integration of these different respon-
sibilities—the establishment of a strategic plan dealing with re-
search and development clearly has implications for the new ana-
Iytical unit potentially, for the border aggregation clearly, and for
the preparedness and response. So I think you can see that if you
take a look at the different units, they are not really stovepiped.
At the end of time, there is really a relationship among all of them.

Mr. BURR. We looked very closely at things like that, the na-
tional medical response teams that we had. We tried to explore
why they weren’t more effective, that they are very crucial to our
entity today; and I think through our efforts on bioterrorism, we
felt there was a need to create an assistant secretary at HHS to
sort of shepherd those areas. Now we sort of shift those responsibil-
ities.

I guess my question is, do you still think there are enough areas
at HHS that we need that assistant secretary there, or can you en-
vision the need, whether it is HHS or other agencies, where you
have pulled in jurisdiction and responsibilities, do you need an as-
sistant secretary there as a liaison for homeland security?

Mr. RIDGE. I know the committee was very concerned about cre-
ating that capacity within Health and Human Services, and I
would leave it to your good judgment to determine whether or not
you would want to create another one to work as a liaison. Clearly,
given the dual nature of the infrastructure that both a Department
of Homeland Security and HHS would be using; clearly, given the
benefit of many of the research dollars and the need for commu-
nication and coordination, I am going to leave that to your best
judgment as to whether or not you think it would enhance that col-
laborative effort to create a similar position now in HHS as we
bring this position over to the Department of Homeland Security.

Mr. BURR. Clearly, there are areas—I think section 905 of the
President’s proposal, and 906, deal with pharmaceutical stockpiles
and select agent registration. Select agent registration was some-
thing that in the last administration was by default handed over
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to CDC because we found we didn’t have a successful means to
keep up with it.

I am a little bit concerned. We all believe there needs to be a list
that is kept, one that the appropriate people have access to, one
that we don’t question its accuracy.

The difficulty that exists is that CDC seems to still be respon-
sible for allowing these agents out for the purposes of research, but
there is the problem of making sure that, in fact, that information
gets from CDC to Homeland Security where, in fact, the registra-
tion of where that product has gone would have to be.

Do you have any concerns about that?

Mr. RIDGE. I think, for security reasons, the select agent list
must be—should be part of the Homeland Security function and
any regulations attendant to the preservation and maintenance of
that list. But CDC continues to have that public health responsi-
bility and would continue to do the research on these pathogens
and continue to oversee the work done, whether it is done at CDC
or elsewhere in conjunction with the Department of Homeland Se-
curity.

Mr. BURR. I truly do not raise it as a criticism, but there is a
link where we are almost relying on the system we had 5 years ago
of somebody making a notification to another agency when the de-
cision is made to let one of the pathogens go out for research pur-
poses. And I know we were all faced with a shocking reality when
the anthrax scare came, and we tried to track down how many
places might have had anthrax under research.

Mr. RIDGE. And we weren’t sure.

Mr. BURR. Title VII of the bill deals with the coordination with
non-Federal entities, the IG and the Secret Service. My only con-
cern in section 701, which requires the secretary to direct and su-
pervise grant programs of the Federal Government for State and
local emergency response providers. And it is not a lack of con-
fidence in Homeland Security to make those grants.

I guess the question that I would have, how much input will the
agencies that currently have that responsibility have, since a lot of
the grant, a lot of the research, a lot of the programs that the grant
money will be for might still be the responsibility of the other agen-
cy.
Mr. RiDGE. If I might, Congressman, give you a good example,
the folks at the local level generally would like to go to one Federal
agency to get emergency preparedness and response grants. They
also recognize that they take many forms. There is a bioterrorism
response initiative that HHS has. There is an Office of Domestic
Preparedness that actually has even more dimensions, but that is
in the Department of Justice. And then, obviously, FEMA.

What I think is proposed under this legislation is, one, that we
have by statute continued the collaboration with Health and
Human Services so when these dollars go out they do go out in col-
laboration with Health and Human Services as it relates to the bio-
terrorism prevention and public health prevention.

Two, the Office of Domestic Preparedness and the Department of
Justice where it is envisioned that that entire operation would be-
come a more robust and more muscular agency that FEMA be-
comes when they have responsibility for in excess of $3 billion
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under the President’s 2003 budget. And then clearly FEMA has
been reaching out over the past several months working with
States and local communities trying to work with them to set up
a framework through which these multiple grants can be issued. So
FEMA has also undertaken as part of its longer term goal the es-
tablishment of the kind of relationship they need with the States
and the local communities to help frame the issuance of these
grants.

The goal here is to buildup a national capacity of some sort
around the country. Obviously, it will not be done in a year. Con-
gresswoman Harman pointed out the need for interoperability of
communications. My sense, in talking to FEMA and a lot of other
people is, that may be the No. 1 priority. If you're going to save
lives, it is predicated on time. The best way you minimize time is
better communication; and unfortunately, we don’t have integrated
communications systems in too many places in this country.

Having said that, FEMA is working with State and local govern-
ments to develop these plans. And what we are, what the President
is hopeful of as it relates to the 2003 budget—and I know I am
going off just a bit, but I say this to members who will be appro-
priating the dollars—is that the moneys that would be issued, not
just in 2003, but in future years as we buildup a capacity to re-
spond to terrorist activity, that we build it up consistent with plans
that begin at the local level and then take it to the regional level
and move up to the State, that we begin to develop a capacity
around mutual aid packs, a capacity built on standards that are de-
signed after consultation within the departments and agencies that
are also designed based on threat assessments and vulnerabilities.

So we still have a lot of work to do. And the purpose of the Presi-
dent’s integration of all these agencies is to give some strategic
focus not only to the efforts of the men and women that have been
providing homeland security services for this country for a long
time, but also give strategic focus to the dollars and technology and
the kinds of equipment that we provide to this country to prepare
for a potential response to a terrorist act.

Mr. BURR. Governor, thank you. My time has expired.

One more time I want to commend you personally for the job
that you have done. You were asked to step in at a—I can’t think
of a more difficult time to take on a task that was then undefined
and not understood. You were asked to do it with a limited group
of people, and I think that you have done an extraordinary job. My
hope is that as we take up this legislation and, hopefully, pass it
in an expedited way that you, like we, remember that we can do
things of this magnitude without growing bureaucracies that are
bigger than the last one.

And I know that the President’s legislation chooses a secretary
and a deputy and five under secretaries and no more than six as-
sistant secretaries, but there is room for an additional 10 assistant
secretaries. My hope is you will always think smaller from the
standpoint of the internal structure up here and, in fact, remember
what I think you learned very early on, that most of the intelligent
folks and the best ideas happen in the localities around the country
that are ultimately the ones that we need to communicate with in
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real time, so less emphasis is spent up here and more around the
country.

The Chair would recognize the gentleman from Massachusetts,
Mr. Markey, for questions.

Mr. MARKEY. Thank you, Mr. Chairman, very much.

Governor Ridge, the Nuclear Regulatory Commission and the De-
partments of Energy and Defense have historically had jurisdiction
over nuclear facilities whether they be civilian or government. And
they have had the responsibility for constructing the design basis
threat against which each of these facilities has to be protected,
and they also have responsibility for conducting the force-on-force
test against those facilities.

Now, in the overriding—in the legislation you have sent up it
says that this new department will have primary responsibility for
infrastructure protection. And so the question is, what does that
mean in terms of the agency, yours or the NRC or the Department
of Energy or Defense that will have primary responsibility over the
security around nuclear facilities once the legislation is passed?

Mr. RiDGE. Congressman, I believe that your question highlights
a characteristic of homeland security that can’t be underscored
enough, and that is the continuing need for intergovernmental and
interdepartmental communication and coordination. It is a point
you make very effectively. DOD and DOE and the Nuclear Regu-
latory Commission have multiple responsibilities with regard to the
security of our nuclear facilities whether they be power plants or
storage systems for nuclear weapons. That will continue to be the
case.

However, this new department, working particularly with the
Nuclear Regulatory Commission on the design threat assessment
as it relates to the potential vulnerabilities that exist, will play a
very important role as we go about matching threats against
vulnerabilities and taking prescriptive actions.

Mr. MARKEY. So, for example, the Nuclear Regulatory Commis-
sion 9 months after September 11 have refused to begin a new de-
sign basis threat rulemaking, even though we know it moved from
nonsuicidal, nontechnically sophisticated handfuls of terrorists that
had to be protected against before September 11 to something
which is suicidal, technically sophisticated, heavily armed and
large numbers.

Would, under the new system, the Office of Homeland Security
have responsibility for ordering the design basis threat regulation
to be upgraded, or would that still remain with the Nuclear Regu-
latory Commission? Who would have the ultimate authority, the
NRC or the Office of Homeland Security?

Mr. RIDGE. Ultimately, Congressman, if the Department of
Homeland Security felt that the Nuclear Regulatory Commission
hadn’t moved either quickly enough or effectively enough vis-a-vis
the threat you are talking about, one would hope that the new Cab-
inet Secretary, in conjunction with the chairman of the Nuclear
Regulatory Commission, can resolve that.

Clearly, the President has said that he seeks to retain as part
of the White House apparatus the Assistant to the President for
Homeland Security that has been tasked with coordinating that ac-
tivity and resolving differences of opinion. But if there is a dif-
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ference of opinion finally, you get one tie breaker, and that is the
President of the United States.

Mr. MARKEY. The tie breaker is the President. The tie breaker
is not whoever heads up the Office of Homeland Security?

Mr. RIDGE. I think the new Secretary of Homeland Security is
going to be empowered with enormous authority and responsibility
to deal with vulnerability assessments.

Mr. MARKEY. I guess all I am saying is, if you identify a flaw in
the security at Livermore or at Diablo Canyon and you go to the
NRC or the Department of Energy and you say, upgrade, they say,
no, we are not going to upgrade, we are not going to go to a new
system, you are saying that the head of the Office of Homeland Se-
curity can’t say, upgrade.

Then it goes to the President to resolve the dispute between the
two offices?

Mr. RIDGE. Well, first of all, I think it is important that we al-
ways play out the worst case scenario. And my judgment, Con-
gressman, is that if the vulnerability assessment is significant, we
won’t have any difficulty getting the cooperation.

But if you want to go to the worst case scenario——

Mr. MARKEY. Yes.

Mr. RIDGE. [continuing] the matter would—since the assets
themselves—none of the national labs are part of the infrastructure
of the Department of Homeland Security.

You talked about having problems at—the national lab at Liver-
more or Los Alamos does not have direct command and control over
those entities. The first responsibility is to identify the vulner-
ability, convince them of the vulnerability and get them to do some-
thing about the vulnerability. If there remains a conflict, it would
be resolved presumably within the—by the Assistant to the Presi-
dent for Homeland Security. There is a coordinating function, and
that function remains within the White House.

Mr. MARKEY. That would be someone on the President’s staff
that would resolve it?

Mr. RIDGE. Assistant to the President.

Mr. MARKEY. That is the job to get then.

Mr. RIDGE. It’s a pretty good job. It is the one I have right now.
You are addressed with a great deal of authority.

Mr. MARKEY. When you

Mr. GREENWOOD. The time of the gentleman has expired.

Mr. MARKEY. Could I have 1 more minute?

Mr. GREENWOOD. Unanimous consent, the gentleman is granted
an additional minute.

Mr. MARKEY. When you say, presumably the person on the Presi-
dent staff will then break the tie between the Office of Homeland
Security and the NRC or the DOE, is that going to be written into
the statute?

Mr. RIDGE. It is a function of the executive order signed by the
President of the United States creating the office on October 8.

I am going to say the other leverage that you have on any de-
partment or agency changing its direction or focus is also, the Con-
gress of the United States would have to be—could be a potential
partner in that enterprise as well. But if we are—as we've said be-
fore, this is an enterprise within which we are all engaged, and I
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guess I can imagine a worst case scenario, and I guess we have to

plan for it, but I think it is very unlikely.

N Mr. MARKEY. Thank you very much. We appreciate your being
ere.

Mr. GREENWOOD. The Chair thanks the gentleman and recog-
nizes the gentleman from New Hampshire, Mr. Bass, for 5 min-
utes.

Mr. Bass. Thank you very much, Mr. Chairman. And thank you,
Governor, for coming here. This must be a very interesting time in
your life and certainly one of the most important issues that this
Congress will deal with.

I have a question having to deal with DOE’s nuclear emergency
support teams, the NEST teams. I served on the Intelligence Com-
mittee, and we had some involvement with this issue in prior
years.

Now, it is my understanding that the President’s proposal trans-
fers the control of DOE’s nuclear response teams to the new Sec-
retary in the event of an attack or emergency, and also gives the
new Secretary the authority to set standards for DOE’s group, as
well as conduct training and exercises for these teams. But as I un-
derstand it, these DOE teams also always—almost always work in
concert with DOD, and usually conduct joint exercises with DOD,
FBI, State and other agencies, and that is because of their respon-
sibility to deal with more than just a nuclear issue.

Will the new Secretary coordinate the exercises and training of
all of these interagency components or just the DOE, Department
of Energy, portion?

Mr. RIDGE. I believe it is envisioned from time to time that we
would want to deploy all of these agencies in a realistic drill or ex-
ercise. So depending on the circumstances and the nature of the
drill, Congressman, it could very well oversee an exercise involving
all those agencies and serving in a coordinating function.

Mr. BAss. Okay. That is good.

I also understand that DOE’s radiological assistance teams,
which are spread out regionally throughout the country, are cur-
rently authorized to respond to requests from State and local offi-
cials for assistance and need not wait until the Secretary of Energy
formally calls them into action.

Will the President’s proposal change that requiring action by the
new Secretary before these teams can be deployed for any reason?

Mr. RIDGE. Congressman, in that change in the—I cannot give
you a specific answer to the change in the historical relationship.
I will get back to you on that. That is the way they used to be de-
ployed. I think there is a lot to be said for maintaining that kind
of a relationship, but I will have to get back to you for a specific
answer.

Mr. BAss. I appreciate that and I yield back to the chairman.

Mr. GREENWOOD. The Chair recognizes for 5 minutes the gen-
tleman from California, Mr. Waxman.

Mr. WAXMAN. Thank you very much, Mr. Chairman.

Mr. Ridge, in your own home State of Pennsylvania, a newspaper
reporter for the Pittsburgh Tribune-Review conducted an investiga-
tion to determine how vulnerable chemical facilities were to terror-
ists after September 11; and I don’t know if this article came to
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your attention, but it is pretty shocking. According to that article,
which was published on April 7, the security was so lax at 30 sites
that in broad daylight a Trib reporter wearing a press pass and
carrying a camera could walk or drive right up to tanks, pipes and
control rooms considered key targets for terrorists. And I want to
read to you specifically what they found.

“Absent dilapidated or unfinished fence lines or carelessly opened
gates allowed access to 18 sites. Inside the sites no one stopped the
reporter from going wherever he wanted, even into control rooms
and up to tanks and train switching and derailing levers. No secu-
rity at the potentially deadliest plants of the 123 plants nationwide
that individually could endanger more than a million people; two
are in western Pennsylvania. The reporter spent more than an
hour walking through each without encountering a guard or an em-
ployee.”

Now, I wrote to the President on this issue on September 26,
2001, asking him to use just $7 million out of the $40 billion of the
Emergency Supplemental Appropriations Act for recovery and re-
sponse to terrorist attacks to examine the vulnerability of these fa-
cilities to attack. Congress required these vulnerability assess-
ments to be completed by this August, yet apparently the adminis-
tration has not even begun them.

I am also concerned the administration has failed to make any
proposal to address these significant risks. Does the administration
support Congress, requiring decisive action to address these risks,
and if so, why isn’t it in your proposal?

Mr. RIDGE. Congressman, your reference to that—the critical in-
frastructure and the potentially devastating consequences associ-
ated with the terrorist attack on chemical facilities is something
that the Office of Homeland Security has been focused on and
clearly will become a priority of the new Department of Homeland
Security. And I think, clearly, that not only this President, but pre-
vious Presidents have called on, and I believe the Congress of the
United States has called on, the private sector and others to do a—
perform critical infrastructure assessments and then take action to
deal with the vulnerabilities.

Obviously, the pace of the change within some sectors of the
economy and within some companies hasn’t been what you or I or
most Americans would like.

At the end of the day, when you have a Department of Homeland
Security, Congressman, whose responsibility is to match threats
with vulnerabilities and to work with other agencies within the
Federal Government to harden these targets that are owned by the
private sector, I think that will certainly accelerate the changes
that are needed. And until such time, we continue to—the adminis-
tration continues to work with all industry sectors to identify
vulnerabilities and get them committed to taking action.

I refer to a conversation that I had with some folks with regard
to these vulnerabilities across the board in various sectors. And I
think one of the ways, Congressman, that we can make sure that
those chemical facilities or some of these other facilities in your
neighborhood and my neighborhood, your State or mine, everybody
else’s, is up to the standard that we seek is to have our first re-
sponders in those communities visit and work with those compa-
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nies to make sure that the standards are met, because these are
the men and women who are going to have to show up if these fa-
cilities are attacked.

Mr. WAXMAN. With all due respect, you just said we want this
new department to be sure to do this job, we want the cooperation
in the private sector to run these plants to be sure theyre doing
the job, and then we want the first responders to be doing the job.
But you have been head of the Office of Homeland Security, and
one of the mandates from Congress was to look at these
vulnerabilities and do something about them.

So does it strike you that maybe I am hearing you just point
your finger at everybody else, but not taking responsibility for get-
ting this done?

Mr. RIDGE. Oh, no. I wouldn’t want you to interpret it that way.
I suspect that there has been sufficient follow-up by Congress, and
I would assure you there has been sufficient follow-up within the
Office of Homeland Security.

As part of the President’s directive to our office, we were to—in
the designing of a national strategy, we were to work with both the
public and the private sector to do a critical infrastructure vulner-
ability assessment. That process is an ongoing process. It is some-
thing that needed to be done for a long, long time, and we are in
the process of doing that, and that will be part of the national
strategy that we will present to the President and to the Congress
and to the public in the next several weeks.

Mr. WAXMAN. Just one last short question. Was I incorrect when
I said this was required to have been completed by August, but the
administration has not even begun the assessment of the risk at
these facilities?

Mr. RIDGE. The administration began that some time ago. It has
been a work in progress within the Office of Homeland Security;
and my recollection of the executive order creating our office, there
was no specific timetable. We created our internal timetable and
are trying to get most of it done before we submit the strategy to
the President, to the Congress and the people sometime in July.
But you can

Mr. WAXMAN. What is your own internal deadline?

Mr. RIDGE. We have said we are going to get the strategy to the
President for his eyes by the 1st of July, mid-July. We are working
on it.

Mr. WAXMAN. That is a strategy, but there is a vulnerability.

Mr. RIDGE. Congressman, the enormity of that task, we don’t shy
away from it in any manner, shape or form. But this is a process
that I believe Congress has been and probably will be working on
years and years as well. We have taken advantage of some of the
work that Congress has done, but our own internal work started
several months ago. It will need a few more months to be com-
pletgd to give you the kind of specificity that I think you are look-
ing for.

But we are doing our job, and when Congress completes its work
and when the other agencies complete that work, I think we are
going to have a pretty good system of determining where the
vulnerabilities are and working together to come up with the
means to harden those targets and reduce the vulnerability.
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Mr. GREENWOOD. The time of the gentleman has expired.

Mr. WAXMAN. But assessments required by Congress are to be
completed by August 2002?

Mr. GREENWOOD. The time of the gentleman has expired. The
Chair would note that the mandate from Congress to do the vulner-
ability assessment of the chemical facilities was passed in 1999,
andhit was the Clinton Administration that did nothing subsequent
to that.

The Chair thanks the Governor for your presence with us and for
your testimony and for your guidance.

Mr. WAXMAN. That is a little cheap, Mr. Chairman.

Mr. GREENWOOD. The Chair has the floor and the gentleman
may or may not be recognized in the future.

The Chair notes, Governor, that you are thanked for your service
many times a day for good reason because you have given us such
a sense of confidence.

But I would like to take the opportunity, as your friend, to thank
your wife, Michelle, to thank your daughter, Leslie, and your son,
Tommy. I know that after 10 years or so in the Congress, 8 years
as Governor of Pennsylvania, they were probably and you were
probably expecting to take off the mantle of responsibility and hang
it up in the home cabinet for awhile. And I know it is only because
of the dire circumstances that we faced and your sense of duty to
your country that you put that mantle—and a large mantle it is—
back on your broad shoulders, and we thank you for that. And we
want to thank your family for the sacrifices they make every day
in letting you do this job. Thank you. Thank you very much.

The Chair then calls forward the second panel consisting of the
Honorable Claude Allen, Deputy Secretary of the Department of
Health and Human Services, as well as General John Gordon, Ad-
ministrator of the National Nuclear Security Administration. Gen-
tlemen, welcome. We thank you for being with us this morning.
Thank you for your forbearance. Let me begin by saying that I be-
lieve you are aware that the committee is holding an investigative
hearing and, when doing so, has had the practice of taking testi-
mony under oath.

Dho? either of you have any objection of giving testimony under
oath?

Chair then advises, under the Rules of the House and the rules
of the committee, you are entitled to be advised by counsel. Do ei-
ther of you care to be advised by counsel?

Seeing negative responses, the Chair would ask that you rise and
raise your right hand, and I will swear you in.

[Witnesses sworn.]

Mr. GREENWOOD. Thank you; you are under oath. And, Mr.
Allen, I believe we will begin with your testimony.

TESTIMONY OF HON. CLAUDE A. ALLEN, DEPUTY SECRETARY,
U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES; AND
JOHN A. GORDON, ADMINISTRATOR, NATIONAL NUCLEAR
SECURITY ADMINISTRATION

Mr. ALLEN. Thank you, Mr. Chairman, and members of the com-
mittee for the opportunity to appear before you to discuss the pro-
posed Department of Homeland Security and how it will interface
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with the Department of Health and Human Services. Secretary
Thompson and I support strongly the initiative that the President
announced earlier this month and feel that this is the best direc-
tion for the Nation to move in order to ensure our homeland secu-
rity.

The threat of terrorism has become a part of our daily lives since
September 11, and this new Department of Homeland Security will
enable us to make significant advances in protecting the American
public from terrorism. We are pleased that the Congress is giving
the President’s proposal such prompt and thorough review and at-
tention. And Secretary Thompson and I look forward to working
with you to ensure the passage of this important legislation.

The President’s proposal will transfer several terrorism-related
activities that are housed currently within HHS to the new Depart-
ment of Homeland Security. Homeland security will assume re-
sponsibility also for setting goals and providing strategic direction
for other relevant public health and medical activities, but will rely
upon HHS to implement and operate them on a day-to-day basis.
First, I want to talk with you about the activities that will go to
homeland security. Those areas include the Select Agent registra-
tion enforcement program, the Office of the Assistant Secretary for
Public Health Emergency Preparedness and the Strategic National
Stockpile.

Right now, the Centers for Disease Control and Prevention regu-
lates the transfer of certain dangerous pathogens and toxins com-
monly referred to as “Select Agents” from one registered facility to
another. These agents, such as the bacterium that caused anthrax,
the bacterium that causes Plague, and the viruses that causes
Ebola are used widely in the research laboratories across America.
These Select Agents are prime examples and candidates for use by
would-be bioterrorists, so when they are used in research, they
must be kept under constantly safe and secure conditions.

The Public Health Security and Bioterrorism Preparedness and
Response Act of 2002 authorized HHS to promulgate and to enforce
regulations concerning the possession and use of Select Agents as
well as their transfer. While CDC has done its best to manage the
Select Agent program, CDC is a public health agency and not a
regulatory body. Therefore, we believe that the new department is
ll?lettgr suited to prevent Select Agents from falling into the wrong

ands.

HHS will be prepared to provide homeland security with what-
ever scientific expertise and other technical expertise they may
need to manage the program. In fact, under the administration bill,
the Secretary of Homeland Security would administer the Select
Agents program in consultation with the HHS Secretary, and HHS
would continue to make key medical and scientific decisions, such
as which biological agents should be included in the Select Agent
list.

Let me talk about the Office of the Assistant Secretary for Public
Health and Emergency Preparedness. The Public Health Security
and Bioterrorism Preparedness and Response Act of 2002 also cre-
ated the HHS Office of the Assistant Secretary for Public Health
Emergency Preparedness. The responsibilities of this new office in-
clude the supervision of the Office of Emergency Preparedness, the
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National Disaster Medical System and the Metropolitan Medical
Response Systems, as well as related HHS emergency management
functions. By having this office within the Department of Home-
land Security, we will have a seamless integration of our national
public health and medical emergency management assets with the
Nation’s new preparedness and response infrastructure.

Third, the National Pharmaceutical Stockpile, which currently
CDC manages: The stockpile consists of 12 “push packages” of
pharmaceuticals and medical supplies and equipment which are lo-
cated strategically across the United States, and additional lots of
pharmaceuticals and caches of medical materiel are maintained
also by manufacturers under special contractual arrangements.

The Secretary and I are proud of the job that CDC has done in
managing our Strategic National Stockpile, which was evidenced in
our ability to get a push package into New York City on September
11. This fine work has set the stage for smooth integration of the
stockpile with our other national emergency preparedness and re-
sponse assets within Homeland Security.

The Secretary of Homeland Security will assume responsibility
for continued development, maintenance and deployment of the Na-
tional Stockpile, while the HHS Secretary will continue to deter-
mine its contents. This arrangement will ensure effective blending
of our public health expertise with the logistical and emergency
management expertise of Homeland Security.

With the strong integration and cooperation that exists between
HHS and Homeland Security, two functions of the new department
will be carried out by HHS unless otherwise directed by the Presi-
dent. The first is Homeland Security’s civilian human health-re-
lated biological, biomedical and infectious disease defense research
and development work.

We recognize the expertise, successful track record and unique
capabilities of the National Institutes of Health and the Centers for
Disease Control and Prevention. The Secretary of Homeland Secu-
rity, in consultation with the HHS Secretary, shall have the au-
thority to establish the research and development program that
will be implemented through HHS. This means that Homeland Se-
curity will provide strategic direction regarding the Nation’s bio-
logical and biomedical countermeasure research priorities.

Certain public health-related activities will also be directed by
Homeland Security and carried out through HHS. This would in-
clude activities like enhancing the bioterrorism preparedness of
State and local governments and non-Federal public and private
health care facilities and providers. The object of this provision is
to continue the important role that CDC plays, that the Health Re-
sources and Service Administration plays and other elements of
HHS play in assisting States and local governments and the hos-
pitals and public health community in preparing for and respond-
ing to large-scale public health emergencies.

As with the research program, the Secretary of Homeland Secu-
rity, in consultation with HHS Secretary, will have the authority
to establish the Nation’s antiterrorism preparedness and response
program. But the implementation of the public health components
of that program will be carried out largely through HHS.
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Mr. Chairman, members of the committee, our Nation needs a
Department of Homeland Security. The Secretary and I strongly
support the President’s proposal and look forward to doing what-
ever is necessary to effect a smooth and swift transition of respon-
sibilities and operations. We believe that the President’s proposal
strikes the right balance by playing to the strength of HHS and
recognizing this agency’s core mission that is the protection of the
Nation’s public health, while capitalizing on the strategic and
logistical strength of the new Homeland Security. We will ensure
that HHS fulfills its obligation to the new department and provides
that whatever public health, medical and scientific expertise it may
require.

At this time, I would be happy to answer any questions that the
committee may have.

[The prepared statement of Hon. Claude A. Allen follows:]

PREPARED STATEMENT OF HON. CLAUDE A. ALLEN, DEPUTY SECRETARY,
DEPARTMENT OF HEALTH AND HUMAN SERVICES

Thank you, Mr Chairman and members of the Committee for giving me the oppor-
tunity to appear before you today to discuss the proposed Department of Homeland
Security. Secretary Thompson and I strongly support the reorganization initiative
that the President announced earlier this month.

The threat of terrorism in its myriad forms has become an ever-present part of
our daily lives. The new Department will enable us to make further significant ad-
vances in protecting the American people from those who are bent upon inflicting
death, destruction, and social disorder to achieve their ideological ends. We are
pleased that the Congress is giving the President’s proposal prompt and thorough
attention. Secretary Thompson and I look forward to working with this and other
Committees to ensure passage of the legislation for the new Department.

The President’s proposal deals with certain terrorism-related activities that cur-
rently are the responsibility of the Department of Health and Human Services
(HHS). Some of these HHS activities would be transferred to the Department of
Homeland Security (DHS). For other relevant public health and medical activities,
DHS would assume responsibility for setting goals and providing strategic direction
gut would rely upon HHS to implement and operate the activities on a day-to-day

asis.

I will discuss examples from each group of activities in turn.

EXAMPLES OF ACTIVITIES PROPOSED FOR TRANSFER FROM HHS TO DHS

HHS functions conveyed to the new Department in the President’s proposal in-
clude:

* The Select Agent registration enforcement program;

e The Office of the Assistant Secretary for Public Health Emergency Preparedness;
and

* The Strategic National Stockpile.

Select Agent Registration Program

Within HHS, the Centers for Disease Control and Prevention (CDC) currently reg-
ulates the transfer of certain dangerous pathogens and toxins—commonly referred
to as “Select Agents”—from one registered facility to another. These agents are
widely used in research laboratories across America. Examples are the bacterium
that causes anthrax, the bacterium that causes Plague, and the virus that causes
Ebola, a lethal hemorrhagic fever. Select Agents are prime candidates for use by
would-be bioterrorists and thus, when used in research, must be kept constantly
under safe and secure conditions.

The recently enacted Public Health Security and Bioterrorism Preparedness and
Response Act of 2002 authorized HHS to promulgate and enforce regulations con-
cerning the possession and use of Select Agents, as well as their transfer. While
CDC has done its best to manage the Select Agent program, CDC is a public health
agency and not a regulatory body. We believe that the new department, with its
strong multi-purpose security and regulatory infrastructure, will be well-suited to
prevent nefarious or other irresponsible uses of Select Agents. HHS will be prepared
to provide DHS with whatever scientific expertise and other technical assistance it
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may seek to help it manage the program. Under the Administration bill, the Sec-
retary of Homeland Security would administer the select agents program in con-
sultation with the HHS Secretary, and HHS would continue to make key medical
and scientific decisions, such as which biological agents should be included in the
select agents list.

Office of the Assistant Secretary for Public Health Emergency Preparedness

The Public Health Security and Bioterrorism Preparedness and Response Act of
2002 created the HHS Office of the Assistant Secretary for Public Health Emer-
gency Preparedness. The responsibilities of this new office include the supervision
of the Office of Emergency Preparedness, the National Disaster Medical System, the
Metropolitan Medical Response Systems, and related HHS emergency management
functions. This cluster of activities is a logical and proper candidate for transfer to
DHS—thereby enabling seamless integration of national public health and medical
emergency management assets with the Nation’s new preparedness and response in-
frastructure at DHS. The Public Health Service Officers and other HHS employees
who have faithfully performed disaster relief work over the years have done a won-
derful service for our Nation. They are a credit to HHS as they surely will be to
the new Department.

National Pharmaceutical Stockpile

CDC currently manages 12 “push packages” of pharmaceutical and medical sup-
plies and equipment strategically located around the United States; additional lots
of pharmaceuticals and caches of medical materiel are maintained by manufacturers
under special contractual arrangements with CDC. You may recall that one of the
push packages was dispatched to New York City on September 11th and that ele-
ments of the stockpile were used to respond to the anthrax attacks. The Secretary
and I strongly believe that CDC has done an exemplary job managing what is now
called the Strategic National Stockpile and this fine work has set the stage for inte-
gration of the Stockpile with other national emergency preparedness and response
assets at DHS.

The President’s proposal is designed to achieve this integration by tapping the
strengths of DHS and HHS in a precisely coordinated way. Thus, the Secretary of
Homeland Security will assume responsibility for continued development, mainte-
nance, and deployment of the Stockpile—making it an integral part of the larger
suite of federal response assets managed by FEMA and other future DHS compo-
nents—while the Secretary of Health and Human Services will continue to deter-
mine its contents. The arrangement will ensure effective blending of the public
h%a%lglsexpertise of HHS with the logistical and emergency management expertise
o .

DHS FUNCTIONS TO BE CARRIED OUT THROUGH HHS

Certain specific program level details and administrative choices are still being
studied in order to ensure the most seamless transition, and to give the greatest
possible levels of efficiency and effectiveness to our fight against the threat of bio-
logical warfare and to protect the public health. However, the President’s proposal
clearly designates the following two activity areas that the Secretary of Homeland
Security will carry out through the Department of Health and Human Services:

1. Civilian Human Health-Related Biological, Biomedical and Infectious Disease De-
fense Research and Development

The President’s proposal provides that the new Department’s civilian human
health-related biological, biomedical, and infectious disease defense research and de-
velopment work shall—unless the President otherwise directs—be carried out
through HHS. Under the President’s proposal, the Secretary of Homeland Security,
in consultation with the Secretary of Health and Human Services, shall have the
authority to establish the research and development program that will be imple-
mented through HHS. Thus, as the agency responsible for assessing threats to the
homeland, DHS, in consultation with the HHS Secretary, will provide strategic di-
rection regarding the Nation’s biological and biomedical countermeasure research
priorities.

2. Certain Public Health-Related Activities

The President’s proposal provides that the new Department shall—unless other-
wise directed by the President—carry out through HHS certain public health related
activities (such as programs to enhance the bioterrorism preparedness of state and
local governments and non-federal public and private health care facilities and pro-
viders). The object of this provision is to continue the important role that HHS plays
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in assisting state and local governments and the hospital and public health commu-
nity in preparing for and responding to large scale public health emergencies. As
with the research program, the Secretary of Homeland Security, in consultation
with the Secretary of Health and Human Services, will establish the Nation’s anti-
terrorism preparedness and response program and priorities, but the implementa-
tion of the public health components of that program will be carried out largely
through HHS.

CONCLUSION

Mr. Chairman and members of the Committee, our Nation needs a Department
of Homeland Security. The Secretary and I strongly support the President’s proposal
and look forward to doing whatever is necessary to effect a smooth and swift transi-
tion of responsibilities and operations. The Secretary and I believe that the Presi-
dent’s proposal strikes the right balance: it plays to the strengths of HHS and recog-
nizes this agency’s core mission—the protection of our Nation’s public health—while
capitalizing on the strategic and logistical strengths of the new Department of
Homeland Security. We will ensure that HHS fulfills its obligations to the new De-
partment and provides it with whatever public health, medical, and scientific exper-
tise it may require.

At this time, I would be happy to answer your questions.

Mr. GREENWOOD. Thank you very much, Mr. Secretary.

General Gordon you are recognized for your opening statement

TESTIMONY OF JOHN A. GORDON

Mr. GORDON. Thank you, Mr. Chairman. Again, on behalf of Sec-
retary Abraham, we offer full support for the Homeland Security
Act. My remarks this morning will focus primarily on what is Title
V. We can go beyond that in the questions if you like.

The President’s proposal to organize the Department of Home-
land Security is really quite visionary and enjoys the full support
of the Secretary and I. It will significantly improve the way the
government responds to threats.

And the President’s plan makes good sense. Centralizing the re-
sponsibility for our response to weapons of mass destruction can le-
verage resources currently spread across the government and allow
us to operate more effectively and more efficiently. At the same
time, leaving the nuclear response assets home-based in DOE and
the National Nuclear Security Administration will allow us to
maintain their considerable expertise and make them available for
other potential responses.

We at NNSA are proud of the role we have had so far in the fight
against terrorism, especially WMD terrorism, and look forward to
working with the Congress and the administration to make a
smooth transition to this new department. NNSA has really at-
tracted over the years the world’s premier nuclear scientists, tech-
nicians, engineers and designers, and they manage the national nu-
clear weapons program. These capabilities and these assets and the
training have been applied toward Homeland Security and
counterterrorism before 9/11, as well.

In short, we have the responsibility to operate and maintain a
strong technical capability to respond quickly to discrete, specific
nuclear and radiological emergencies. People and equipment are
trained and they’re standing alert, along with unique transpor-
tation assets, ready to respond now.

These capabilities were designed for short-term events, not 24-7-
365 operations. With that said, they responded remarkably well to
9/11 and to specific taskings following that, such as the Salt Lake
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Olympics. And, importantly, we are seeking to make them more re-
sponsive than they have been in the past by moving assets forward
and realigning them to coincide better with the Federal districts.

There are seven organizations that make up this capability. The
first and most widely known is, in fact, the Nuclear Emergency
Support Team, NEST. They do the search, the identification of nu-
clear materials, diagnostics, suspect devices, technical operations to
render them safe and packaging for transport. We have an aerial
measurement system with helicopters and fixed-wing aircraft to
provide a rapid response to detect and measure radioactive mate-
rial.

There’s an Accident Response Group that provides scientific and
technical expertise to a U.S. nuclear accident or an incident. The
real-time assessments of the consequences of potential radiation re-
leases made by the Atmospherical Release Advisory Capability.
The Radiological Assistance Program was established in the late
1950’s and it comprises some 26 teams across the United States
that are DOE and NNSA first responders to provide for the search,
detection, and identification and advice to State, local, tribal, in-
dustry and even private citizens. They’re actually called out about
24 times a year.

The Radiation Emergency Assistance Center really works with
the medical diagnostics and provides the basis for understanding
the radiological and physiological response to radiation. And, fi-
nally, the Federal Government maintains an extensive response ca-
pability for radiological response, assessment and monitoring. This
organization assures the hand-off from crisis response to longer-
term consequence management and monitoring and that that
hand-off is accomplished smoothly and effectively.

Through these tailored and responsive teams, NNSA is able to
marshal highly trained, unique scientific and technical expertise
drawn across the NNSA nuclear weapons complex and the DOE as
a whole. More than 900 individuals are on call to respond in the
event of a nuclear or radiological emergency. Only about 70 of
these are full-time.

The ability to call upon professionals from across the complex
brings the depth of the nuclear/radiological response into this pro-
gram and the full depth and breadth of the weapon’s complex ex-
pertise and staffing can be brought to bear.

Response teams are staffed with nuclear professionals who un-
dertake this work as additional duty. Day-to-day, these individuals
ensure the safety and reliability of our nuclear weapons stockpile,
and with few exceptions, these individuals work other full-time jobs
at DOE and NNSA, but they are on call as a response team when
one is needed anywhere in the country. In that sense, nuclear inci-
dent response teams are analogous perhaps to the National Guard.

The capabilities of the program are maintained and improved be-
cause of their cutting edge knowledge and because of their intimate
relationship. These are the people who design and work on the
weapons and the systems every day, and they are the ones we also
bring into the fight, to the problem, in an incident. They have
unique capabilities, but they are quite limited. Many years of
hands-on work in some cases, going back to the Manhattan Project
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provides the knowledge and the insight and the background to
draw upon.

How will these teams work with the Department of Homeland
Security? We believe that they will work very much as they do
now. The team members will work at their regular jobs at DOE
and NNSA unless they're activated. Under the Atomic Energy Act,
the FBI is responsible to the United States for investigating illegal
activities involving nuclear materials, including terrorist threats
involving special nuclear materials. Executive Order 12656 pro-
vides the authority for DOE to assist in conducting, directing, and
coordinating search and recovery operations for materials, weapons
or devices in assisting and identifying and deactivating what we
would call an improvised nuclear device or Radiological Dispersal
Device. The State Department, Mr. Chairman, plays a similar role
for overseas international events and has the authority to reach
back to our teams for assistance. So when requested, NNSA-DOE
response teams are activated and deployed in support or resolution
of the crisis.

Under the bill to establish Homeland Security, the new Secretary
would coordinate responses to WMD incidents, including nuclear or
radiological functions. We do not anticipate that the NNSA capa-
bilities as a response to a nuclear or radiological accident or inci-
dent will be compromised in any way by this transfer of responsi-
bility. What Homeland Security can add in addition to a central-
ized response to terrorism is a new and focused effort to set strong-
er standards for the capabilities of our teams, to strengthen train-
ing standards to ensure their inoperability, and to conduct joint ex-
ercises. There would be a single agency responsible for ensuring
that we have the right assets available by setting nationally under-
stood requirements and priorities.

In summary, DOE and NNSA nuclear radiological response capa-
bilities are critical in any domestic response to a nuclear radio-
logical incident. But they are also vital to the DOE and to NNSA’s
capability to respond to an accident or incident within the weapons
complex or the nuclear energy sector. With the teams organized es-
sentially as they are now, subject to the call of the Secretary of
Homeland Security, they can continue to function to support DOE
and NNSA, the State Department and Homeland Security profes-
sionally, effectively and in a cost-efficient manner.

Mr. Chairman, I will be pleased to turn to your questions.

[The prepared statement of John A. Gordon follows:]

PREPARED STATEMENT OF JOHN A. GORDON, UNDER SECRETARY OF ENERGY AND AD-
MINISTRATOR FOR NUCLEAR SECURITY, NATIONAL NUCLEAR SECURITY ADMINISTRA-
TION, U.S. DEPARTMENT OF ENERGY

Thank you, Mr. Chairman. It’s a pleasure to be here today to discuss Title V of
the Homeland Security Act as it applies to the National Nuclear Security Adminis-
tration (NNSA) at the Department of Energy (DOE).

The President’s proposal to organize the Department of Homeland Security (DHS)
is at once visionary and down-to-earth. It will significantly improve the way the gov-
ernment responds to threats against the United States. Centralizing responsibility
for our response to weapons of mass destruction will leverage resources currently
spread across the government. The President’s plan simply makes good sense. We
at NNSA are proud of our role in the fight against terrorism, and we look forward
to working with Congress and the Administration to make a smooth transition to
a new department.
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The Department of Energy (DOE)/National Nuclear Security Administration
(NNSA) develops and attracts the world’s premiere nuclear scientists, technicians,
and nuclear weapon designers as a result of over 50 years of managing the nation’s
nuclear weapons program. Many of these capabilities and assets have been applied
toward homeland security and counter terrorism challenges long before 9/11, as well
as since then.

Under the Atomic Energy Act of 1954, as amended, the Federal Bureau of Inves-
tigation (FBI) is responsible, within the United States, for investigating illegal ac-
tivities involving the use of nuclear materials, including terrorist threats involving
the use of special nuclear materials. Executive Order 12656 provides authority for
DOE to assist the FBI in conducting, directing, and coordinating search and recov-
ery operations for nuclear materials, weapons, or devices, and assisting in identi-
fying and deactivating an Improvised Nuclear Device (IND) or a Radiological Dis-
persal Device (RDD). Today’s operations have been updated to address the threat
of terrorists using weapons of mass destruction (WMD). When requested DOE/
NNSA response teams are activated and deploy to support resolution of the WMD
crisis.

Under the Bill to establish the Department of Homeland Security, the new Sec-
retary would coordinate responses to WMD incidents, including nuclear and/or radi-
ological support function. We do not anticipate that the DOE/NNSA capabilities or
response to a nuclear/radiological accident or incident will be compromised in any
way by this transfer of responsibility.

Through tailored and responsive teams, DOE/NNSA is able to marshal highly
trained and unique scientific and technical expertise in support of the Lead Federal
Agency (LFA). This expertise is made up of 70 full time and 870 part time personal
that draws from across the nuclear weapons complex and is composed of 29 full time
and 118 part time Federal officials; 29 full time and 320 part time National Labora-
tory staff; and, 11 full time and 450 part time contractor staff.

Although nearly 900 individuals are involved with the nuclear/radiological inci-
dent response teams, through extensive matrixing and leveraging of resources, the
cost to the government is only equivalent to 212 full time employees. This matrixing
makes the response programs stronger and keeps the costs very low. The response
teams are staffed with volunteers who, for the most part, work on ensuring the safe-
ty and reliability of the Nation’s nuclear stockpile day in and day out. These profes-
sionals respond to staff a response team when called, much like a volunteer fire-
fighter, or a National Guard member.

Individuals from fifteen various DOE/NNSA sites/facilities or National Labora-
tories across the nation are on call to respond in the event of a nuclear/radiological
incident or emergency. The ability to call upon professionals from across the weap-
ons complex brings depth to the nuclear/radiological response programs. The full
depth and breadth of the weapons complex experience and staffing are brought to
bear in the event of a significant incident or an emergency.

The capabilities of the response programs are improved because of the cutting
edge knowledge of the stockpile stewardship program that these scientists bring
with them when they respond to a call. This knowledge is gained over years of
working with the stockpile stewardship program on a daily basis and cannot be du-
plicated—neither to replace the scientists on the response teams nor on the stock-
pile stewardship program. These very unique scientific/technical resources are ex-
tremely limited. Only the fundamental concepts of the stockpile stewardship pro-
grams are taught in a university. Many years of hands on work, in some cases going
back to the Manhattan Project, provides knowledge, insights and background to
draw upon that are invaluable.

THE NUCLEAR/RADIOLOGICAL INCIDENT RESPONSE PROGRAMS

As the steward of the nation’s nuclear weapons program, DOE/NNSA brings the
knowledge and expertise of the world’s leading nuclear scientists, technicians, and
nuclear weapon designers in response to a significant nuclear/radiological incident
or emergency. When the need arises, DOE/NNSA is prepared to respond imme-
diately anywhere in the world with seven unique response capabilities.

The response capability most widely known of is the Nuclear Emergency Support
Team (NEST). The NEST program was initiated in 1974 as a means to provide tech-
nical assistance to the Lead Federal Agency (LFA). NEST is our program for pre-
paring and equipping specialized response teams to deal with the technical aspects
of nuclear or radiological terrorism. NEST capabilities include search for and identi-
fication of nuclear materials, diagnostics and assessment of suspected nuclear de-
vices, technical operations in support of render safe procedures, and packaging for
transport to final disposition. NEST response team members are drawn from
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throughout the nation’s nuclear weapons complex. Response teams vary in size from
a five person technical advisory team to a tailored deployment of dozens of searchers
and scientists who can locate and then conduct or support technical operations on
a suspected nuclear device. NEST personnel and equipment are ready to deploy
worldwide at all times.

A Nuclear/Radiological Advisory Team deploys as part of an FBI-led Domestic
Emergency Support Team (DEST) or as part of a State Department-led Foreign
Emergency Support Team (FEST) is an incident occurs overseas to provide nuclear
scientific and technical advice to the LFA.

If the location of a suspected nuclear or radiological device is not known, search
operations may be required. NEST search teams are routinely configured to detect
and locate a radiological source using a variety of methods ranging from hand-car-
ried to vehicle-mounted search equipment. The basic building block for NEST search
operations is the Search Response Team (SRT). The Search Response Team is pre-
pared to deploy on either civilian or military aircraft. Upon arrival on-scene, the
Search Response Team can begin searching immediately or can equip and train
local responders, who are already familiar with the search area.

When a device is located, the specific resolution is dependent upon the political,
technical, and tactical situation. The ultimate goal in resolving a nuclear terrorism
crisis is to keep the terrorist device from producing a nuclear yield. This involves
special explosive ordnance disposal (EOD) procedures conducted by highly-trained
technical personnel. DOE/NNSA Joint Technical Operations Teams have been des-
ignated to work with military EOD teams during all phases of the crisis response.
This approach also draws upon the personnel and equipment resources of the Acci-
dent Response Group (ARG).

The Accident Response Group (ARG) mission is to manage the resolution of acci-
dents or significant incidents involving nuclear weapons that are in DOE’s custody
at the time of the accident or incident. ARG will also provide timely, worldwide sup-
port to the Department of Defense in resolving accidents or significant incidents in-
volving nuclear weapons in DoD’s custody. Scientists, engineers, technicians, health
physics and safety professionals from the National Laboratories and production fa-
cilities make up the ARG team. These skilled professionals from 30 different areas
of technical expertise are ready to respond immediately. ARG members deploy with
highly specialized, state-of-the-art equipment is used for monitoring, assessing or re-
moving nuclear weapons, components or debris. Once the weapon leaves the site,
the ARG mission is complete. Monitoring and assessment activities would most like-
ly continue using other DOE/NNSA assets such as the Aerial Measuring System
(AMS), the Atmospherical Release Advisory Capability (ARAC), the Federal Radio-
logical Monitoring and Assessment Center (FRMAC), the Radiological Assistance
Program (RAP), and the Radiation Emergency Assistance Center/Training Site
(REAC/TS).

The Aerial Measuring System (AMS) aircraft carry radiation detection systems,
which provide real-time measurements of ground and airborne contamination—even
very low radiation levels. AMS can also provide detailed aerial photographs and
multi-spectral imagery and analysis of an accident site. AMS provides a rapid re-
sponse to radiological emergencies with helicopters and fixed-wing aircraft equipped
to detect and measure radioactive material deposited on the ground and to sample
and track airborne radiation. The AMS uses a team of DOE/NNSA scientists, tech-
nicians, pilots and ground support personnel. Maps of the airborne and ground haz-
ards are developed very rapidly which enables the scientists to determine ground
deposition of radiological materials and project the radiation doses to which people
and the environment are exposed. This information gives the decision-making offi-
cials, e.g., the Federal Emergency Management Agency (FEMA), the Environmental
Protection Agency (EPA), and state, local, or Tribal emergency management offi-
cials, information they need to effectively respond to the emergency. The AMS capa-
bility can also be used to locate lost or stolen radiological materials.

The Atmospheric Release Advisory Capability (ARAC) role in an emergency begins
when a nuclear, chemical, or hazardous material is released into the atmosphere.
ARAC’s main function is to provide near real-time assessments of the consequences
of actual or potential radiation releases by modeling the movement of hazardous
plumes to provide emergency response officials with the vital immediate information
they need to rapidly evaluate airborne and ground contamination projections and
thus effectively protect people and the environment. ARAC staff have vast data-
bases available for a variety of data, including: a worldwide library of potential acci-
dent sites such as nuclear power plants and fuel-cycle facilities and a terrain data-
base covering most of the world at a resolution of one-half kilometer.

Upon receiving a request for support, ARAC’s specialists begin downloading the
most recent regional and site weather data for input into the model calculations.
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On-scene emergency response officials provide critical information such as the time
and exact location of the release and the type of accident or incident causing the
emergency. After ARAC team members have downloaded the regional weather infor-
mation and received site input, computer codes simulate the release from the explo-
sion, fire, vent or spill with dispersion models, which show the spread of the mate-
rial. These dispersion models take into consideration the effects from the local ter-
rain or topography and complex meteorology. ARAC staff scientists prepare graphic
contour plots of the contamination overlaid on the local maps. These plots are dis-
tributed to emergency response officials and also provided to DOE/NNSA response
teams such as: AMS, ARG, FRMAC, RAP, REAC/TS, and NEST.

In addition to accidental radiological releases, ARAC has assessed natural disas-
ters such as volcanic ash cloud and earthquake-induced hazardous spills, manmade
disasters such as the Kuwaiti oil fires, and toxic chemical releases from a wide spec-
trum of accidents.

The Federal government maintains an extensive response capability for radio-
logical monitoring and assessment. In the unlikely event of a major radiological inci-
dent, the full resources of the U.S. government can support state, local and Tribal
governments. The FBI, as the Lead Federal Agency for domestic incidents, is re-
sponsible for leading and coordinating all aspects of the Federal response. DOE/
NNSA may respond to a state or LFA request for assistance by deploying a RAP
team. If the situation requires more assistance than RAP can provide, DOE/NNSA
will alert or activate a Federal Radiological Monitoring and Assessment Center
(FRMAC). FRMAC activities include: coordinating Federal offsite radiological envi-
ronmental monitoring and assessment activities; maintaining technical liaison with
state, local and Tribal governments; maintaining a common set of all offsite radio-
logical monitoring data; and providing monitoring data and interpretations to the
LFA, state, local and Tribal governments. The main DOE/NNSA emergency re-
sponse assets that supplement and are integrated into FRMAC capabilities are:
RAP, ARAC, AMS, and REAC/TS. These assets are employed to detect and monitor
radiation, measure the concentration of radiation in the air and on the ground, and
to evaluate current weather conditions and forecasts, which may affect the radiation
impacts. Other Federal agencies provide key professionals specializing in technical
areas of importance to the Federal monitoring assessment activities.

The Radiological Assistance Program (RAP), established in the late 1950’s, is com-
posed of 26 teams spread across the United States, RAP is often the first-responding
DOE/NNSA resource in assessing an emergency situation and advising decision-
making officials. A RAP response is tailored based on the scale of the event. Specific
areas of expertise include: assessment, area monitoring, and air sampling, exposure
and contamination control. RAP team members are trained in the hazards of radi-
ation and radioactive materials to provide initial assistance to minimize immediate
radiation risks to people, property, and the environment. Their equipment includes
the most advanced radiation detection and protection equipment available.

Since 1980, the Radiation Emergency Assistance Center/Training Site (REAC/TS)
has been a World Health Organization Collaboration Center for Radiation Emer-
gency Assistance. REAC/TS focuses on providing rapid medical attention to people
involved in radiation accidents and is a resource to doctors around the world. DOE/
NNSA’s REAC/TS radiation experts are on call 24 hours a day for consultation to
give direct medical and radiological advice to health care professionals at the REAC/
TS treatment facility or an accident site. If needed, additional REAC/TS physicians
and other team members can be deployed to the accident scene. This highly trained
and qualified team can provide advice regarding assessment and treatment of con-
tamination, conduct radiation dose estimates, diagnose and provide prognosis of ra-
diation-induced injuries, conduct medical and radiological triage, perform decon-
tamination procedures and therapies for external and internal contamination, and
calculate internal radiation doses from medially induced procedures.

REAC/TS is also the recognized center for training national and foreign medical,
nursing, paramedical, and health physics professionals for the treatment of radi-
ation exposure. As a World Heath Organization Collaborating Center, REAC/TS is
prepared to serve as a central point for advice and possible medical care in cases
of radiation injuries; set up a network of available equipment and staff specializing
in radiopathology; develop medical emergency plans in the event of a large-scale ra-
diation accident; develop and carry out coordinated studies on radiopathology; pre-
pare radiation documents and guidelines; and provide consultation or direct medical
assistance to foreign governments if an actual radiation accident occurs.

In summary, the DOE/NNSA nuclear/radiological response capabilities are critical
in any domestic response to a nuclear/radiological incident, but they are also vital
to the DOE and NNSA’s ability to respond to an accident or incident within the
weapons complex or nuclear energy sector. With the teams organized as they are
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now, subject to the call of the Secretary of Homeland Security, they can continue
to function to support DOE and NNSA and Homeland Security in an efficient, cost-
effective manner.

The DOE/NNSA has more than 50 years of nuclear weapons experience that con-
tinue to provide the nation with an extensive base for science & technology, systems
engineering, and manufacturing that has application across a broad set of national
security missions, including homeland security and counter terrorism. Creation of
a cabinet level Homeland Security agency holds promise for dramatic acceleration
of improved capabilities against domestic threats. We in the DOE/NNSA are com-
mitted to the success of this new Department, and will work to facilitate it.

I would be pleased to answer any questions.

Mr. GREENWOOD. Thank you for your testimony, General.

The Chair recognizes himself for 5 minutes for inquiry. Let me
start with you, Secretary Allen.

In order to speed the development of priority countermeasures,
such as new vaccines and drugs, the Secretary of HHS is going to
have to expedite approvals under the Federal Food, Drug, and Cos-
metic Act. Moreover, some research efforts will be important both
to counterterrorism and to advance public health research gen-
erally. We need to make sure that general research priorities are
not diminished.

How will HHS assure proper priority and coordination on the
regulatory front with the new department?

Mr. ALLEN. Mr. Chairman, the question is a very important one.
It really goes to the heart of the mission of HHS, and in terms of
time in dealing with bioterrorism.

We don’t believe the mission will change significantly at all in
that regard for the very mere fact that HHS right now prioritizes
the research, prioritizes how we are going to be addressing the
need for getting new products to market. So we don’t anticipate
there will be much change at all, if any, in regards to how the FDA
will move in terms of getting products approved for their use
whether that be for a bioterrorism response or whether it is for a
general civilian response in terms of the use.

And to give you a good example, Congress just passed and the
President has signed—as part of the bioterrorism legislation was
included the passage of legislation that included the user fees for
pharmaceutical products that would go to market. We believe that
that will continue to be a part of that. But recognize that those
products, those pharmaceutical products, while they serve a gen-
eral purpose, using Cipro as an example—in terms of just an infec-
tion, they were used specifically in response to the anthrax out-
break which was a bioterrorism agent. So we don’t anticipate there
will be a significant change in how we were.

The question we will have is that the department will need to
coordinate with the Department of Homeland Security as we are
looking at products that will be coming to market, that FDA will
need to approve and review for approval; and that is going to be
a function that will have to be conducted again at a very senior
level within the department. But FDA will continue to be involved
in that process, and we will just need to create a liaison to work
with Homeland Security to ensure the speed and accuracy of get-
ting that information between the departments and getting the
products to market.

Mr. GREENWOOD. The MDMS is being transferred from HHS to
the new department, but as I understand it, these teams often
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have to be coordinated with other HHS elements, such as the Pub-
lic Health Service.

Will the separation of the MDMS from the Public Health Service
present problems in your opinion, and if not, how will continued co-
ordination be assured?

Mr. ALLEN. We don’t anticipate it will create problems in terms
of the ultimate function of the MDMS system. While indeed the
legislation under section 502 transfers that function to the new de-
partment, we do believe that as it currently exists in HHS, it was
transferred from under the Assistant Secretary of Health to the Of-
fice of Public Health Preparedness, what would be the Assistant
Secretary for Public Health Emergency Preparedness, and there
had to be coordination even within the department of those assets
and resources.

So we would anticipate that there would be an ongoing coordina-
tion with, now, the Department of Homeland Security that had al-
ready existed between HHS, VA, the Veterans’ Administration,
FEMA, DOD and other agencies that were involved in the MDMS
system.

So we don’t anticipate much change, but we would work through
agreements, working with the Department of Homeland Security to
ensure a smooth transition to ensure that those responses continue.

Mr. GREENWOOD. Just a question or two to you, General Gordon.

With respect to the NEST, the President’s proposal leaves these
teams under DOE authority generally, except for emergency situa-
tions when they would be under the new Secretary’s authority. In
our discussions with those who make up these teams at the labs,
there is some sense of confusion as to the exact dividing line.

Can you shed some additional light on that question, based on
your understanding of the administration’s views?

Mr. GORDON. Mr. Chairman, now, today, if a team were to deploy
to a situation under Federal control—a nuclear incident, a sus-
pected weapon—that team would “chop,” in the military term,
would “deploy” under the control and command of the lead Federal
agency, which in most circumstances would be the FBI.

Under this act, I think there is still a bit of a sorting out to be
done on exactly how that relationship between the Secretary and
the FBI works out. But the NEST teams will chop to the lead Fed-
eral agency.

Mr. GREENWOOD. Sorting out requires some fine tuning of the
legislative language.

Mr. GORDON. I think it is just a decision. Whether it is legisla-
tion or within the administration, I think it is a decision.

My sense is it’s not going to have any measurable effect on the
operation or the effectiveness of the teams. They are going to work
for someone who is in charge of the overall action.

Mr. GREENWOOD. Will this new bill require that the new Sec-
retary authorize any deployments of these teams, or components of
these teams, which I understand is not all that uncommon? Or will
the DOE Secretary or the regional commanders of these teams re-
main authorized to deploy assets when deemed necessary or upon
request of State or local officials?

Mr. GORDON. We view these very much as dual-use assets in that
regard. If there’s a national incident that requires the team, the
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teams will provide it then. However, these are individuals with
qualities and capabilities that we need to be able to deploy to an
energy or national lab incident that we can deploy ourselves. There
are not a huge number of teams, but certainly enough to handle
more than one incident at a time.

Mr. GREENWOOD. My time has expired, but before I yield to the
ranking member, I would just ask that both Secretary Allen and
General Gordon commit to us that your staffs will work diligently
with us in the short, truncated period that we have to get this leg-
islation prepared for the House floor.

Mr. GORDON. Absolutely.

Mr. ALLEN. Absolutely.

Mr. DEUTsCH. Thank you, Mr. Chairman.

Secretary Allen, I believe you were here throughout the entire
comments by the Governor and the questions. And I really wanted
to follow up a little bit about that. Besides myself, a number of
other members, I think, are just really trying to inquire and really
enter into a dialog into the changes of some of these responsibilities
from HHS to this new department.

Under this proposed governmental structure, what public health
responsibilities are left in HHS?

Mr. ALLEN. Actually, Congressman Deutsch, the vast majority of
the public health responses are left in HHS. It does not dramati-
cally impact the Public Health Service Act that exists right now to
focus on HHS’ public health responsibilities. What it does do is set
some particular areas that will be dual use.

What is transferred from HHS under the proposal are, one, the
national pharmaceutical stockpile, which includes the procurement,
the maintenance, and deployment of the stockpile; second, the
transfer of the Office of the Assistant Secretary for Public Health
Emergency Preparedness, which includes the National Disaster
Medical System, includes the Metropolitan Medical Response
teams, includes our Disaster Medical Assistance teams. Those as-
sets which would also be part of our Office of Emergency Prepared-
ness will transfer. And then last, the select agent regulations will
transfer.

So the vast majority of the functions of HHS will continue and
will not be fully transferred over to the new department.

Mr. DEUTSCH. Could you specifically respond to, I guess one of
the questions I also asked Governor Ridge, regarding the grant pro-
gram, the billion dollar grant program for public health prepared-
ness established by Secretary Thompson and authorized by the
2002 Public Health Security and Bioterrorism Preparedness Act?
How will that change in terms of the proposals?

Mr. ALLEN. Under the proposals, the Department of Homeland
Security will have the responsibility for those State and local pro-
grams; however, they will do that through contracting with HHS
to run those programs. Certainly, the Administration did not want
to disrupt what was accomplished in the public health, the act, the
bioterrorism act, to disrupt what has already been taking place,
and that is, is getting resources to State and local communities. We
will still be in essence the grant managers in that sense actually
working with State and local governments. It’'s simply that the
strategic decisionmaking will be primarily the responsibility of the
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Department of Homeland Security, and they will consult with and
contract with through—and through memorandums of under-
standing with the Department in carrying out of those functions.

Mr. DEUTSCH. Now, our understanding is—my understanding as
well is that for budgeting purposes, these two infrastructures that
we are just describing cannot cost more than the single one. How
is that possible? And is that correct?

Mr. ALLEN. It’s possible, because, for example, in terms of what
we are already doing, the functions will—the functions, the per-
sonnel will remain at the Health Resources Services Administra-
tion, which is working on the possible preparedness issues, and will
remain at the Center for Disease Control which is working with
State and local health departments in terms of the functions there.

So, in essence, the money is going to be funded through the De-
partment of—the Department of Homeland Security, and they will
contract with HHS to carry out those functions.

Mr. DEUTSCH. In your testimony, you stated that HHS would
continue to decide what agents would be on the select agent list.
Could you cite the legislation or the provision for that?

Mr. ALLEN. Actually, under the legislation, the scientific work
that is being done, the medical expertise that is necessary right
now to determine what the select agents are would be accom-
plished by working with the scientists who currently exist at H HS.
Under the section 502, it transfers—subsection 5, it transfers the
work of the Office of Assistant Secretary for Public Health Emer-
gency Preparedness, but also transfers—and all their functions in
the strategic and national stockpile is also transferred.

With regards to the select agent rule, I have to find the specific
records.

Mr. DEUTSCH. You can provide that to us, if you can.

Mr. ALLEN. Sure. I will be glad to do that.

Mr. DEUTSCH. Again, I just see my time is running out, so let me
go through two other questions very quickly.

What percentage of public health service officers are actually
supposed to go over to the new agency?

Mr. ALLEN. We don’t have a number of actual individuals. I can
give you the number of individuals who are supposed to transfer
over.

With regards to—if you will hold on for a second. Under the se-
lect agent rule, for example, we will be transferring seven FTEs.
Those are the individuals who actually worked at CDC who worked
on the select agent transfer program. We also—under the Office of
the Assistant Secretary for Public Health Preparedness, that would
include approximately 116 staff and detailees who are currently on
board, including 87 individuals who are at the Office of Emergency
Preparedness. And for the functions in terms of the national, the
national pharmaceutical stockpile would include currently about 28
individuals.

Mr. DEUTSCH. Thank you.

Mr. ALLEN. And your cite for the select agent rule, I do have that
for you. It’s under section 502. 302, I'm sorry. Section 302, sub-
section 1. It says that the select agent registration enforcement
programs and activities of the Department of Health and Human
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Services, including the functions of the Secretary of HHS relating
thereto, will transfer over.

Mr. WHITFIELD. General Gordon, one of the laboratories in their
written testimony asked a very good question about how NEST’s ef-
fectiveness depends in large part on the continued R&D and tech-
nology improvement efforts under way at DOE. If you divide—if
the NEST teams are divorced in some way from the R&D compo-
nent, whether by transfer of NEST or transfer of those R&D com-
ponents to Homeland Security, in your opinion, what would the im-
pact of that be? And does that concern you?

Mr. GORDON. Mr. Chairman, it’s not our intent to break that link
at all. The labs have a huge capacity to do this R&D. It’s very im-
portant to us. And they are, of course, the ones who provide the
experts for NEST.

As we discussed in the statement, the NEST will continue to op-
erate and live as an organic unit within the National Nuclear Secu-
rity Administration and DOE, and be available as a national asset,
as flhe demand requires. We intend to keep them linked tightly to-
gether.

Mr. WHITFIELD. Okay. On these NEST teams, is it—many people
devote time voluntarily to this. Is that correct? Or——

Mr. GORDON. Of the 900 or so people that are identifiable on the
full range of nuclear incident response teams, which goes beyond
NEST, there is probably only about 70 full-time employees. The
others, I'm not sure I would call them volunteers so much as addi-
tional duty. They accept this duty, they accept this responsibility.
They train to it and exercise to it.

But the point being, from my perspective, Mr. Chairman, the
point being that’s one of the reasons you just can’t pick this thing
up lock, stock, and barrel, and move it elsewhere. Their expertise,
their currency is actually from the jobs they do day to day.

Mr. WHITFIELD. You know, some people have described this situ-
ation as following the National Guard model in which equipment
and supplies are centrally managed—in this case, by the new Sec-
retary—while the personnel remain under the general authority of
the respective departments—in this case DOE—except when called
to duty. Is that your understanding of the approach embodied in
this bill?

Mr. GORDON. I might use a different analogy but toward the
same end. Military service today, their responsibility is to organize,
train, and equip.

Mr. WHITFIELD. Right.

Mr. GORDON. And then they are then fought by a commander in
chief. I think that there is an analogy here pretty strong to that
point, that we would organize, train, and equip to standards that
I would hope that the new department would help sharpen, help
strengthen, and work the interoperability perhaps better than we
do today.

Mr. WHITFIELD. I was wondering if you would elaborate just a lit-
tle bit on these joint tactical operations teams. Actually, what is
their mission?

Mr. GOrRDON. What they would be doing is we would be aug-
menting the individuals who were hands-on attempting to deal
with or dismantle a weapon. So, basically, in those instances, Mr.
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Chairman, what we do is we bring in the technical expertise that
sits behind the bomb squad.

Mr. WHITFIELD. Okay.

Now, Secretary Allen, if we move some of the key functions of the
new Assistant HHS Secretary for Public Health Preparedness—and
maybe you all touched on this earlier. But if we moved that to the
new department, does that eliminate the need for that assistant
secretary entirely, or would there be remaining functions, such as
coordination, that would need to be done?

Mr. ALLEN. Clearly, the need for coordination within the Depart-
ment of HHS of these activities will not be eliminated. Whether
that is the requirement of having an assistant secretary level func-
tion, that is something that remains to be addressed. Clearly, the
department under Secretary Thompson following 9/11, he created
the Office of Public Health Preparedness, and had a director of that
office to coordinate those functions. But it was certainly the wis-
dom of Congress to create an office of an assistant secretary. So we
would be flexible to work with it, but there will need to have very
senior leadership coordinating the activities of the department to
work with Homeland Security to ensure the continuity of those pro-
grams.

Mr. WHITFIELD. Thank you very much. I see my time has ex-
pired. We will recognize the gentleman from Michigan for 5 min-
utes.

Mr. StUPAK. Thank you, Mr. Chairman.

General Gordon, I think in your opening statement you com-
mented, or maybe it was in response to a question, about Salt Lake
City Olympics. Did you—or, not you. But were there radiation de-
tection devices at the Salt Lake Olympics?

Mr. GORDON. We didn’t set up specifically. The emphasis on the
Salt Lake Olympics was more in the area of some biological re-
sponse, which I would prefer to discuss in a different session.

Mr. STUPAK. Sure. But in answer to my question, so there wasn’t
any radiation detection devices at Salt Lake that you know of?

Mr. GORDON. We did not set up specific portals.

Mr. StUPAK. Right. My question is, do you know if there were
any radiation detection devices? I know you didn’t set them up, but
were there?

Mr. GORDON. I just don’t know the answer to your question.

Mr. STUPAK. Okay.

Mr. GORDON. I will provide you a response.

[The following was received for the record:]

At the request of the U.S. Secret Service and the Federal Bureau of Investigation,
and in support of the Utah Olympic Public Safety Command, the Department of En-
ergy deployed the Nuclear/Radiological Advisory Team (NRAT) and members of the
Radiological Assistance Program (RAP) team from Region 6 (Idaho) with portable
radiation detection equipment to the Salt Lake City 2002 Winter Olympic Games.
The equipment deployed included small pager-sized radiation detectors, detectors
carried in briefcases and backpacks, and vehicle-mounted detectors. Identification
units, which are used to identify the specific type of radiological material, were also
sent. No radiation portal monitoring was conducted at any time.

Prior to the arrival of the athletes, NRAT and RAP conducted radiological surveys
around Salt Lake City and the high security areas. Surveys of this type are useful
in cataloging the radiological signature of the surrounding areas, saving critical re-
sponse time in the event of an actual incident. During the survey process several

locations revealed an elevated radiation signature. In each instance, the NRAT sci-
entists deployed with identification units and determined that the readings were
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due to natural background radiation, a normal occurrence. Once the Olympics
began, the radiological surveying stopped and the teams assumed a response pos-
ture. There were no incidents requiring the use of NRAT or RAP personnel or equip-
ment during the Olympics.

Mr. STUPAK. Okay. But the only point I was driving at—it wasn’t
a trick question—is my impression is that there were radiation de-
tection devices we used at Salt Lake City. In the earlier panel with
Governor Ridge here, we were talking a lot about radiation detec-
tion devices. If they were set up and used in Salt Lake City and
if there is concerns we should have them elsewhere in this country,
why aren’t we using them? That’s all I'm trying to get at.

Mr. GORDON. Again, I would really like to discuss this in a dif-
ferent session.

Mr. STUPAK. Sure. Let me put it this way. When I was asking—
we were talking about it before, myself and Governor Ridge, we
talked about how Customs wanted these devices, and then contrac-
tors gave them to DOE, and DOE has now gone to one of the labs
to try to get some standards and get some development going, and
we are already down the three levels. And in response to the ques-
tion, it was like, “Well, Congressman, that’s sort of the way the
Federal bureaucracy works.” I didn’t get a warm, fuzzy feeling
when I got that answer.

I guess if we are going to do this new Homeland Security, De-
partment of Homeland Security, how are things going to be dif-
ferent?

Mr. GORDON. I want to sign up to exactly what I think you are
getting at, sir. We had proposed and suggested at the beginning
that there be developed in effect a lead technical agency that could
bring together the disparate variety of activities that are under
way in this with some national standards, with some national pri-
orities that are set up for where we are going. That is, in my un-
derstanding, what is to be incorporated into this new department.
Because what we have now, even in our own areas for the Depart-
ment of Energy and NNSA, is some very specific capabilities that
were put together for some very specific and somewhat narrow
uses. We have now expanded those, I think, with considerable ex-
pertise and a little bit of alacrity in response to 9/11. The pagers,
the sort of small radiation detection pagers that are used at air-
ports have been made available to the extent that we could get
them fast enough or cause them to be produced fast enough, de-
ployed in a number of locations with a number of different forces.

I think there is a good effort across the board in where we are
using and deploying some systems, which I would be glad to talk
with you in a smaller group, but it is time to pull it together in
an aggressive program.

Mr. STtuPAK. Okay. Again, maybe it would be appropriate in a
closed session, and, again, just a little bit. But I'm still trying to
get at if we create this new department how is it going to be dif-
ferent? How are we going to have accountability, responsibility, and
make sure the job is getting done, and we don’t have finger-point-
ing after an incident? That’s what I'm driving at.

Mr. GORDON. We bring it together in one place with individuals
who are charged to look at it nationally——

Mr. StupAK. Okay.
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Mr. GORDON. [continuing] who are designed to set up what are
the priorities that you want us to spend our research dollars and
our production dollars on, and take that in an aggressive step and
just work right down a strategic plan.

Mr. STUPAK. I'm sure, Mr. Chairman, when we get into the radi-
ation detection, I would suggest that might be a place we want to
go in closed session. I know I have some more questions, but I am
going to leave that issue right now and go to another spot.

Well, let’s take the NEST teams. I don’t know of any significant
problems that have been evident by the way these teams have been
presently structured or how their command and control has worked
in the past. So if you move NEST teams over to the new depart-
ment, how is that going to improve them or improve their
functionality?

Mr. GORDON. I think the point, sir, is that they don’t move over;
that they become part of the coordinated units that are available
to respond to a crisis upon the direction of the Secretary.

M?r. STUPAK. So the teams wouldn’t move over to Homeland Secu-
rity?

Mr. GORDON. The teams do not move as a unit. They stay where
they are because—they need, in fact, to stay inside the organiza-
tion because they are not full-time personnel that deploy. These are
actually the experts that are working on our stockpile stewardship
program, working on our weapons, working the intelligence side. So
we bring them together, as the Chairman had suggested, in a Na-
tional Guard way or in a military service way to respond to indi-
vidual crisis.

Mr. StUuPAK. Okay. All right. I was under the impression, and
maybe wrongly so, that NEST teams are going to be moved to
Homeland Security.

Mr. GORDON. No, sir. They would be available under the com-
mand of the Secretary of Energy upon call for national issues. They
also would be available to the Secretary or myself for an DOE-
NNSA incident where they had to respond. And we need them to
stay tied in to their current work, because they are not full-time
NEST employees, on the whole.

Mr. STUPAK. Okay. They stay where they are, but additional peo-
ple can employ them, if need be.

Mr. GORDON. And that’s effectively the way it is today. If there
were an incident this moment that involved a nuclear weapons or
terrorist attack, the FBI would be responsible for commanding that
incident, and we would deploy our forces to the FBI for their use.

Mr. GREENWOOD. The time of the gentleman has expired.

Thank you, Secretary Allen, thank you, General Gordon, for your
testimony, for responding to our questions, to your pledges of co-
operation as we work through this legislation. Thank you again,
and you are excused.

Mr. GORDON. Thank you, Mr. Chairman.

Mr. GREENWOOD. The Chair then calls forward our third panel
for this hearing. We have Ms. Jan Heinrich, who is the Director of
Health Care and Public Health Issues at the U.S. General Account-
ing Office; Dr. Harry C. Vantine, Program Leader,
Counterterrorism and Incident Response at the Lawrence Liver-
more National Laboratory; Dr.—or Mr. David Nokes, Director, Sys-
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tems Assessment and Research Center, Sandia National Labora-
tories; Dr. Donald D. Cobb, Associate Director for Threat Reduec-
tion, Los Alamos National Laboratory; Dr. Lew Stringer, Medical
Director, Division of Emergency Management, the North Carolina
Department of Crime Control and Public Safety; and Mr. Edward
P. Plaugher, Chief of the Arlington County Fire Department, and
also Executive Agent, Washington Area, National Medical Re-
sponse Team.

Lady and gentlemen, we welcome you, and thank you for joining
us this morning. And I would—you are aware that this committee
is holding an investigative hearing, and when doing so, it is our
practice to take testimony under oath. Do any of you have any ob-
jections to giving your testimony under oath? No? You are also,
under the rules of this committee and the House, entitled to be rep-
resented by counsel. Do any of you wish to be represented by coun-
sel this morning? Okay.

Is Dr. Stringer not here? Doctor, take your time and hurry on up
to the table.

Welcome, Dr. Stringer. As I indicated to the other witnesses, sir,
you are aware that this committee is holding an investigative hear-
ing, and you are aware that, pursuant to our practices, we take tes-
timony under oath. And I should ask you, do you have any objec-
tion to giving your testimony under oath?

Mr. STRINGER. No, sir.

Mr. GREENWOOD. Then for all of you, you are entitled under the
rules of the House and the committee to be represented by counsel.
Do any of you wish to be represented by counsel? Okay. In that
case, if you would each stand, and all stand and raise your right
hands, I will swear you in.

[Witnesses sworn. ]

Mr. GREENWOOD. Okay. You are all the under oath. And Ms.
Heinrich, you are recognized for 5 minutes for your opening state-
ment. Thank you for being with us.

TESTIMONY OF JANET HEINRICH, DIRECTOR, HEALTH CARE
AND PUBLIC HEALTH ISSUES, U.S. GENERAL ACCOUNTING
OFFICE; HARRY C. VANTINE, PROGRAM LEADER,
COUNTERTERRORISM AND INCIDENT RESPONSE, LAW-
RENCE LIVERMORE NATIONAL LABORATORY; K. DAVID
NOKES, DIRECTOR, SYSTEMS ASSESSMENT AND RESEARCH
CENTER, SANDIA NATIONAL LABORATORIES; DONALD D.
COBB, ASSOCIATE DIRECTOR FOR THREAT REDUCTION, LOS
ALAMOS NATIONAL LABORATORY; LLEWELLYN W. STRING-
ER, JR., MEDICAL DIRECTOR, DIVISION OF EMERGENCY
MANAGEMENT, NORTH CAROLINA DEPARTMENT OF CRIME
CONTROL AND PUBLIC SAFETY; AND EDWARD P. PLAUGHER,
CHIEF, ARLINGTON COUNTY FIRE DEPARTMENT, EXECU-
TIVE AGENT, WASHINGTON AREA NATIONAL MEDICAL RE-
SPONSE TEAM

Ms. HEINRICH. Mr. Chairman and members of the subcommittee,
I appreciate the opportunity to be here today to discuss the pro-
posed creation of the Department of Homeland Security. Since the
terrorist attacks of September 11 and the subsequent anthrax inci-
dents, there has been concern about the ability of the Federal Gov-
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ernment to prepare and coordinate an effective public health re-
sponse to such events. Our earlier work found that more than 20
Federal departments and agencies carry some responsibility for bio-
terrorism preparedness and response, and that their efforts are
fragmented.

Emergency response is further complicated by the need to coordi-
nate actions with agencies at the State and local level where much
of the response activity would occur. My remarks will focus on the
aspects of the proposal concerned with public health preparedness
and response, and the two primary changes to the current system
found in title 5 of the proposed bill.

First, the proposal would transfer certain emergency prepared-
ness and response programs, as we have already heard.

Second, it would transfer the control over but not the operation
of other public health preparedness assistance programs, such as
providing emergency preparedness planning assistance to State
and local governments from HHS to the new department.

The consolidation of Federal agencies and resources for medical
response to an emergency as outlined in the proposed legislation
has the potential to improve efficiency and accountability for these
activities at the Federal level, as well as the State and local levels.
The programs to be consolidated have already been identified for
you. As Governor Ridge has stated, issues of coordination will re-
main, however.

The proposed transfer of the Metropolitan Medical Response Sys-
tem does not address the need for enhanced regional communica-
tion and coordination, for example. The National Disaster Medical
System functions as a partnership among HHS, the Department of
Defense, the Department of Veterans Affairs, FEMA, State and
local governments, and the private sector. Thus, coordination
across departments will still be required.

Similarly, the Strategic National Stockpile will involve the VA
for purchase and storage, and HHS, in regards to the medical con-
tents.

Although the proposed department has the potential to improve
emergency response functions, its success is contingent on merging
the perspectives of the various programs that would be integrated
under the proposal. We are concerned that the lines of authority
of the different parties in the event of emergency still need to be
clarified.

As an example, in the recent anthrax events, local officials com-
plained about differing priorities between the FBI and public
health officials handling suspicious specimens. The FBI viewed the
specimens as evidence in a criminal case, while public health offi-
cials’ first priority was contacting physicians to ensure effective
treatment was begun promptly.

The President’s proposal to shift the authority, funding, and pri-
ority-setting for all programs assisting State and local agencies and
public health emprgency Preparedness from HHS to the new de-
partment raises concerns because of the dual purpose nature of
these activities. These programs include, as we have heard, the
CDC’s bioterrorism and preparedness programs and the HRSA Bio-
terrorism Hospital Preparedness Program. Functions funded
through these programs are central to investigations of naturally



73

occurring infectious disease outbreaks and to regular public health
communications, as well as to identifying and responding to a bio-
terrorism event. Just as with the West Nile virus outbreak in New
York City, which initially was feared to be the result of bioter-
rorism, when an unusual case of disease occurs, public health offi-
cials must investigate. Although the origin of the disease may not
be clear at the outset, the same public health resources are needed,
regardless of the source.

The recently enacted Public Health Security and Bioterrorism
Preparedness and Response Act of 2002 recognized that these dual
purpose programs are needed in State and local communities. Now
States are beginning to plan to expand laboratory capacity, en-
hance their ability to conduct infectious disease surveillance and
epidemiological investigations, and develop plans for commu-
nicating with the public. While under the proposal, the Secretary
of Homeland Security would be given control over these assistance
programs, their implementation would continue to be carried out
by H HS.

The proposal also authorizes the President to direct that these
programs no longer be carried out in that manner without address-
ing the circumstances under which such authority would be exer-
cised.

We are concerned that this approach may disrupt the synergy
that exists in these dual purpose programs. We are also concerned
that the separation of control over the programs from their oper-
ations would lead to difficulty in balancing priorities. Although the
HHS programs are important for homeland security, they are just
as important to the day-to-day needs of public health agencies and
hospitals, such as reporting on meningitis outbreaks and providing
alerts to the medical community on influenza. The current proposal
does not clearly provide a structure that ensures that both the
goals of homeland security and public health will be met.

In summary, many aspects of the proposal are in line with our
previous recommendations to consolidate programs, coordinate
functions, and provide a statutory basis for leadership of homeland
security. However, we do have concerns, as we have noted.

Mr. Chairman, this completes my prepared statement. I am
happy to respond to any questions you or other members may have.

[The prepared statement of Janet Heinrich follows:]

PREPARED STATEMENT OF JANET HEINRICH, DIRECTOR, HEALTH CARE AND PUBLIC
HEALTH ISSUES, U.S. GENERAL ACCOUNTING OFFICE

Mr. Chairman and Members of the Committee: I appreciate the opportunity to be
here today to discuss the proposed creation of the Department of Homeland Secu-
rity. Since the terrorist attacks of September 11, 2001, and the subsequent anthrax
incidents, there has been concern about the ability of the federal government to pre-
pare for and coordinate an effective public health response to such events, given the
broad distribution of responsibility for that task at the federal level. Our earlier
work found, for example, that more than 20 federal departments and agencies carry
some responsibility for bioterrorism preparedness and response and that these ef-
forts are fragmented.! Emergency response is further complicated by the need to
coordinate actions with agencies at the state and local level, where much of the re-
sponse activity would occur.

1U.S. General Accounting Office, Bioterrorism: Federal Research and Preparedness Activities,
GAO-01-915, (Washington, D.C.: Sept. 28, 2001).
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The President’s proposed Homeland Security Act of 2002 would bring many of
these federal entities with homeland security responsibilities—including public
health preparedness and response—into one department, in an effort to mobilize
and focus assets and resources at all levels of government. The aspects of the pro-
posal concerned with public health preparedness and response would involve two
primary changes to the current system, which are found in Title V of the proposed
bill. First, the proposal would transfer certain emergency preparedness and re-
sponse programs from multiple agencies to the new department. Second, it would
transfer the control over, but not the operation of, other public health preparedness
assistance programs, such as providing emergency preparedness planning assistance
to state and local governments, from the Department of Health and Human Services
(HHS) to the new department. 2

In order to assist the committee in its consideration of this extensive reorganiza-
tion of our government, my remarks today will focus on Title V of the President’s
proposal and the implications of (1) the proposed transfer of specific public health
preparedness and response programs currently housed in HHS into the new depart-
ment and (2) the proposed transfer of control over certain other public health pre-
paredness assistance programs from HHS to the new department. My testimony
today is based largely on our previous and ongoing work on federal, state, and local
preparedness in responding to bioterrorist threats,3 as well as a review of the pro-
posed legislation.

In summary, we believe that the proposed reorganization has the potential to re-
pair the fragmentation we have noted in the coordination of public health prepared-
ness and response programs at the federal, state, and local levels. As we have rec-
ommended, the proposal would institutionalize the responsibility for homeland secu-
rity in federal statute. We expect that, in addition to improving overall coordination,
the transfer of programs from multiple agencies to the new department could reduce
overlap among programs and facilitate response in times of disaster. However, we
have concerns about the proposed transfer of control from HHS to the new depart-
ment for public health assistance programs that have both basic public health and
homeland security functions. These dual-purpose programs have important
synergies that we believe should be maintained. We are concerned that transferring
control over these programs, including priority setting, to the new department has
the potential to disrupt some programs that are critical to basic public health re-
sponsibilities. We do not believe that the President’s proposal is sufficiently clear
on how both the homeland security and the public health objectives would be accom-
plished.

BACKGROUND

Federal, state, and local government agencies have differing roles with regard to
public health emergency preparedness and response. The federal government con-
ducts a variety of activities, including developing interagency response plans, in-
creasing state and local response capabilities, developing and deploying federal re-
sponse teams, increasing the availability of medical treatments, participating in and
sponsoring exercises, planning for victim aid, and providing support in times of dis-
aster and during special events such as the Olympic games. One of its main func-
tions is to provide support for the primary responders at the state and local level,
including emergency medical service personnel, public health officials, doctors, and
nurses. This support is critical because the burden of response falls initially on state
and local emergency response agencies.

The President’s proposal transfers control over many of the programs that provide
preparedness and response support for the state and local governments to a new De-
partment of Homeland Security. Among other changes, the proposed bill transfers
HHS’s Office of the Assistant Secretary for Public Health Emergency Preparedness
to the new department. Included in this transfer is the Office of Emergency Pre-
paredness (OEP), which currently leads the National Disaster Medical System
(NDMS)4 in conjunction with several other agencies and the Metropolitan Medical

2These changes are primarily covered by Sections 502 and 505, respectively, in Title V of the
President’s proposed legislation.

3See “Related GAO Products” at the end of this testimony.

4In the event of an emergency, the National Disaster Medical System has response teams that
can provide support at the site of a disaster. These include specialized teams for burn victims,
mental health teams, teams for incidents involving weapons of mass destruction, and mortuary
teams that can be deployed as needed. About 2,000 civilian hospitals have pledged resources
that could be marshaled in any domestic emergency under the system.
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Response System (MMRS).5 The Strategic National Stockpile,® currently adminis-
tered by the Centers for Disease Control and Prevention (CDC), would also be trans-
ferred, although the Secretary of Health and Human Services would still manage
the stockpile and continue to determine its contents.

Under the President’s proposal, the new department would also be responsible for
all current HHS public health emergency preparedness activities carried out to as-
sist state and local governments or private organizations to plan, prepare for, pre-
vent, identify, and respond to biological, chemical, radiological, and nuclear events
and public health emergencies. Although not specifically named in the proposal, this
would include CDC’s Bioterrorism Preparedness and Response program and the
Health Resources and Services Administration’s (HRSA) Bioterrorism Hospital Pre-
paredness Program. These programs provide grants to states and cities to develop
plans and build capacity for communication, disease surveillance, epidemiology, hos-
pital planning, laboratory analysis, and other basic public health functions. Except
as directed by the President, the Secretary of Homeland Security would carry out
these activities through HHS under agreements to be negotiated with the Secretary
of HHS. Further, the Secretary of Homeland Security would be authorized to set
the priorities for these preparedness and response activities.

REORGANIZATION HAS POTENTIAL TO IMPROVE COORDINATION

The consolidation of federal assets and resources in the President’s proposed legis-
lation has the potential to improve coordination of public health preparedness and
response activities at the federal, state, and local levels. Our past work has detailed
a lack of coordination in the programs that house these activities, which are cur-
rently dispersed across numerous federal agencies. In addition, we have discussed
the need for an institutionalized responsibility for homeland security in federal stat-
ute.” The proposal provides the potential to consolidate programs, thereby reducing
the number of points of contact with which state and local officials have to contend,
but coordination would still be required with multiple agencies across departments.
Many of the agencies involved in these programs have differing perspectives and
priorities, and the proposal does not sufficiently clarify the lines of authority of dif-
ferent parties in the event of an emergency, such as between the Federal Bureau
of Investigation (FBI) and public health officials investigating a suspected bioter-
rorist incident. Let me provide you more details.

We have reported that many state and local officials have expressed concerns
about the coordination of federal public health preparedness and response efforts.8
Officials from state public health agencies and state emergency management agen-
cies have told us that federal programs for improving state and local preparedness
are not carefully coordinated or well organized. For example, federal programs man-
aged by the Federal Emergency Management Agency (FEMA), Department of Jus-
tice (DOJ), and OEP and CDC all currently provide funds to assist state and local
governments. Each program conditions the receipt of funds on the completion of a
plan, but officials have told us that the preparation of multiple, generally overlap-
ping plans can be an inefficient process.® In addition, state and local officials told
us that having so many federal entities involved in preparedness and response has
led to confusion, making it difficult for them to identify available federal prepared-
ness resources and effectively partner with the federal government.

The proposed transfer of numerous federal response teams and assets to the new
department would enhance efficiency and accountability for these activities. This
would involve a number of separate federal programs for emergency preparedness
and response, including FEMA; certain units of DOJ; and HHS’s Office of the As-
sistant Secretary for Public Health Emergency Preparedness, including OEP and its
NDMS and MMRS programs, along with the Strategic National Stockpile. In our

5The Metropolitan Medical Response System is a program that provides support for local com-
munity planning and response capabilities for mass casualty and terrorist incidents in metro-
politan areas.

6The stockpile, previously called the National Pharmaceutical Stockpile, consists of two major
components. The first component is the 12-Hour Push Packages, which contain pharmaceuticals,
antidotes, and medical supplies and can be delivered to any site in the United States within
12 hours of a federal decision to deploy assets. The second component is the Vendor Managed
Inventory.

7U.S. General Accounting Office, Homeland Security: Responsibility and Accountability for
Achieving National Goals, GAO-02-627T (Washington, D.C.: Apr. 11, 2002).

8U.S. General Accounting Office, Bioterrorism: Federal Research and Preparedness Activities,
GAO-01-915, (Washington, D.C.: Sept. 28, 2001).

9U.S. General Accounting Office, Combating Terrorism: Intergovernmental Partnership in a
National Strategy to Enhance State and Local Preparedness, GAO-02-547T (Washington, D.C.:
Mar. 22, 2002).
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previous work, we found that in spite of numerous efforts to improve coordination
of the separate federal programs, problems remained, and we recommended consoli-
dating the FEMA and DOJ programs to improve the coordination. 0 The proposal
places these programs under the control of one person, the Under Secretary for
Emergency Preparedness and Response, who could potentially reduce overlap and
improve coordination. This change would make one individual accountable for these
programs and would provide a central source for federal assistance.

The proposed transfer of MMRS, a collection of local response systems funded by
HHS in metropolitan areas, has the potential to enhance its communication and co-
ordination. Officials from one state told us that their state has MMRSs in multiple
cities but there is no mechanism in place to allow communication and coordination
among them. Although the proposed department has the potential to facilitate the
coordination of this program, this example highlights the need for greater regional
coordination, an issue on which the proposal is silent.

Because the new department would not include all agencies having public health
responsibilities related to homeland security, coordination across departments would
still be required for some programs. For example, NDMS functions as a partnership
among HHS, the Department of Defense (DOD), the Department of Veterans Affairs
(VA), FEMA, state and local governments, and the private sector. However, as the
DOD and VA programs are not included in the proposal, only some of these federal
organizations would be brought under the umbrella of the Department of Homeland
Security. Similarly, the Strategic National Stockpile currently involves multiple
agencies. It is administered by CDC, which contracts with VA to purchase and store
pharmaceutical and medical supplies that could be used in the event of a terrorist
incident. Recently expanded and reorganized, the program will now include manage-
ment of the nation’s inventory of smallpox vaccine. Under the President’s proposal,
CDC’s responsibilities for the stockpile would be transferred to the new department,
but VA and HHS involvement would be retained, including continuing review by ex-
perts of the contents of the stockpile to ensure that emerging threats, advanced
technologies, and new countermeasures are adequately considered.

Although the proposed department has the potential to improve emergency re-
sponse functions, its success is contingent on several factors. In addition to facili-
tating coordination and maintaining key relationships with other departments,
these include merging the perspectives of the various programs that would be inte-
grated under the proposal, and clarifying the lines of authority of different parties
in the event of an emergency. As an example, in the recent anthrax events, local
officials complained about differing priorities between the FBI and the public health
officials in handling suspicious specimens. According to the public health officials,
FBI officials insisted on first informing FBI managers of any test results, which de-
layed getting test results to treating physicians. The public health officials viewed
contacting physicians as the first priority in order to ensure that effective treatment
could begin as quickly as possible.

NEW DEPARTMENT’S CONTROL OF ESSENTIAL PUBLIC HEALTH CAPACITIES RAISES
CONCERN

The President’s proposal to shift the responsibility for all programs assisting state
and local agencies in public health emergency preparedness and response from HHS
to the new department raises concern because of the dual-purpose nature of these
activities. These programs include essential public health functions that, while im-
portant for homeland security, are critical to basic public health core capacities. 1t
Therefore, we are concerned about the transfer of control over the programs, includ-
ing priority setting, that the proposal would give to the new department. We recog-
nize the need for coordination of these activities with other homeland security func-
tions, but the President’s proposal is not clear on how the public health and home-
land security objectives would be balanced.

Under the President’s proposal, responsibility for programs with dual homeland
security and public health purposes would be transferred to the new department.
These include such current HHS assistance programs as CDC’s Bioterrorism Pre-
paredness and Response program and HRSA’s Bioterrorism Hospital Preparedness

10U.S. General Accounting Office, Combating Terrorism: Selected Challenges and Related Rec-
ommendations, GAO-01-822 (Washington, D.C., Sept. 20, 2001).

11The recently enacted Public Health Security and Bioterrorism Preparedness and Response
Act of 2002 (P.L.107-188) cited core public health capacities that state and local governments
need, including effective public health surveillance and reporting mechanisms, appropriate lab-
oratory capacity, properly trained and equipped public health and medical personnel, and com-
munications networks that can effectively disseminate relevant information in a timely and se-
cure manner.
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Program. Functions funded through these programs are central to investigations of
naturally occurring infectious disease outbreaks and to regular public health com-
munications, as well as to identifying and responding to a bioterrorist event. For
example, CDC has used funds from these programs to help state and local health
agencies build an electronic infrastructure for public health communications to im-
prove the collection and transmission of information related to both bioterrorist inci-
dents and other public health events.2 Just as with the West Nile virus outbreak
in New York City, which initially was feared to be the result of bioterrorism, 13 when
an unusual case of disease occurs public health officials must investigate to deter-
mine whether it is naturally occurring or intentionally caused. Although the origin
of the disease may not be clear at the outset, the same public health resources are
needed to investigate, regardless of the source.

States are planning to use funds from these assistance programs to build the
dual-purpose public health infrastructure and core capacities that the recently en-
acted Public Health Security and Bioterrorism Preparedness and Response Act of
2002 14 stated are needed. States plan to expand laboratory capacity, enhance their
ability to conduct infectious disease surveillance and epidemiological investigations,
improve communication among public health agencies, and develop plans for com-
municating with the public. States also plan to use these funds to hire and train
additional staff in many of these areas, including epidemiology.

Our concern regarding these dual-purpose programs relates to the structure pro-
vided for in the President’s proposal. The Secretary of Homeland Security would be
given control over programs to be carried out by another department. The proposal
also authorizes the President to direct that these programs no longer be carried out
in this manner, without addressing the circumstances under which such authority
would be exercised. We are concerned that this approach may disrupt the synergy
that exists in these dual-purpose programs. We are also concerned that the separa-
tion of control over the programs from their operations could lead to difficulty in
balancing priorities. Although the HHS programs are important for homeland secu-
rity, they are just as important to the day-to-day needs of public health agencies
and hospitals, such as reporting on disease outbreaks and providing alerts to the
medical community. The current proposal does not clearly provide a structure that
ensures that both the goals of homeland security and public health will be met.

CONCLUDING OBSERVATIONS

Many aspects of the proposed consolidation of response activities are in line with
our previous recommendations to consolidate programs, coordinate functions, and
provide a statutory basis for leadership of homeland security. The transfer of the
HHS medical response programs has the potential to reduce overlap among pro-
grams and facilitate response in times of disaster. However, we are concerned that
the proposal does not provide the clear delineation of roles and responsibilities that
we have stated is needed. We are also concerned about the broad control the pro-
posal grants to the new department for public health preparedness programs. Al-
though there is a need to coordinate these activities with the other homeland secu-
rity preparedness and response programs that would be brought into the new de-
partment, there is also a need to maintain the priorities for basic public health ca-
pacities that are currently funded through these dual-purpose programs. We do not
believe that the President’s proposal adequately addresses how to accomplish both
objectives.

Mr. Chairman, this completes my prepared statement. I would be happy to re-
spond to any questions you or other Members of the Committee may have at this
time.

For further information about this testimony, please contact me at (202) 512-7118.
Marcia Crosse, Greg Ferrante, Deborah Miller, and Roseanne Price also made key
contributions to this statement.

RELATED GAO PRODUCTS
Homeland Security

12These include the Health Alert Network (HAN), a nationwide system that facilitates the dis-
tribution of health alerts, dissemination of prevention guidelines and other information, distance
learning, national disease surveillance, and electronic laboratory reporting, and Epi-X, a secure
Web-based disease surveillance network for federal, state, and local epidemiologists that pro-
vides tools for searching, tracking, discussing, and reporting on diseases and is therefore a key
element in any disease investigation.

13U.S. General Accounting Office, West Nile Virus Outbreak: Lessons for Public Health Pre-
paredness, GAO/HEHS-00-180 (Washington, D.C.: Sept. 11, 2000).

14Pp.L. 107-188.
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Mr. GREENWOOD. Thank you very much.
Dr. Vantine, you are recognized for 5 minutes.

TESTIMONY OF HARRY C. VANTINE

Mr. VANTINE. Well, thank you, Mr. Chairman, and members of
the committee, for asking me to speak before you today. It’s a
pleasure to be here. My name is Harry Vantine. I head the
Counterterrorism and Incident Response Program at Lawrence
Livermore National Laboratory. Our program at Livermore covers
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the waterfront, chemical, biological, nuclear, radiological. Today,
my remarks are going to concentrate on nuclear and radiological,
but I think similar remarks could be made for the chem-bio pro-
gram.

Let me start by saying that my overall reaction to this legislation
was that it is very broad, it’s very inclusive. I think that’s a very
good thing. It’s clear to me that as we go into the establishment
of this Homeland Security Department, we are going to learn by
doing, we are going to have to be able to change and adapt, and
I think the legislation allows us to do that.

What I would like to do is stress this morning some of the ele-
ments that I think are really important in countering terrorism.
There are several elements that I see. One is that we need a lay-
ered approach to counterterrorism. There is no one silver bullet
that is going to solve this problem. So, a layered approach. I mean,
we've got to look at beginning—we’ve got to look at indications and
warnings. We have got to try and see the threats. We have got to
protect the materials, the nuclear materials that—or the weapons
that might be diverted for terrorist use. We need to have response
teams that search, that disable. We need to have consequence man-
agement teams. We need to do the whole spectrum, and that’s what
I call a layered approach. Any one of them won’t work. It’s a big
problem. It’s a huge problem.

And so, you know, the second point I want to get to is because
it’s such a large problem, how do we solve that? We are going to
need new and innovative approaches. And the way that—coming
from a technology laboratory like Livermore, the way I see new
technologies, new approaches being developed is through R&D
technology. I think we are going to have to rely very heavily on
R&D to find those new solutions.

Next, I would like to come to the issue of funding. When I look
at R&D funding in industries, if I look at pharmaceuticals, biotech-
nologies, those type of industries, it’s not unusual in some of the
pharmaceutical industries to invest 20 percent of your revenues in
R&D. We are going to have to have a very aggressive investment
strategy and new approaches. Other companies invest 10 to 20 per-
cent—10 to 15 percent. DOD is in that category. DOD invests in
RDT&E something like 10 percent. So I think that’s another ap-
proach going forward.

The fourth point I want to make is that I think we need clear
lines of authority in this department. One of the drawbacks in the
current system is that the current response system is somewhat a
response that’s clues together from different agencies. I think with
this new department we have the ability to have people really dedi-
cated to this mission, they know it’s their job, and they’re going to
do it, and they’re going to know what they have to do. They have
clear authority.

The final general—the general attribute I think this homeland
security strategy needs is strategic planning. We really have to do
planning on big systems. We have to take a big systems approach
to how we do this. The planning has got to be based on risk assess-
ment to protect entire infrastructures. At the laboratories, we've
put together these big ideas in the past, we've put together ideas
such as model city protection, the basis program for biological de-
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tection, protection system for protecting metros, detection and
tracking system for looking at nuclear materials, a national test bid
for cargo inspection. These are the kind of ideas that we need, over-
reaching ideas that really cover the waterfront.

Information synthesis, I think, is also an important area. We are
going to have to pull together the different intelligence functions
from the different agencies. I think the new Office of Homeland—
the Department of Homeland Security is going to have to have ac-
cess to the intelligence data, the raw intelligence data it needs to
process that information, to put it together, and understand the
threats.

And another program that’s been brought over from the existing
programs is the nuclear assessment program. It’s an NNSA pro-
gram that has actually run—operated all three of the national
weapons laboratories, headed by Livermore, though, that—and
these people have been real heroes since September 11, working
hard to look and assess nuclear threats.

Let me say in summary that I really think we are going to have
to make a sustained investment in science and technology to win
the war on terrorism. It’s an enormous task. It’s a task that the
laboratories are eager to do, and with your help and with your
planning, we think we can do it.

[The prepared statement of Harry C. Vantine follows:]

PREPARED STATEMENT OF HARRY C. VANTINE, PROGRAM LEADER FOR
COUNTERTERRORISM AND INCIDENT RESPONSE, LAWRENCE LIVERMORE NATIONAL
LABORATORY

Mr. Chairman and members of the committee, thank you for the opportunity to
appear before you today. I lead the program in Counterterrorism and Incident Re-
sponse at the Lawrence Livermore National Laboratory (LLNL). However, the opin-
ions that I present today represent my views and not necessarily those of the Lab-
oratory or the National Nuclear Security Administration. Today I would like to focus
on nuclear and radiological response activities proposed for transfer to the Depart-
ment of Homeland Security. There are analogies for chemical and biological re-
sponse.

IMPORTANCE OF THE CBRNI (CHEM/BIO/RADIOLOGICAL/NUCLEAR/INFORMATION) MISSION

The threat of covert/terrorist delivery of weapons of mass destruction (WMDs) is
a concern of the utmost gravity. There are many important government missions,
but there is none more important than the Homeland Security mission. Witnessing
the changes in the past 20 years, the bio-technology revolution, the breakup of the
Soviet Union, the information explosion on the web, my conviction has only gotten
stronger that Homeland Security is an enduring national security mission.

ESSENTIAL ELEMENTS OF A RESPONSE STRATEGY

What can we do to protect the U.S. against terrorist acquisition and use of
WMDs? As with every other aspect of the terrorism problem, there is no silver bul-
let.

We see the following as essential elements.

* A layered strategy is required, addressing the various stages on this threat.

e This strategy will rely heavily on R&D. Only new solutions will offer adequate
level of protection and be affordable.

* Adequate funding is needed. Industries, such as information technologies, biotech-
nologies, and pharmaceuticals, invest heavily in R&D: 10 to 15% of their budg-
et. DOD has a similar profile of RDT&E investment.

e Clear lines of authority. This will shorten the time to get new capabilities to the
field. Multi-group, multi-level approvals and negotiations will be curtailed.

» Strategic planning. Planning, based on risk assessment, is needed to protect en-
tire infrastructures. Included in this planning are ideas such as Model City Pro-
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tection, Detection and Tracking Systems, and the National Testbed for cargo in-
spection.

NUCLEAR INCIDENT RESPONSE

The Nuclear Incident Response Program has a broad charter to train for and re-
spond to nuclear threats at the local, regional, and national level. The program is
multi-agency. In the DHS legislation, it appears that there are three Under Secre-
taries who deal with various aspects of nuclear counterterrorism: Sec.301 is Nuclear
Countermeasures, Sec. 401 is Border and Transportation Security, and Sec 501 is
Emergency Preparedness and Response. The activities of there three need to be
closely tied together so that there is one coordinated operational mission.

The advent of monitoring systems, first responder reach back (“Triage”), expanded
regional response (RAP or Radiation Assistance Program) capability will require
more robust communication systems and a robust fusion cell manned by technical
experts. We will need to respond rapidly to assess the level of threat while waiting
for the arrival of advanced technical assets. To maximize this capability it is critical
that the proper equipment be with the first responders, who need to be practiced
in their interactions with the fusion cell. The Nuclear Laboratories have the capa-
bility of making rapid and detailed analyses if sufficient information is transmitted
to them. Thus it is critical that the equipment for the first response assets be care-
fully screened to maximize its capability. At the same time the capability and tech-
nical personnel at LLNL and LANL need to be expanded to provide the proper cov-
erage and response capability to any scenario which occurs.

RECOMMENDATIONS FOR NUCLEAR INCIDENT RESPONSE

1. Training should be realistic, with preparation and training aids that challenge
the responder. Results of training exercises should be used to improve system
response.

2. Training should mimic actual response operations. “Practice like you play.”

3. The operational architecture should include all levels of response from the first
responder, to the regional and national responders.

4. A strategy to transition new technology into capable, prototype operational sys-
tems is essential. Technology developers must be included in the operational
planning process.

5. Technical aspects of Nuclear Counter Terrorism should be managed by the lab-
oratories with technical capabilities in this area, i.e. LLNL, LANL, SNL, and
RSL. One laboratory should be in charge of coordinating and managing these
technical activities among all the labs.

NUCLEAR ASSESSMENT PROGRAM

The Department of Homeland Security will have responsibilities for receiving and
analyzing all source information in order to understand the nature and scope of the
terrorist threat to the American homeland. This must involve access to both law en-
forcement and intelligence information at the most sensitive levels if the Depart-
ment is to be successful in developing a strategic national plan for securing key re-
sources and critical infrastructures, as well as responding to pending threats and
attacks as they are detected. The terrorist threat is dynamic and global in nature.
Understanding it and anticipating its countermoves will be an ongoing process that
would benefit from interaction with other existing government programs analyzing
and tracking a number of “classic” nuclear, chemical and biological threats and pro-
liferation concerns. Essential intelligence information needed to support the Depart-
ment’s roles and missions must be quickly obtained, distributed, and analyzed so
that protective priorities can be adjusted and/or warnings issued.

The Department faces major information analysis challenges. The number and di-
versity of these suggest that it would be appropriate to generously size and support
the Department’s strategic law enforcement and intelligence analysis programs in-
cluding the nuclear assessment program. It will certainly require some “fully
cleared” people, direct intelligence oversight and specific infrastructure to comply
with DCID policies and guidance. New protocols for sharing and integrating law en-
forcement information with intelligence data may have to be developed. Further-
more, it seems highly likely that, sooner or later, it will require some additional sup-
porting communication infrastructure.

INFORMATION ANALYSIS

The rapid advances in computer and information technology have enabled our so-
ciety to generate massive amounts of data and information, but frequently we end
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up drowning in this sea of data because we lack the ability to select out the informa-
tion or the relationships between information that is relevant. It is possible to de-
velop computing tools and architectures that will enable us to progress beyond infor-
mation overload to credible insights that can be used by decision-makers. The need
for this “Information-to-Insight (I2I)” capability spans many national security areas
and most of the Laboratory’s programs. I2I will create a fundamental shift in the
way that we relate critical information. The impact will be especially great for com-
bating threats to our national security where anticipating and characterizing spe-
cific threats based upon detailed data from many varied sources are prerequisites
for taking preventative action before it is too late.

We envision addressing questions and problems that require the ability to rapidly
access massive amounts of data from disparate sources in such a way that one can
uncover the critical linkages and insights hidden therein. Effectively linking the
vast number of disparate and complex data sources that government decision mak-
ers and analysts must use to address U. S. national security issues is a major R&D
challenge. Because our goal is to provide timely insights, the knowledge manage-
ment system also needs to be able to constantly update itself.

OTHER SPECIFIC RECOMMENDATIONS

The new agency needs to have access to Restricted Data as defined in the Atomic
Energy Act of 1954. This category of information has its own unique requirements
compared to National Security Information and Law Enforcement Sensitive informa-
tion. It would be reasonable to include within Sec. 203 (Access to Information) that
any Restricted Data shared under that section is transmitted, retained, and dissemi-
nated consistent with the authority of the Secretary of Energy to protect Restricted
Data. (This is similar to the approach taken for both intelligence information and
law enforcement sensitive information.)

The new agency needs to have access to radioactive materials for purposes of test-
ing and evaluating equipment. This includes Special Nuclear Materials (SNM) in
various forms (e.g., oxides and metals) and test objects that are in nuclear explosive-
like configurations containing SNM. The new department should be given the au-
thority to specify and order such sources from DOE, own the sources (transfer them
from DOE), and determine where the sources will be used. The new agency should
be required to conform to security requirements comparable to those of the Depart-
ment of Energy for these types and quantities of material.

The new agency needs to have the authority to work with the Director of Central
Intelligence in setting priorities for intelligence gathering activities that may be crit-
ical to the security of the United States’ homeland. In this way the new agency will
not only be able to assess gathered information, but influence the type and priorities
of information gathered by other agencies to make it more useful to the homeland
security mission.

SCOPE OF THE PROBLEM

We must make a sustained investment in the science and technology to win the
war on terrorism. It is an enormous task.

In closing, let me assure you that we at Lawrence Livermore National Laboratory
have long been concerned about the terrorist WMD threat. We have built on our
historical nuclear weapons mission and developed unique expertise, capabilities, and
technologies to meet these emerging threats. LLNL is already providing critical ele-
ments of the nation’s defense against nuclear, chemical, and biological terrorism,
many of which were called into action post-September 11. We are committed to
using our world-class scientific and technological resources—people, equipment, and
facilities—to meet the nation’s national security needs today and in the future.

Mr. GREENWOOD. Thank you, Dr. Vantine.
Mr. Nokes for 5 minutes.

TESTIMONY OF K. DAVID NOKES

Mr. NOKES. Mr. Chairman, distinguished members of the com-
mittee, thank you for allowing me to

Mr. GREENWOOD. I think your microphone is not on, sir. There
we go.

Mr. NOKES. Mr. Chairman and distinguished members of the
committee, thank you for the opportunity to testify today. I am
David Nokes. I am Sandia’s director for our Systems Assessment
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and Research Center, and coordinator for our Homeland Security
and Combating Terrorism Activities. I would like to briefly high-
ligdht some of the points I have made in my written testimony
today.

Sandia, as well as the other NNSA labs, were able to respond to
the events of September 11 very quickly, with good technology. And
the reason they did that is because of the investments that have
been made by the NNSA nuclear weapons program, the Armed
Control and Treaty Verification Programs, and the sponsorship of
many other government agencies to our work or other’s program.
And that is the technology that has been harvested by the Nation
from the laboratories to address the problems of homeland security.

Perhaps you were aware that the decontamination foam that
Sandia developed and licensed was used here on Capitol Hill to de-
contaminate or help decontaminate the anthrax. That was work
that was done under our laboratory directed research and develop-
ment program several years ago. And there are many other exam-
ples of work that was applicable directly to the events immediately
post 9/11.

Let me turn now to the challenging problems of chemical and nu-
clear and biological detection and the weapons of mass destruction.
One of the specialties that we have are nuclear sensors that rely
on spectral analysis. That’s important because those sensors reduce
the nuisance alarms, the false alarms, and have an excellent record
of detecting malevolent nuclear devices. We believe that there are
sensor technologies that we have that are ready now for commer-
cialization that could be transferred to industry and could be pro-
duced in quantities at this time.

We have also developed portable chemical and biological sensors,
sensors that detect biotoxins, chemical agents, and recently we
prototyped a system that would detect anthrax and identify an-
thrax in about a 5-minute timeframe. These are also in prototype
stage, but they could join the suite of sensors that’s available to
first responders.

An area that we have developed almost unique technology is in
the system of tools that are used to dismantle and disable explosive
devices, and these are devices that could be used as the foundation
for a weapon of mass destruction. Sandia’s tools have been de-
ployed widely. We run schools and we have trained over 750 first
responders in the use of these high-tech tools that are useful in dis-
mantling explosive devices. We are a full participant in the emer-
gency response, the NEST teams of the Department of Energy. At
Sandia, we have about 90 folks who are members of the response
teams, in addition to the normal job. These are additional duties
that they have elected to take on. They have been the very core of
our design activities, and that’s why they are useful as they go out
and try to assess and render safe the various nuclear incidents.

We think it’s going to be important for the Office of Homeland
Security—the Department of Homeland Security to have a full
portfolio of research activities, and it has to serve two parts. One
is, we must provide the technology that’s in hand to solve the cur-
rent and emergent problems. And that’s a transfer into industry so
they can make these technologies available to the folks who need
them.
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Second, an equally important part is a longer range vision of
what we can do in research and development to make great secu-
rity affordable and sustainable, because otherwise you will end up
with a system that is unsustainable and unaffordable, and that’s
a challenge for the new department to establish that research
agenda.

I think that there is some bureaucratic problems that might
harm the way the laboratories can be constructively engaged in the
problems of the Office of—or the Department of Homeland Secu-
rity. One that would be useful, if the NNSA were explicitly given
the mission of developing technologies around homeland security,
that would allow them to bring the force of the laboratories to-
gether, and it would be very useful if the Department of Homeland
Security were able to task the laboratories directly as the agencies
within the Department of Energy do. That would eliminate much
of the bureaucratic problems that we have working with the gov-
ernment agencies.

On behalf of the folks at Sandia, I applaud your efforts. I think
this is going to be a very important step in actual national and
homeland security. I thank you, and I would be happy to respond
to your questions.

[The prepared statement of K. David Nokes follows:]

PREPARED STATEMENT OF K. DAVID NOKES, SANDIA NATIONAL LABORATORIES
INTRODUCTION

Mr. Chairman and distinguished members of the committee, thank you for the op-
portunity to testify on the Administration’s proposal to create a Department of
Homeland Security, and specifically, the radiological, chemical, and biological re-
sponse activities that may be of value to the new department. I am David Nokes,
Director of Sandia National Laboratorie’ Systems Assessment and Research Center.
I have more than forty years experience in the nuclear weapons program, and cur-
rently head Sandia’s activities that support our nation’s intelligence community as
well as the laboratory’s activities in homeland security and the war against ter-
rorism. I will shortly assume responsibility for all of Sandia’s arms control, threat
assessment, security technology, nonproliferation, and international cooperative pro-
grams as Vice President of Sandia’s National Security and Arms Control Division.

Sandia National Laboratories is managed and operated for the National Nuclear
Security Administration (NNSA) of the U.S. Department of Energy (DOE) by Sandia
Corporation, a subsidiary of the Lockheed Martin Corporation. Sandia’s unique role
in the nation’s nuclear weapons program is the design, development, qualification,
and certification of nearly all of the nonnuclear subsystems of nuclear warheads. We
perform substantial work in programs closely related to nuclear weapons, including
intelligence, nonproliferation, and treaty verification technologies. As a multipro-
gram national laboratory, Sandia also conducts research and development for other
national security agencies when our special capabilities can make significant con-
tributions.

At Sandia National Laboratories, we perform scientific and engineering work with
a mission in mind—never solely for its own sake. Even the fundamental scientific
work that we do (and we do a great deal of it) is strategic for the mission needs
of our sponsors. Sandia’s management philosophy has always stressed the ultimate
linkage of research to application. When someone refers to Sandia as “the nation’s
premier engineering laboratory,” that statement does not tell the whole story: We
are a science and engineering laboratory with a focus on developing technical solu-
tions to the most challenging problems that threaten peace and freedom.

My statement will describe Sandia National Laboratories’ contributions and capa-
bilities in homeland security and discuss our technologies for radiological, chemical,
and biological sensing. I will also describe our role in nuclear incident response and
comment on the proposed relationship of that function to the Department of Home-
land Security. Finally, I will offer suggestions for how the new department can effi-
ciently access and manage the scientific and technology development resources it
will require to support its mission.
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SANDIA’S CONTRIBUTIONS TO HOMELAND SECURITY AND THE WAR AGAINST TERRORISM

Like most Americans, the people of Sandia National Laboratories responded to
the atrocities of September 11, 2001, with newfound resolve on both a personal and
professional level. As a result of our own strategic planning and the foresight of
sponsors to invest resources toward emerging threats, Sandia was in a position to
immediately address some urgent needs.

For example, by September 15, a small Sandia team had instrumented the K9
rescue units at the World Trade Center site to allow the dogs to enter spaces inac-
cessible to humans while transmitting live video and audio to their handlers. This
relatively low-tech but timely adaptation was possible because of previous work we
had done for the National Institute of Justice on instrumenting K9 units for SWAT
situations.

You may perhaps be aware that a formulation developed by Sandia chemists was
one of the processes used to help eliminate anthrax in the Hart, Dirksen, and Ford
buildings on Capitol Hill and at contaminated sites in New York and in the Postal
Service. Sandia had developed the non-toxic formulation as a foam several years ago
and licensed it to two firms for industrial production in 2000. The formulation neu-
tralizes both chemical and biological agents in minutes.

An array of devices invented by explosives experts at Sandia have proved to be
effective for safely disarming several types of terrorist bombs. For the past several
years, our experts have conducted training for police bomb squads around the coun-
try in the techniques for using these devices for safe bomb disablement. The shoe
bombs that Richard Reid allegedly tried to detonate onboard a trans-Atlantic flight
from Paris to Miami were surgically disabled with an advanced bomb-squad tool
originally developed at Sandia. That device, which we licensed to industry, has be-
come the primary tool used by bomb squads nationwide to remotely disable hand-
made terrorist bombs while preserving them for forensic analysis.

Sandia is a partner with Argonne National Laboratory in the PROTECT program
(Program for Response Options and Technology Enhancements for Chemical/Biologi-
cal Terrorism), jointly funded by DOE and the Department of Justice. PROTECT’s
goal is to demonstrate systems to protect against chemical attacks in public facili-
ties, such as subways and airports. For more than a year, a Sandia-designed chem-
ical detector test bed has been operating in the Washington D.C. Metro. The system
can rapidly detect the presence of a chemical agent and transmit readings to an
emergency management information system. We successfully completed a dem-
onstration of the PROTECT system at a single station on the Washington Metro.
The program has since been funded to accelerate deployment in multiple Metro sta-
tions. DOE has also been requested to implement a PROTECT system for the Met-
ropolitan Boston Transit Authority.

Another major worry for homeland security is the potential for acts of sabotage
against municipal water supplies. In cooperation with the American Water Works
Association Research Foundation and the Environmental Protection Agency, Sandia
developed a security risk assessment methodology for city water utilities. This tool
has been employed to evaluate security and mitigate risks at several large water
utilities. We have used similar methodologies to evaluate risks for other critical in-
grastructures such as nuclear power-generation plants, chemical storage sites, and

ams.

These and other contributions to homeland security and the war against terror
are possible because of strategic planning we had conducted years ago and early in-
vestment in the capabilities that were needed to respond to emerging threats. The
outstanding technology base supported by NNSA for its core missions is the primary
source of this capability. We also made strategic decisions to invest laboratory-di-
rected research and development funds (LDRD) in the very things that we knew
were urgent needs: items to the Afghanistan theater, the decontamination foam, the
sensors we have deployed, and special-purpose robotics that we have developed. In
recent months, requests for Sandia’s services from federal agencies other than DOE
for work in emerging areas of need have increased. Approximately twenty-eight per-
cent of our total laboratory operating budget is now provided by federal agencies
other than DOE.

SANDIA CAPABILITIES FOR HOMELAND SECURITY

Sandia National Laboratories and the other nuclear weapon laboratories con-
stitute a broad, multidisciplinary technology base in nearly all the physical sciences
and engineering disciplines. We seek to leverage those capabilities to support other
national security needs germane to our missions, including homeland security, when
our capabilities can make significant contributions.
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Nuclear Sensing

A terrorist with a nuclear weapon and the knowledge and skill to use it, will use
it if he is not stopped. The Department of Homeland Security will be responsible
for preventing an attack on the United States by a terrorist with a nuclear weapon
of mass destruction (WMD). The Department must prepare for this type of attack
by reducing the vulnerability of the United States to nuclear terrorism through de-
tection, identification, and interdiction of the nuclear materials that could be used
in such an attack.

Nuclear weapons that could be used by a terrorist organization can be divided
into three categories:

* A stolen or purchased functional nuclear warhead. Such a device has a high level
of sophistication and the probability that it would detonate is high. The damage
it would cause would be great, with large-scale loss of life, environmental devas-
tation, and economic ruin.

* A weapon indigenously crafted, by a terrorist organization, from stolen or pur-
chased plutonium or uranium. This device would have a moderate level of so-
phistication and a lower probability that it would detonate. However, if it did
detonate, the damage could be great, perhaps similar to that caused by a stolen
or purchased weapon.

» A radiation dispersal device (RDD) often referred to as a “dirty bomb.” This is not
a nuclear weapon, but consists of radioactive material (of any type) packaged
with conventional explosives. It is designed simply to disperse radioactive mate-
rial over a target area. The level of sophistication may be very low, but the
probability that it would work is high, although the results desired by the per-
petrator may be difficult to achieve. The actual damage a weapon of this type
would cause is relatively small, compared to a nuclear detonation; however, it
fWould result in radioactive contamination and could cause public panic and
ear.

A nuclear bomb is a product of science and technology, and it is this same tech-
nology that must be used to protect against its use by terrorists. Scientists and engi-
neers at the nation’s nuclear weapon laboratories understand nuclear weapons—
how they work, how to build them, what they can do. More importantly for home-
land security, they know how to detect them, what characteristics to look for, how
to sense their emissions, how to interpret what the sensors detect, and how to dis-
able them.

Sandia National Laboratories has more than fifty years of experience in the nu-
clear weapons arena and an extensive knowledge of nuclear weapon science and
technology. In addition to our mission of nuclear weapons stewardship, we have long
been committed to safeguarding the nuclear weapons stockpile and actively sup-
porting nonproliferation. The terrorist attack at the 1972 Munich Olympics focused
our awareness on our nation’s vulnerability to terrorist attacks abroad and, in par-
ticular, on the need to protect our stored nuclear weapons. This led to our work in
access delay and denial at weapons storage sites and improving the security of
weapon storage vaults. More recently, we have turned our physical protection exper-
%se to protection and control of nuclear materials in Russia and the former Soviet

nion.

If a terrorist intends to detonate a nuclear or radiological device in the United
States, then he must deliver that device to his target. The device will emit radiation
that can be detected with a radiation sensor. If his nuclear device was acquired or
built outside the United States and smuggled into the country, we must find it be-
fore it enters or as it crosses into the country. If it originates in the United States,
then we must detect it when it is being transported to the target site.

There are many different types of radiation detectors. The one that usually comes
to mind is the Geiger counter, a simple device that can detect the presence or ab-
sence of some types of radiation. But it can’t tell you very much about what type
of material is emitting the radiation. Because there are many naturally occurring,
medical, and industrial radioactive materials, knowing what type of material is
emitting the radiation is crucial in order to avoid false and nuisance alarms and
to zero-in on only those objects that pose a threat. For this purpose you need a spec-
tral sensor.

Sandia National Laboratories produces radiation sensors for a variety of govern-
ment customers. One of our specialties is spectral sensor systems that provide auto-
matic radioactive material identification using special algorithms developed by
Sandia. These systems detect and analyze nuclear materials quickly, in real time,
in indoor or outdoor environments, and with a high degree of precision that provides
a high level of confidence. We have produced a wide variety of sensor systems, from
very large, fixed installations to small, rugged, portable battery-powered units.
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Sandia’s Radiation Assessment Identification and Detection (RAID) System was
originally conceived, built, and tested before the tragic events of September 11,
2001. However, it meets the post-9/11 need to help safeguard our nation from nu-
clear terrorism. This system is designed to detect and identify radioactive materials
transported through portals at passenger and package terminals at international
ports of entry. RAID uses a commercial sodium iodide scintillation spectrometer and
associated electronics, along with Sandia-developed analysis algorithms, to detect
and identify radioactive materials passing within several meters of the sensor. A
video image of the detection event scene is displayed on a base-station computer.
The system automatically and continuously updates and recalibrates for background
phenomena and can identify a radioactive source even if the source is shielded.

Based on our experience with RAID and other more advanced nuclear sensing sys-
tems, we believe the state of development of our nuclear sensors is such that the
technology could be quickly transferred to commercial producers and widely and
rapidly deployed at a cost of less than $50,000 per unit. These deployed systems
would have a very high probability of detecting a smuggled nuclear weapon or an
RDD if properly deployed. Nuclear sensing systems could be placed at ports of entry,
around likely targets, or even scattered throughout a city to scan people, packages,
and vehicles. Since these sensors are passive devices, they don’t emit a signal and,
consequently, are very difficult to detect. In other words, a terrorist can’t use a
radar detector to determine if one of these sensors is present. Unbeknownst to a
terrorist, an alarm from one of these sensors could alert law enforcement personnel
to the presence or movement of a weapon that employs radioactive material.

Of course, challenges exist in transitioning any technology from the laboratory to
mass-produced industrial products. However, as we have demonstrated many times
with technologies that we have transferred to industry in the past, Sandia works
closely with industrial partners to work through the design challenges associated
with manufacturing engineering and commercialization.

Another important tool in the war against nuclear terrorism is the Department
of Energy’s Second Line of Defense (SLD) program. Its purpose is to minimize the
risk of nuclear proliferation and terrorism through cooperative efforts with foreign
governments to strengthen their overall capability to detect and deter illicit traf-
ficking of nuclear material across their borders. Here too, the nation’s nuclear weap-
ons laboratories have brought to bear their technical expertise in nuclear physics
and engineering. Short-term, the Second Line of Defense program has adapted com-
mercially available radiation detection equipment, security systems, and commu-
nications equipment to work comprehensively with Russian Customs and other for-
eign agencies to stop nuclear smuggling now. It is effective in detecting both weap-
ons material and radiological dispersal devices.

Long-term, the Second Line of Defense program will deploy radiation detection
equipment optimized for border use, integrate it with local, regional, and national-
level communication systems geared for quick response, and cooperatively train for-
eign officials in use of the systems. Long-term sustainability is planned into every
level of the program to ensure continued training and equipment maintenance.

Chemical and Biological Agent Sensing

Sandia is developing a variety of technical solutions to counter the threat posed
by chemical and biological agents. This activity is supported by the DOE Chemical/
Biological Nonproliferation Program (CBNP) and includes threat and response anal-
ysis, environmental sensing and monitoring, facility protection and biosecurity, ad-
vance chem/bio-terror warning systems, reagent design, and decontamination tech-
nology.

Sandia has developed a portable bio-sensor to put into the hands of first respond-
ers. Configured to detect toxins such as ricin and botulinum, the device uses micro-
fabricated “chips” as a miniature chemical analysis lab to isolate and identify bio-
logical agents. This system has been demonstrated to also reliably and rapidly de-
tect a variety of chemical weapon agents in realistic situations where obscurants to
mask the signature are present. The system is being modified to analyze viruses
and bacteria. We have identified commercial partners to produce and market the
unit.

A prototype handheld detector under development at Sandia can identify anthrax
in less than five minutes. The instrument analyzes fatty acid esters vaporized from
the cell walls of bacteria and compares them with cataloged signatures indicative
of anthrax or other pathogens. This technique has been used to identify pathogens
at the genus level and often at the species level. Identifying the bacillus in minutes,
rather than the hours currently necessary, is a crucial step toward developing bio-
attack warning systems and defenses such as foam dispersal systems in public fa-
cilities similar to the PROTECT system that is being deployed in the Washington
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Metro and other locations. We have applied for a patent on this detector and expect
to license the technology to industry for commercial development and manufacture.
Sangia’s Laboratory-Directed Research and Development program supported this
work.

Sandia is engaged in an accelerated development effort for a standoff biological
weapons detection system to provide advance warning of a biological weapon threat.
The system will employ ultraviolet laser-induced fluorescence to scan for and to dis-
criminate clouds of biological agents over a broad field of view. Prototypes of this
system have been demonstrated on various mobile and fixed platforms and have
demonstrated excellent standoff range and sensitivity. Under NNSA sponsorship, we
are moving toward the demonstration phase of the system development in the next
several months.

Explosives Detection

Today, a commercially produced, walk-through portal for detecting trace amounts
of explosive compounds on a person is available for purchase and installation at air-
ports and other public facilities. The technology for this device was developed,
prototyped, and demonstrated by Sandia National Laboratories over a period of sev-
eral years and licensed to Barringer Instruments of Warren, New Jersey, for com-
mercialization and manufacture. The instrument is so sensitive that microscopic
quantities of explosive compounds are detected in a few seconds.

Using similar technology, we have developed and successfully tested a prototype
vehicle portal that detects minute amounts of common explosives in cars and trucks.
Detecting explosives in vehicles is a major concern at airports, military bases, gov-
ernment facilities, and border crossings. The system uses Sandia’s patented sample
collection and preconcentrator technology that has previously been licensed to
Barringer for use in screening airline passengers. The same technology has been in-
corporated into Sandia’s line of “Hound ™” portable and hand-held sensors, capable
of detecting parts-per-trillion explosives and other compounds. These devices can be
of great value to customs and border agents at ports of entry.

Bomb Disablement Technology and Training

As first responders, American firefighters, police, and emergency personnel will be
called upon to be America’s first line of defense against terrorist attacks. These men
and women must be prepared for the full range of terrorist threats, from improvised
explosive devices to chemical, biological, radiological, and nuclear weapons of mass
destruction. It will be the responsibility of the Department of Homeland Security
to ensure their preparedness by providing them with the training and tools they
need to do their jobs.

Sandia National Laboratories began holding advanced bomb-disablement tech-
nology workshops for bomb squad technicians in 1994. Since then, Sandia has trans-
ferred advanced bomb-disablement technology to more than 750 workshop partici-
pants through Operation America and its predecessors, Operation Riverside and Op-
eration Albuquerque. Operation America is a series of ongoing regional workshops
hosted by a local police department in the state where the event is held and sup-
ported by regional FBI offices. Participants come from bomb squads, police and fire
departments, and emergency response organizations throughout the United States,
including most of our major metropolitan cities and the U.S. Capitol Police. They
also come from other government agencies, all branches of the U.S. military, and,
internationally, from our allies in some of the world’s terrorism hotspots. Partici-
pants come to learn applied explosives technology and advanced bomb-disablement
logic, tools, and techniques. Technical classroom presentations, live-range dem-
onstrations, hands-on training, and special high-risk scenarios give them the knowl-
edge and technology they need to respond to terrorist threats involving explosives.

Most of the bomb-disablement technologies demonstrated in Operation America
were developed by Sandia National Laboratories as part of the DOE Laboratory-Di-
rected Research and Development program and our work for other federal agencies.
These tools include the Percussion-Actuated Nonelectric (PAN) Disrupter used to
dismantle suspected explosive devices and preserve forensic evidence. The device
was used at the Unabomber’s cabin in Montana and was available at the 1996 Sum-
mer and 2002 Winter Olympic Games. More recently, Massachusetts State Police,
with the assistance of the FBI, used the Sandia-developed PAN Disrupter to disable
the alleged shoe bombs removed from an American Airlines flight from Paris to
Miami.

The PAN disrupter, as well as other advanced disablement tools developed by
Sandia, are currently in use by local bomb squads and could be used against ter-
rorist threats such as radiological dispersal devices (RDDs) and other weapons of
mass destruction. Most of these bomb-disablement tools are relatively simple to as-
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semble in the field, can be used safely from a distance, and are affordable, and they
are currently in use throughout the bomb-disablement community. These tools dis-
rupt and “render-safe” explosive packages without initiating the explosives or de-
stroying forensic evidence.

Once Sandia has researched, developed, and tested a bomb-disablement tool, it be-
gins the process of transferring the technology to the first-responders community,
putting the technology in the hands of the men and women who need it. Operation
America sponsors include Sandia National Laboratories, the National Institute of
Justice, and DOE.

Critical Infrastructure Protection

National security and the quality of life in the United States rely on the contin-
uous, reliable operation of a complex set of interdependent infrastructures consisting
of electric power, oil and gas, transportation, water, communications, banking and
finance, emergency services, law enforcement, government continuity, agriculture,
health services, and others. Today, they are heavily dependent on one another and
becoming more so. Disruptions in any one of them could jeopardize the continued
operation of the entire infrastructure system. Many of these systems are known to
be vulnerable to physical and cyber threats and to failures induced by system com-
plexity.

In the past, the nation’s critical infrastructures operated fairly independently.
Today, however, they are increasingly linked, automated, and interdependent. What
previously would have been an isolated failure, today could cascade into a wide-
spread, crippling, multi-infrastructure disruption. As the documented cases of at-
tacks on vital portions of the nation’s infrastructure grow, there is a sense of ur-
gency within industry and government to understand the vulnerabilities.

The National Infrastr