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What GAO Found

The National Nuclear Security Administration (NNSA) has not fully established
policies or guidance for using information from contractor assurance systems
(CAS) to conduct oversight of management and operating (M&O) contractors. As
a result, NNSA does not have standards for ensuring that contractors are
overseen consistently. For example, at the headquarters level, NNSA has not
provided guidance beyond its general framework for assessing the maturity of
contractors’ CAS to determine whether information from CAS is sufficiently
reliable for federal oversight purposes. In the absence of headquarters level
policy, NNSA field offices—federal offices located at contractor operated sites
and responsible for day-to-day oversight of M&O contractors—have established
their own procedures for using information from CAS to conduct oversight, but
these procedures also are not always complete and differ among field offices.
For example, five of NNSA’s seven field offices reported having complete
procedures for assessing CAS maturity, but these procedures describe different
processes and rating scales for conducting such assessments. The other two
field offices reported not having such procedures. NNSA had designed a process
for validating field offices’ oversight approaches, including the extent to which
these approaches use information from CAS, but NNSA discontinued this
process after determining that it had not been effective. Discontinuing this
process without replacing it with another form of validation eliminated the internal
control activity NNSA designed to assure the effectiveness and consistency of
oversight approaches across the nuclear security enterprise, including the
appropriate use of information from CAS.

NNSA also has not established policies or guidance specific to using information
from CAS to evaluate M&O contractor performance. Neither NNSA policy nor
NNSA’s Handbook published in 2013 to guide the performance evaluation
process includes information on how or to what extent NNSA officials should use
information from CAS in evaluating M&O contractors’ performance. Some field
office officials told GAO they developed their own procedures on performance
evaluation. GAO reviewed these procedures and found they were not sufficiently
detailed for using information from CAS to evaluate contractors’ performance.

NNSA has not determined whether it has sufficient, qualified personnel to
implement its framework for using information from CAS for oversight or for
performance evaluation. NNSA officials GAO interviewed were unable to identify
any studies that had been completed that assessed this question. Field office
officials have raised concerns that staffing levels and the mix of staff skills may
not be adequate to conduct appropriate oversight in the future and that this may
result in overreliance on information from CAS without the ability to ensure that
this information is sufficiently mature. In 2013, concerned about their capacity to
fully support all oversight requirements, field offices called on NNSA
headquarters to initiate a review of field office staffing resources needed to
implement the oversight and performance evaluation framework and whether a
staffing model including shared technical staff among field offices could address
these concerns. NNSA began this review, but NNSA headquarters officials said it
was not completed, the data reviewed are now too old to be useful, and that the
agency has no plans to complete it. These officials said that they plan on

discussing staffing issues with senior leadership in 2015.
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Washington, DC 20548

May 22, 2015

The Honorable Fred Upton

Chairman

The Honorable Frank Pallone
Ranking Member

Committee on Energy and Commerce
House of Representatives

The Honorable Tim Murphy

Chairman

The Honorable Diana DeGette

Ranking Member

Subcommittee on Oversight and Investigations
Committee on Energy and Commerce

House of Representatives

Nuclear weapons have been and continue to be an essential part of our
nation’s defense strategy. During the cold war, the United States
designed, produced, and tested new nuclear weapons. In 1992, the
United States placed a moratorium on the underground testing of nuclear
weapons and, since then, has shifted to maintaining its existing nuclear
weapons stockpile by extending the weapons’ operational lives through
refurbishment under the Stockpile Stewardship Program.! The National
Nuclear Security Administration (NNSA), a semiautonomous agency
within the Department of Energy (DOE), is responsible for managing
nuclear weapon- and nonproliferation-related missions at research and
development laboratories, production plants, and other facilities—known

The Stockpile Stewardship Program was established in response to the 1994 National
Defense Authorization Act.
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collectively as the nuclear security enterprise. 2 NNSA oversees these
missions. Much of the work to achieve these missions is performed by
contractors under management and operating (M&O) contracts at the
eight sites that comprise the nuclear security enterprise.® In fiscal year
2014, Congress appropriated over $11 billion to DOE to execute NNSA’s
missions, including nuclear weapons and nonproliferation programs,
including work performed by M&O contractors.*

Prior to the creation of NNSA, program and contract management
missteps led us to designate DOE’s program and contract management
as an area at high risk for fraud, waste, abuse, and mismanagement.®
NNSA was established in 2000,° in part, to correct long-standing
management and security problems in DOE’s stewardship of its nuclear
missions. As a newly established organization with some autonomy from
DOE, NNSA was expected to establish clear roles and responsibilities for
its headquarters operations, and between headquarters and its field

2Specifically, NNSA manages three national nuclear weapons design laboratories—
Lawrence Livermore National Laboratory in California, Los Alamos National Laboratory in
New Mexico, and Sandia National Laboratories in New Mexico and California; three
nuclear weapons production plants—the National Security Campus in Kansas City,
Missouri, the Pantex Plant in Texas, and the Y-12 National Security Complex in
Tennessee; and the Nevada National Security Site, formerly known as the Nevada Test
Site. NNSA also oversees management and operations of the tritium facilities at DOE’s
Savannah River Tritium Enterprise in South Carolina; tritium is a key radioactive isotope
used to enhance the power of nuclear warheads.

3M&O contracts are agreements under which the government contracts for the operation,
maintenance, or support, on its behalf, of a government-owned or -controlled research,
development, special production, or testing establishment wholly or principally devoted to
one or more of the major programs of the contracting agency. The M&O contractors
generally carry out the mission and activities of the particular contract on a daily basis,
while following federal laws and regulations, and applicable requirements from DOE
policies, orders, and its guides and manuals, known as directives.

4The M&O contractors at each site include: Consolidated Nuclear Security, LLC;
Honeywell Federal Manufacturing &Technologies, LLC; Lawrence Livermore National
Security, LLC; Los Alamos National Security, LLC; National Security Technologies, LLC;
Sandia Corporation; and Savannah River Nuclear Solutions, LLC.

SGAO, Government Financial Vulnerability: 14 Areas Needing Special Review,
GAO/OGC-90-1 (Washington, D.C.: Jan. 23, 1990). In this letter, GAO found that DOE
had a history of inadequate contractor oversight.

®pub. L. No. 106-65- § 3211 (1999).
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offices.” Since 2000, we have continued to identify problems across the
nuclear security enterprise, ranging from significant cost and schedule
overruns on major projects to ineffective oversight of security at NNSA
sites.® Recently, the National Research Council and the National
Academy of Public Administration raised concerns that DOE and NNSA
oversight of M&O contractors’ work at the national laboratories has been
excessive and that overly prescriptive and burdensome safety and
security requirements have negatively affected the quality of science
performed at the labs.®

To address issues with its oversight of contractors, in 2011, NNSA issued
(NAP)-21, a Policy Letter entitled Transformational Governance and

’NNSA maintains seven field offices that are responsible for providing day to day
oversight of the activities of the M&O contractors at each of the eight sites in the nuclear
security enterprise. In 2012, NNSA combined its field offices at the Pantex Plant and Y-12
National Security Complex into one field office known as the NNSA Production Office. The
NNSA Production Office is located in Oak Ridge, Tennessee, and maintains federal
oversight staff at both the Pantex Plant and the Y-12 National Security Complex.

8See, for example, GAO, NNSA Management: Progress in the Implementation of Title 32,
GAO-02-93R (Washington, D.C.: Dec. 12, 2001); GAO, Nuclear Security: NNSA Needs to
Better Manage Its Safeguards and Security Program, GAO-03-471 (Washington, D.C.:
May 30, 2003); GAO, National Nuclear Security Administration: Key Management
Structure and Workforce Planning Issues Remain As NNSA Conducts Downsizing,
GAO-04-545 (Washington, D.C.: June 25, 2004); GAO, National Nuclear Security
Administration: Additional Actions Needed to Improve Management of the Nation’s
Nuclear Programs, GAO-07-36 (Washington, D.C.: Jan. 19, 2007); GAO, Los Alamos
National Laboratory: Long-Term Strategies Needed to Improve Security and Management
Oversight, GAO-08-694 (Washington, D.C.: June 13, 2008); GAO, Nuclear Security:
Better Oversight Needed to Ensure That Security Improvements at Lawrence Livermore
National Laboratory Are Fully Implemented and Sustained, GAO-09-321 (Washington,
D.C.: Mar. 16, 2009); GAO, Nuclear Weapons: NNSA Needs More Comprehensive
Infrastructure and Workforce Data to Improve Enterprise Decision-making, GAO-11-188
(Washington, D.C.: Feb. 14, 2011); GAO, Modernizing the Nuclear Security Enterprise:
Observations on the National Nuclear Security Administration’s Oversight of Safety,
Security, and Project Management, GAO-12-912T (Washington, D.C.: Sept. 12, 2012);
GAO, Department of Energy: Concerns with Major Construction Projects at the Office of
Environmental Management and NNSA, GAO-13-484T (Washington, D.C.: Mar. 20,
2013); and GAO, Nuclear Security: NNSA Should Establish a Clear Vision and Path
Forward for Its Security Program, GAO-14-208 (Washington, D.C.: June 30, 2014).

9See, National Research Council, Managing for High-Quality Science and Engineering at
the NNSA National Security Laboratories, The National Academies Press, Washington,
D.C., (Washington D.C.: 2013); and National Academy of Public Administration,
Positioning DOE’s Labs For the Future: A Review of DOE’s Management and Oversight of
the National Laboratories (Washington, D.C.: January 2013).
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Oversight,'® which laid out a framework for, among other things, how
NNSA would conduct oversight over its M&O contractors. Under the
framework, when appropriate, NNSA was to place greater reliance on
information from contractor assurance systems (CAS)—management
systems and processes designed and used by NNSA'’s contractors to
oversee their own performance and self-identify and correct potential
problems—and to focus scarce federal oversight resources on areas of
highest risk or weakest contractor performance.’ NAP-21 also
envisioned a role for information from CAS to be used in NNSA’s annual
evaluation of contractors’ performance. This annual performance
evaluation process culminates in NNSA’s determination of M&O
contractors’ award fees, collectively worth hundreds of millions of dollars,
as well as whether contractors will receive contract term extensions.
NAP-21 further envisioned that NNSA could become smaller and more
efficient through the use of CAS. Among the areas of performance NNSA
annually evaluates is contractors’ progress toward implementing effective
CAS.

Following two separate events in 2012, some have questioned the extent
to which NNSA can rely on information from CAS for overseeing
contractors and for evaluating performance as envisioned by NAP-21.
First, on July 28, 2012, a serious security breach occurred at NNSA’s Y-
12 National Security Complex (Y-12), a site focused on processing and
storing uranium, when three individuals gained access to the area
surrounding a highly enriched uranium storage facility without being
interrupted by the security measures in place. DOE’s Inspector General
(IG) found that the Y-12 site’s M&O contractor properly recorded a
growing backlog of maintenance needs to address security equipment
failures in its CAS but did not act to address the security equipment
failures.' Moreover, the |G found that NNSA oversight officials located at

ONNSA Policies (NAP) impart policy and requirements unique to NNSA or provide short-
term notices until more formal direction can be provided.

11Throughout this report, we use the phrase “information from CAS” to describe contractor
generated information made available to NNSA through any of an M&O contractor’s
management systems and processes that are considered part of its CAS. M&O
contractors describe their CAS in CAS Description Documents that are approved by
NNSA. Information from CAS stands in contrast to information about contractors’ activities
and performance that is developed by federal officials.

2y.s. Department of Energy, Office of Inspector General, Special Report: Inquiry into the
Security Breach at the National Nuclear Security Administration’s Y-12 National Security
Complex, Special Report. 1G-0868 (Washington, D.C.: Aug. 29, 2012).
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Y-12 believed that, because the contractor’'s CAS identified these
maintenance needs, they were precluded from intervening to require the
contractor to address the backlog. Specifically, the IG reported that NNSA
oversight officials at Y-12 said that, as long as the contractor identified
maintenance issues and took compensatory measures, such as
dispatching a guard to visually inspect an area where equipment was not
fully operational, they could take no action to prompt the contractor to
complete needed repairs. A February 2013 report from the 1G evaluating
NNSA'’s oversight of contractors concluded that, although contractors had
not yet implemented fully functional and effective CAS, NNSA had placed
substantial reliance on its contractors to self-identify and correct
weaknesses that threatened the safe, secure, effective, and efficient
operation of their sites within the nuclear security enterprise.

Second, on a separate occasion, in completing the fiscal year 2012
performance evaluation process, NNSA'’s official responsible for
determining performance evaluation fees acted to award contract term
extensions to two M&O contractors with performance evaluation
recommendations—made by oversight officials with direct access to
information from CAS—that were not initially high enough to qualify these
contractors for the extensions. In one case, the responsible official raised
the performance evaluation score for one M&O contractor above the
score recommended and, in the other case, waived the minimum score
requirement for a M&O contractor to earn a contract term extension. In
the same February 2013 report, the DOE |G noted that NNSA had not
established or fully defined the relationship of CAS to contractor
performance plans used to determine contractor fee at all of its sites. The
IG noted at the time that NNSA was planning to reform its approach to
contractor oversight, including the CAS.

In this context, you asked us to review NNSA’s progress in implementing
its framework for using information from CAS for contractor oversight and
performance evaluation. This report examines the extent to which NNSA:
(1) has fully established policies and guidance for using information from
CAS to oversee M&O contractors; (2) has fully established policies and
guidance for using information from CAS to evaluate M&O contractors’
performance; and (3) has determined whether it has sufficient, qualified

Bu.s. Department of Energy, Office of Inspector General, Audit Report: National Nuclear
Security Administration Contractor Governance: DOE/IG-0881 (Washington D.C.: Feb. 19,
2013).
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personnel to implement its framework for using information from CAS for
oversight and performance evaluation.

To address our first two objectives, we obtained and analyzed key DOE
and NNSA policies, procedures, and guidance and interviewed DOE and
NNSA officials responsible for oversight and performance evaluation. We
also visited and interviewed key federal oversight officials and contractors
at the National Security Campus, Lawrence Livermore National
Laboratory, Los Alamos National Laboratory, and Pantex Plant.’* In
addition, we surveyed officials from all seven NNSA field offices
responsible for implementing elements of NNSA’s framework for using
information from CAS for oversight and performance evaluation purposes.
For a copy of the survey instrument we used, see appendix IlIl. We
pretested our survey instrument with officials from two of these seven
field offices. We took extensive steps in questionnaire development,
follow-up, and analysis to minimize nonsampling errors. To address our
third objective, we obtained and reviewed NNSA field office reports on
staffing, analyzed field office officials’ survey responses on this topic, and
interviewed NNSA officials in both headquarters and field offices. For a
complete description of our objectives, scope, and methodology, see
appendix .

We conducted this performance audit from February 2013 to May 2015 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

Background

This section describes NNSA'’s activities in the nuclear security enterprise
and M&O contracts, DOE and NNSA requirements for and definitions of
CAS, federal oversight of M&O contractors under the NAP-21 framework,
federal evaluation of M&O contractor performance, and information on the
number of NNSA staff involved in M&O contractor oversight.

"4We selected these sites and field offices because they represented a variety of program
activities.
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NNSA's Activities in the
Nuclear Security
Enterprise and M&O
Contracts

NNSA'’s activities can generally be divided into two distinct areas: (1)
mission-related activities and (2) mission-support activities. > Mission-
related activities are those that directly pertain to fulfilling NNSA’s mission
or program objectives and are primarily overseen by program offices in
NNSA headquarters responsible for integrating the program activities
carried out across multiple sites. Mission-support activities, which are
primarily overseen by officials at each of NNSA'’s field offices, help ensure
that NNSA'’s mission and program objectives are achieved in an efficient,
safe, secure, legally compliant, and environmentally sound manner.
Examples of mission-related activities include the following:

« Maintaining the nuclear weapons stockpile: Activities undertaken
to ensure that the nation sustains a safe, secure, and effective nuclear
deterrent through the application of science, technology, engineering,
and manufacturing, including maintaining the active stockpile and, as
necessary, extending the lives of aging nuclear weapons and
dismantling retired nuclear weapons.

« Nuclear nonproliferation: Activities undertaken to address and limit
the possibility that terrorists or rogue nations will acquire nuclear
weapons or materials or other weapons of mass destruction, including
work with a wide range of international partners, other federal
agencies, and the private sector to detect, secure, and dispose of
dangerous nuclear and radiological material and to support the
implementation of relevant treaties and agreements.

« Naval reactors: Activities undertaken to provide the U.S. Navy with
militarily effective nuclear propulsion plants that are safe and reliable.

Examples of mission-support activities are as follows:

« Environment, safety and health: Activities undertaken to protect
workers, the public, and the environment, including radiation
protection, facility safety, nuclear explosive safety, and occupational
health.

SFor purposes of this report, the terms “mission-related activities” and “mission-support
activities” are equivalent to “functional areas,” a more technical term NNSA uses to
describe groupings of activities needed to accomplish a particular mission-related or
mission-support function. In the survey that we administered to NNSA field offices, we
used NNSA'’s “functional areas” terminology to refer to the groups of mission-related and
mission-support activities described here.
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« Safeguards and security: Activities undertaken to detect and deter
theft and sabotage vulnerabilities throughout the nuclear security
enterprise, including taking steps to protect critical NNSA facilities
from vehicle bombs, strengthening facilities against attacks, and
consolidating nuclear weapons material to reduce the number of
targets to be protected.

« Business operations: Activities undertaken to ensure that business
operations within the nuclear security enterprise are conducted in an
effective, efficient, and legally compliant manner, including designing
and administering the corporate planning, programming, budgeting
and evaluation system, and systems and policies to manage human
resources and developing and implementing procurement policies and
procedures.

« Infrastructure: Activities undertaken to ensure the availability of
appropriate facilities and equipment for accomplishing NNSA'’s
mission, including operating and maintaining science, technology,
engineering, manufacturing, and information technology facilities and
equipment to sustain the capabilities that underpin the stockpile and
other national security missions.

« Emergency management and response: Activities undertaken to
maintain a high level of readiness for protecting and serving the
United States and its allies through the development, implementation,
and coordination of programs and systems designed to serve as a line
of defense in the event of a nuclear terrorist incident or other type of
radiological accident, including responding to accidents that may
occur at NNSA'’s research or production sites.

« Construction project management: Activities undertaken for the
planning, programming, budgeting, and acquisition of capital assets
projects, including delivering projects on schedule, within budget, with
the required performance capability needed to support NNSA'’s
missions, and compliant with quality, environmental, safety, and
health standards.®

8per DOE Order 413.3B, Program and Project Management for the Acquisition of Capital
Assets, capital assets are land, structures, equipment, and intellectual property, which are
used by the federal government and have an estimated useful life of 2 years or more.
Capital assets may be acquired in different ways, including through construction or other
means.
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The special nature of DOE and NNSA'’s relationship with M&O
contractors in managing and operating government-owned or government
controlled facilities is recognized in procurement rules. The Federal
Acquisition Regulation (FAR)—which describes uniform policies and
procedures for acquisition by executive agencies—describes this
relationship as one where the work conducted by the contractor is of a
long-term or continuing nature, involving high levels of expertise and
continuity of operations and personnel.’”” NNSA is responsible for
managing and overseeing the mission-related and mission-support
activities undertaken by its contractors’ at the research and development
laboratories, production plants, and other facilities known collectively as
the nuclear security enterprise, as shown in figure 1. Contractors
operating under M&O contracts generally carry out the mission-related
and mission-support activities of the particular NNSA site.

"FAR Subpart 17.6.
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Figure 1: National Nuclear Security Administration (NNSA) Research, Production, and Testing Sites
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