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Chief Executive Officer
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19001 S. Western Ave.
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Dear Mr. Lentz:

Every year, advancements in information and communications technologies incorporate
new aspects of our daily lives into the digital universe, introducing previously unimagined
convenience to consumers, businesses, and society as a whole. However, these benefits do not
come without risks. Reliability and security weaknesses exist as part of the Internet ecosystem,
and the pace of innovation and adoption of new technologies ensures that new weaknesses will
continue to be created and introduced. As these technologies are incorporated into automobiles to
improve safety, convenience, and performance, they also create the unavoidable potential for
cyber threats. Therefore, it is important to understand how the automotive industry intends to
address the challenge of cybersecurity as vehicles and transportation infrastructure become
increasingly integrated and dependent upon the Internet and information technology.

We are entering a new era in cybersecurity. The explosion of new, connected devices and
services is exacerbating existing cybersecurity challenges and has introduced another potential
consequence — the threat of physical harm — as products responsible for public health and safety
are integrated into the Internet ecosystem. This will be a significant challenge for the automobile
industry. The integration and convergence of transportation and communications technologies in
connected cars offers tremendous opportunity for innovation, improved performance,
convenience (e.g. in-vehicle Wi-Fi, infotainment systems, smartphone interface and/or
integration, etc.) and safety (¢.g. Vehicle-To-Vehicle, Vehicle-To-Infrastructure, Autonomous
Vehicles, etc.). All of these features, however, provide a gateway for potential threats.

Compounding the challenge, modemn vehicles are extremely complex machines reliant on
multiple computers, networks, and systems. According to some estimates, a modern high-end car
can contain approximately 100 million lines of code — double that of the Windows Vista
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operating system and nearly ten times that of a Boeing 787.! With expected advancements in
vehicle technology, this number could approach 300 million lines of code in the future.”
Information technologies are inherently complex, and as a result are inherently vulnerable. The
ability to identify and remediate vulnerabilities in vehicle technologies is therefore critical to
maintaining robust, trustworthy systems. In light of recent failures in identifying safety defects,
some of which were mechanical, the industry and safety regulators ability to keep pace with
increasingly sophisticated technologies and systems is a source of concern.

Connected cars and advancements in vehicle technology present a tremendous
opportunity for economic innovation, consumer convenience, and public health and safety. These
benefits, however, depend on consumer confidence in the safety and reliability of these
technologies. While threats to vehicle technology currently appear isolated and disparate, as the
technology becomes more prevalent, so too will the risks associated with it. Threats and
vulnerabilities in vehicle systems may be inevitable, but we cannot allow this to undermine the
potential benefits of these technologies. The industry has an opportunity to prepare for the
challenges that advanced vehicle technologies present, and to develop strategies to mitigate the
risks.

To assist the committee in evaluating the industry’s efforts to address the challenge of
cybersecurity, please respond to the following questions by June 11, 2015.

1. Who within your organizational structure is responsible for evaluating, testing, and
monitoring potential cyber vulnerabilities in your products?
a. Do you have a dedicated office, division, or staff?
i. [Ifso, how large is this function or group and where do they reside in the
organization?
ii. If you do not have a dedicated office, division, or staff, how does your
company manage this responsibility?

2. How does your organization incorporate cybersecurity best practices into information
technologies that currently exist in your products, networked or otherwise?

3. What policies, procedures, and practices do you employ to evaluate potential cyber
vulnerabilities during the design, implementation and testing of vehicle components or
technology?

4. Who within your organizational structure is responsible for evaluating, testing, and
monitoring potential cyber vulnerabilities in the products of your suppliers?
a. Do you have a dedicated office, division, or staff?
i. If so, how large is this function or group and where do they reside in the
organization?

' Presentation by Dr. Andrew Brown, Jr, V.P. & Chief Technologist, Delphi, Connected and Automated Vehicles
and the Cybersecurity Threat — How the Industry is Responding, (February 17, 2015), available at,
http://www.cargroup.org/assets/files/bb_02-17-15/car bb 2.17.15 brown.pdf
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11.

ii. If you do not have a dedicated office, division, or staff, how does your
company manage this responsibility?

How do you work with suppliers to minimize, evaluate, and address potential
vulnerabilities in the supply chain?

How do you track or evaluate potential cyber vulnerabilities in vehicles or vehicle
systems once a product is in the field?

How do you, or how do you intend to, remediate vulnerabilities after a vehicle has
entered the market?
a. Will this require dealer service?
i. If so, will this be conducted during routine maintenance or will it require a
safety campaign or recall?
ii. If not, what other capabilities do you possess for addressing
vulnerabilities?
b. What steps are you taking to evaluate and address dealer and/or vehicle
maintenance infrastructure as a potential attack vector for automobiles?

Do you currently, or intend to, use over-the-air (OTA) updates to upgrade or “patch”
vehicle systems or technology?
a. If so, what steps have you taken to secure these transactions?

To what extent do existing vehicle systems and technologies utilize public key
infrastructure and/or certificates for secure communications?
a. If your vehicles utilize this technology, please explain how it is implemented and
for which vehicle systems.
b. If your vehicles do not utilize this technology, please explain how vehicle system
communications are protected.

What steps have you taken to evaluate how connected elements, such as in-vehicle Wi-Fi
and infotainment services, connect to or interact with vehicle safety systems and/or
functions?
a. Can these connections serve as a potential attack vector for vehicle safety
systems?
i. If so, what steps have you taken to minimize this risk?
ii. If not, please explain why not.

In light of the fact that connected vehicles interact with technologies outside the specific
vehicle architecture such as mobile devices, what steps are you taking to evaluate
potential vulnerabilities introduced by these connections?
a. Does your company offer, or intend to offer, a mobile application that is able to
control vehicle functions such as door locks or remote start?
i. Ifso, what steps are you taking to provide security for these connections?
ii. Could they serve as a potential attack vector?
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b. How do you address potential vulnerabilities introduced by third party mobile
applications, devices or products that connect to or interact with vehicle systems?
i. If a vulnerability was introduced through a third party product, mobile
application or device, would you be able to identify and remediate such a
vulnerability and, if so, how?

12. How do you interact with the security research community to identify potential threats
and/or vulnerabilities?
a. Do you have any programs or policies that encourage responsible disclosure from
internal and/or external sources?

13. What are the greatest challenges to cybersecurity in the automobile industry?

a. What is your company doing to address or minimize these challenges?

b. How is the industry working together to address these challenges? Are there
specific programs and/or initiatives? If so, please provide a list and description of
each effort.

¢. What additional steps or actions, if any, do you believe are necessary to improve
the industry’s ability to address this challenge?

14. How is the automobile industry working with the federal government to address the
challenge of cybersecurity?

a. Please provide a list and description of any recent, ongoing, or planned
collaborative or cooperative engagement with the federal government on this
issue.

b. Are there areas where the federal government could be doing more to address or
prepare for this challenge?

c. Do you have confidence in federal agencies, including but not limited to the
National Highway Traffic Safety Administration, knowledge, capabilities and/or
actions associated for this issue?

We appreciate your prompt attention to this request. If you have any questions, please
contact John Ohly or Jessica Wilkerson of the majority committee staff at (202) 225-2927 or
Elizabeth Letter, Michelle Ash or David Goldman of the minority committee staff at (202) 225-

3641.
Frid Upton Frank Pallone Jr.

Chairman Ranking Member

Sincerely,
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